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EXECUTIVE SUMMARY NOTICE 
 

Request for Proposal No. DTRS57-02-R-20032 
Information Technology Support Services 

 
 

1. The purpose of this Executive Summary is to highlight the requirements of this 
Request for Proposal (RFP), and to summarize major differences in the 
requirements for this acquisition as compared to those of the current contract 
(DTRS57-97-C-00107 which is available for viewing at the following web site:  
http://www.volpe.dot.gov/foia/onsite.html).  This summary is provided for 
informational purposes only, and the terms and conditions of the solicitation 
remain unchanged unless an amendment is issued which incorporates any possible 
changes. 

 
2. The proposed procurement will provide on-site Information Technology Support 

Services to the Research and Special Programs Administration (RSPA)/Volpe 
National Transportation Systems Center (Volpe Center).  This contract will 
provide support in the specific areas of Network and Desktop Support 
Administration; Facility Management Services; and System Development, System 
Planning; and Information Systems Security.  This effort also includes a 
requirement to transition from the existing contract for these services to this 
contract. 

 
3. This will be a single award Indefinite Delivery/Indefinite Quantity contract.  The 

RFP includes five (5) contract line items (CLINs) with the following contract 
types:  CLIN 0001 – Firm-Fixed-Price; and CLINs 0002 through 0005 -- Cost-
Plus-Award-Fee.  See Section B – Supplies or Services and Prices/Costs. 

 
4. The contract shall be for a maximum ordering period of five (5) years following 

the contract transition period, commencing on or about March 1, 2003.  Full 
performance will begin on or about May 1, 2003.  (See Section F – Deliveries or 
Performance). 

 
5. The contract will include a transition period of up to 60 days immediately 

following contract award, in accordance with the Contractor’s transition plan (see 
Section B, CLIN 0001) as accepted by the Government. 

 
6. Although the RFP and related documents explain requirements in detail, your 

attention is directed to the following specific aspects of this acquisition: 
 

• Refer to Clause B.3, Payment of Award Fee –IDIQ, for an introduction 
to the award fee provisions specifically designed for this task order type 
contract.  The Performance Evaluation Plan, Attachment J.9 to the 
solicitation, also provides detailed information about the award fee 
mechanism for this contract.  
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• In order to assure compliance, careful attention should be paid to 

Section L, Paragraphs L.5 through L.6, which provide specific proposal 
preparation instructions. 

 
• Section M of the RFP details the evaluation factors for award and their 

relative order of importance. 
 

7. The RFP has been prepared and is being released in electronic media only through  
the Volpe Center’s Acquisition Management Division Home page at the 
following Universal Resource Locator (URL): 
http://www.volpe.dot.gov/procure/index.html.   
 

8. The Acquisition Management Division Home page also includes an electronic 
vendor reference library.   
 

9. A pre-proposal conference and site visit for all prospective Offerors will be held  
at the Volpe Center, 55 Broadway, Kendall Square, Cambridge, Massachusetts 
02142, on October 31, 2002, at 10 A.M. local time.  Questions will be answered 
relative to this procurement, and all prospective Offerors are urged to attend this 
conference.  Please see Section L, Paragraph L.4.B for specific details. 

 
10. Inquiries relative to the RFP must be received not later than 21 calendar days  

after the date of issuance, and may be submitted by mail or e-mail.  Inquires must 
be submitted in accordance with Section L, Paragraph L.4.F.  Please note that no 
oral inquiries will be answered. 

 
11. Proposals submitted in response to this RFP are due at 2:00 p.m. Eastern Standard 

Time on December 3, 2002. 
 
Thank you for your interest in this acquisition.  We look forward to receiving your 
response to the attached RFP. 
 
 
 
 
     /signed/ 
Michael J. Leary 
Contracting Officer 
 
Attachment – RFP No. DTRS57-02-R-20032 
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SECTION B - SUPPLIES OR SERVICES AND PRICES/COSTS 

 
B.1 SUPPLIES/SERVICES AND PRICES – IDIQ 
 
This is an indefinite delivery - indefinite quantity (IDIQ) contract with cost-plus-award-fee provisions.  
Except for Contract Line Item Number (CLIN) 0001, Contract Transition, which will be completed on a 
one-time, firm-fixed-price basis, all work to be accomplished under this contract will result from the 
issuance of individual Task Orders (TOs).  TOs under this contract will be issued with performance-based 
statements of work to the maximum extent practicable. 
 
The Contractor shall, in accordance with TOs issued by the Contracting Officer (CO), perform work 
assignments within the parameters of the Statement of Work.  It is anticipated (but not guaranteed) that 
individual TOs will be issued at the beginning of each contract year for a full year’s performance of work 
required under CLINs 0002, 0003, and 0004.  However, the more indefinite nature of work to be 
performed under CLIN 0005 requires that this item be predicated on the basis of a level of effort at the 
inception of the contract.  The level of effort for CLIN 0005 is specified in Clause B.2 below.  
 
The services to be ordered hereunder (see Table below) shall be reimbursed in accordance with the 
provisions of the clauses herein entitled Allowable Cost and Payment (FAR 52.216-7), the terms of which 
are construed to apply, on an individual basis, to each Task Order issued. For the purpose of establishing 
a provisional award fee for each TO issued under this contract, refer to the clause B.3 in this section 
entitled Payment of Award Fee - IDIQ. 
 
CLIN Supplies/Services Quantity Unit Unit Price Amount 
0001 Transition, in accordance with Paragraph 

C. 2 of the Statement of Work 
1 JOB Firm Fixed 

Price 
 
        * 

0002 Contract Management and 
Administration in accordance with 
Paragraph C.3 of the Statement of Work 

1 LOT Est. Cost 
Award Fee 
Total Cost 
Plus Award 
Fee (CPAF) 

        * 
        * 
        * 

0003 Network and Desktop Support 
Administration in accordance with 
Paragraph C. 4 of the Statement of Work 

1 LOT Est. Cost 
Award Fee 
Total CPAF 

        * 
        * 
        * 

0004 Facility Management Services in 
accordance with Paragraph C.5 of the 
Statement of Work 

1 LOT Est. Cost 
Award Fee 
Total CPAF 

        * 
        * 
        * 

0005 System Development, System Planning, 
and Information Systems Security in 
accordance with Paragraph C.6 of the 
Statement of Work 

1 LOT Est. Cost 
Award Fee 
Total CPAF 

        * 
        * 
        * 

 
* Offeror shall insert amounts. 
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B.2 LEVEL OF EFFORT – IDIQ (Applicable to CLIN 0005 Only) 
 
The total level of effort estimated to be ordered during the term of this contract for CLIN 0005 (see 
C.7.B.) is as follows:  
 

CLIN 0005 
Labor Category Annual 

Hours 
Total (5 years) 
 

Software Systems Engineer III 7,440 37,200 
Software Systems Engineer IV 3,720 18,600 
Software Systems Engineer V 1,860 9,300 
Applications Systems Analyst/Programmer II 11,160 55,800 
Software Systems Analyst/Programmer II 3,720 18,600 
Systems Analyst III 1,860 9,300 
Web Designer I 1,860 9,300 
Web Software Developer III/Web Architect 3,720 18,600 
Data Control Clerk 1,860 9,300 
Senior Data Control Clerk 1,860 9,300 
Systems Analyst IV 1,860 9,300 
Information Security Specialist I 5,580 27,900 
Information Security Specialist II 1,860 9,300 
Information Security Specialist III 1,860 9,300 
   
Total Level of Effort 50,220 251,100 

 
B.3 PAYMENT OF AWARD FEE – IDIQ 
 
(a) The award fee specified in Section B of this contract represents the maximum fee that shall be paid for 
each respective Contract Line Item (CLIN) under this contract. This fee shall be paid, subject to any 
adjustment required by other provisions of this contract, in installments at the time of each provisional 
payment for reimbursement of allowable cost.  
 
(b) A provisional award fee amount shall be established for each Task Order issued under this contract. 
The provisional award fee amount established shall be in direct ratio to the total contract CLIN award fee 
as the total estimated cost established in the Task Order is to the total estimated contract cost for that 
CLIN.  The Contractor may bill up to a maximum of 75 percent of this provisional award fee pending 
final award fee determination.  The amount requested in any invoice for provisional award fee payment 
shall also be proportionate to the amount of allowable cost identified in that particular invoice.  
 
(c) Provisional award fee payments made during an evaluation period will be superseded by the final 
award fee determination for that period.  If provisional payments for that period have exceeded the 
amount earned by the Contractor as established by the award fee determination, the Contractor will either 
credit the next payment voucher for the amount of such overpayment or refund the difference to the 
Government, as directed by the Contracting Officer. 
 
(d) If the Contracting Officer determines that the Contractor will not achieve the level of performance 
commensurate with the provisional rate, payment of the provisional award fee will be discontinued or 
reduced in such amounts as the Contracting Officer deems appropriate.  The Contracting Officer will 
notify the Contractor in writing if it is determined that such a discontinuance or reduction is appropriate. 



DTRS57-02-R-20032 

 6 

 
B.4 CONTRACT LIMITATIONS 
 
B.4.A. MULTIPLE CONTRACT AWARDS 
 
Not applicable.  
 
B.4.B. MAXIMUM CONTRACT VALUE 
 
The value of all Task Orders placed under this contract shall not exceed $(TO BE COMPLETED AT 
TIME OF AWARD).  
 
B.4.C. MINIMUM GUARANTEE 
 
The guaranteed minimum is at least $25,000 worth of orders to be issued under this contract. 
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SECTION C – STATEMENT OF WORK 

 
DESCRIPTION/SPECIFICATIONS/WORK STATEMENT 

 
C.1 GENERAL INFORMATION 
 
C.1.A.  INTRODUCTION 
 
This contract will provide on-site support services for the Volpe National Transportation Systems Center 
(Volpe Center) in the Information Technology (IT) functional area. 
 
C.1.B.  BACKGROUND 
 
The Volpe Center is an organization within the Research and Special Programs Administration of the 
Department of Transportation (DOT).  The Volpe Center, in partnership with sponsoring organizations, 
provides a broad range of technical research, analysis, and development services to the DOT and other 
Federal agencies in support of their transportation and logistics-related missions.  The Volpe Center is 
directly funded by sponsoring organizations and, therefore, is responsive to market forces.  The Volpe 
Center performs its role in an environment that demands entrepreneurial initiative to seek out project 
opportunities and an ability to quickly respond to new and changing sponsor requirements. 
 
The portfolio of 300+ projects performed for sponsors varies in number, scope, and substance over the 
course of any year.  The Volpe Center’s staffing strategy uses a combination of Federal and Contractor 
employees to meet the broad range and quantity of skills needed to support projects.  Through on-site 
technical support contracts and other contracts, the Volpe Center can respond to uncertain, long-range 
requirements of these technical programs by establishing a "pool" of easily accessed professional, 
technical personnel.    
 
C.1.C. SCOPE  
 
This contract focuses on three distinct but essentially interdependent IT functional areas, as well as 
Contract Management and Administration services.  These areas are Network and Desktop Support 
Administration; Facility Management Services; and System Development, System Planning, and 
Information Systems Security.  It also contains a requirement to transition from the existing contract (the 
on-site Institutional Automated Data Processing Support Services (IADPSS) Contract No. DTRS57-97-C-
00107) to this contract.   
 
C.2 TRANSITION (CLIN 0001) 
 
This requirement is to transition from the existing on-site IADPSS Contract to this contract.  During the 
transition period, the Contractor shall perform those tasks necessary to achieve full performance by the 
end of the transition period.  
 
DELIVERABLE: 
 
TRANSITION PLAN  
 
Within one week of Task Order award, the Contractor shall provide to the Contracting Officer (CO) and 
Contracting Officer’s Technical Representative (COTR) a final Transition Plan covering the following: 
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1. Key transition personnel; 
2. Schedule of activities; 
3. Understanding of current workload (i.e., tasks) and milestones; 
4. Plan for minimizing disruption to ongoing tasks; 
5. Plan for staffing tasks; and 
6. Communications with key stakeholders; e.g., CO and COTR. 

 
C.3 CONTRACT MANAGEMENT AND ADMINISTRATION (CLIN 0002) 
 
The Contractor shall provide Contract Management and Administration and report its performance on the 
various functions.   
 
DELIVERABLE 
 
ANNUAL COMPREHENSIVE MANAGEMENT AND ADMINISTRATION PLAN 
 
The Contractor shall provide to the CO and COTR an overall management and administration plan that 
shall provide the procedures the Contractor will use to provide overall contract management and 
administration and demonstrate the Contractor’s performance on the overall contract functions. 
 
C.3.A. CONTRACT MANAGEMENT 
 
This requirement is for overall management of the work to be performed on this contract.  The Contractor 
shall perform the necessary technical and administrative management functions required for effective 
contract performance.   
 
C.3.A.1   TECHNICAL LEADERSHIP 
 
The Contractor shall provide technical support and leadership in information technology that will: (1) 
provide a strong IT capability to support the Volpe Center; (2) identify emerging information 
technologies and methodologies relevant to the Volpe Center; and (3) provide contract-level guidance and 
oversight to meet tasks on time, within budget, and with a quality product.  
 
DELIVERABLE: 
 
MONTHLY ACTIVITY REPORTS 
 
The Contractor shall submit monthly activity reports for each Task Order.  The activity reports will 
include at a minimum: 
 

1. Status of all Task Orders (e.g., work progress, staffing by name, labor category and level of 
effort, and cost); 

2. Highlights of current activities and present or potential problems; 
3. Items of special interest as requested by the COTR and/or the Task Order (TO) COTR (e.g., 

production processing statistics); and 
4. Technical topics delineating current and new technologies and other IT subjects of interest to 

the Volpe Center. 
 
The reports shall be submitted to the CO and COTR on a monthly basis in accordance with guidelines 
detailed in Section J, Attachment J.1 - SAMPLE MONTHLY ACTIVITY REPORT. 
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C.3.A.2   TASK ORDER STAFFING 
 
The Contractor shall maintain the necessary staffing level and labor mix to meet the requirements set 
forth in Section C and to be flexible enough to respond to potential shifts in program emphasis.  The 
Contractor shall ensure that all tasks are staffed with appropriately skilled information systems/ 
information technology professionals and that staff turnover is managed with minimal disruption to the 
task effort.   
 
The Contractor shall carry out regular evaluations of staff performance, hire and discharge staff as 
necessary, arrange for appropriate staff training, and fulfill such other organizational development and 
human resources functions as necessary to maintain a highly qualified and motivated workforce to 
support Volpe Center tasks. 
 
DELIVERABLE: 
 
MONTHLY CONTRACT LABOR REPORT 

The Contractor shall submit a report by Task Order reflecting current and year-to-date utilization of 
resources expended under the contract for both prime and subcontractor support in accordance with 
guidelines detailed in Section J, Attachment J.2 - ELECTRONIC SUBMISSION REQUIREMENTS.  At 
a minimum, the report will include: 
 

1. Labor hours and labor cost by Task Order, employee name, labor category, company; 
2. Overtime and extended workweek hours and cost by Task Order, employee name, labor 

category, and company; 
3. Travel by Task Order, employee name, labor category, company;  
4. Summaries by functional area of support; and  
5. A list of all current employees, their physical location, and their phone numbers.  

 
The report will be submitted on a monthly basis to the CO and the COTR.  Content and format of the 
report may be modified at the direction of the CO and/or the COTR.   
 
The Contractor shall provide to the COTR electronic copies of resumes of all employees in accordance 
with guidelines detailed in Section J, Attachment J.2 - ELECTRONIC SUBMISSION 
REQUIREMENTS. 
 
C.3.A.3   CONTRACT COST CONTROL 
 
The Contractor shall conduct benchmarking and analyses to demonstrate the overall cost effectiveness of 
its total effort within this contract. 
 
DELIVERABLE: 
 
SEMI-ANNUAL COST CONTROL REPORT 
 
The Contractor shall provide to the CO and COTR a semi-annual report of contract and task order cost 
control in accordance with guidelines detailed in Section J, Attachment J.2 - ELECTRONIC 
SUBMISSION REQUIREMENTS. 
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C.3.A.4   QUALITY CONTROL 
 
The Contractor shall be responsible for supervising its technical staff and for assuring technical 
excellence in all work performed.  The Contractor shall have a quality assurance program for all aspects 
of the work to be carried out under this contract.  The quality assurance effort shall include quantification 
of goals and measures for each task as applicable.  The Contractor shall maintain documented standards 
for tracking quality, definition of measures, and procedures for timely correction.  Documentation and 
deliverables shall be provided in accordance with each Task Order specification.  The Contractor shall 
have the capability to comply with DOD and IT documentation standards.  For example, a tailoring of 
previous standards, MIL-STD-498, or the current standard, IEEE/EIA 12207, may be used as the basis for 
documentation requirements.  Details involving inspection and acceptance guidelines and project 
deliverables are provided under Sections E and F.  
 
DELIVERABLE: 
 
QUALITY CONTROL PLAN 
 
The Contractor shall provide to the COTR a written description of its quality control plan within 30 
calendar days of the effective date of the contract and annually thereafter with a cover memorandum 
identifying changes. 
 
C.3.B CONTRACT ADMINISTRATION 
 
This requirement is for the overall administrative support services necessary to support the contract 
management and technical tasks to be performed on this contract.  The Contractor shall perform the 
necessary technical and administrative management functions required for effective contract performance. 
 
C.3.B.1   CONTRACTING OPERATIONS 
 
In support of this function, the Contractor will identify an individual to act as a primary interface with the 
Government on all contract-related matters.  The Contractor shall prepare and submit contract 
modification proposals, invoices, and company correspondence; provide appropriate interface with 
Contractor corporate offices; prepare advance notifications to the Government as called for under the 
contract; prepare subcontracting consent requests; and negotiate, execute, and administer subcontracts. 
 
The Contractor shall maintain a task order cost accounting system that will accumulate costs incurred for 
each task order of this contract.  Labor hours will be identified by skill category.  In submitting its 
vouchers/invoices for payment of costs incurred, the Contractor shall segregate labor hours and all other cost 
elements for the current billing period, and cumulatively from the inception of the contract and the beginning 
of the current contract year.   
 
C.3.B.2.  ADMINISTRATIVE FUNCTIONS SUPPORT 
 
The Contractor shall provide administrative functions support and services essential to overall contract and 
project performance.  These services include, but are not limited to, management of network support requests, 
travel and overtime arrangements, property management, storage and retrieval of classified material, security 
clearance acquisition, employee entrance/exit processing, shipping and receiving, acquisition of equipment 
and supplies, oversight of copying and fax equipment, and mail delivery. 
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The Contractor shall provide ongoing maintenance (either personally or through subcontract) for all 
Government-furnished hardware and software. 
 
DELIVERABLES: 
 
DAILY SIGN IN/OUT LOG 
 
The Contractor shall maintain a daily sign in/out log. It is the responsibility of the Program Manager to 
make sure that all Contractor personnel sign in and out appropriately.  Any personnel not in attendance 
for whatever reason must be accounted for in the log one hour after the established beginning core time of 
the Volpe Center. These logs must be retained in original form for the length of the contract. 
 
PROPERTY REPORTS 
 
At the beginning of the contract, the Contractor will be provided with a master schedule (see Section J, 
Attachment J.3 - GOVERNMENT-FURNISHED PROPERTY LIST) of all Government-furnished property 
(GFP) turned over to its control.  On an annual basis, the Contractor shall submit a revised master property 
schedule (e.g., additions, deletions) to the CO and the COTR.   
 
PROPERTY INVENTORY LISTING 
 
Within 30 days after the end of each contract year, the Contractor shall perform a physical inventory and 
provide to the CO and the COTR the resulting, reconciled inventory schedule of all GFP under the 
Contractor’s control, together with explanations of changes (e.g., additions, deletions, disposal, consumption) 
from the original master schedule. 
 
C.4. NETWORK AND DESKTOP SUPPORT ADMINISTRATION (CLIN 0003) 
 
C.4.A. GENERAL REQUIREMENTS 
 
The Contractor shall maintain a flexible staffing level and labor mix capable of adjusting to fluctuations 
in the workload associated with the operation and administration of the Volpe Center Network and 
Desktop Support Administration.  The Contractor must comply with Volpe Center Order 1370.4B, 
“Network and Computer-Based Institutional Applications Policy,” dated 7/12/02 (see Section J, 
Attachment J. 4 - VOLPE CENTER ORDER 1370.4B) and the Departmental Information Resource 
Management Manual (DIRMM) DOT Order 1350.2 of 1/31/02 (see Section J, Attachment J.5 - DIRMM 
DOT ORDER 1350.2).  The Network and Desktop Support Administration staff must be proficient in the 
full scope of Network and Desktop support functions, including but not limited to the areas of: 
 

1. Network Services 
2. Desktop Services 
3. E-Mail Services 
4. Helpdesk Services 

 
C.4.B. DETAILED REQUIREMENTS  
 
This section describes the tasks to be performed by the Contractor in the functional area of Network and 
Desktop Support Administration.  Performance standards for each task, the method that the Government 
will use to monitor the task, and the deliverables associated with each task are shown in Table 1 below. 
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C.4.B.1  NETWORK SERVICES 
 
This area includes the management, operation, and administration of the Volpe Center network services 
for both the Local Area Network (LAN) and the Wide Area Network (WAN).  The Contractor shall 
maintain network security per DOT and Volpe Orders and guidelines.  For Network Services, the 
Contractor shall: 
 

a. Provide network systems management and administration, which includes provision of 
data and video services between the Volpe Center and other entities. 

b. Provide preventive and corrective maintenance on all network servers and systems. 
c. Prepare, maintain, and update an inventory of all network server hardware and software 

resources in an electronic database available to the Government. 
d. Monitor data communications traffic and provide troubleshooting and problem 

resolution. 
e. Perform regularly scheduled network system and data backups. 
f. Reset passwords for users on any Volpe network system. 
g. Set up accounts for new users on any Volpe network system.  
h. Upgrade network hardware and software, including operating systems.  The Government 

will provide the upgrade items to the Contractor unless otherwise specified in this 
contract in individual Task Orders. 

i. Record all changes/actions to network configurations in an electronic maintenance log 
available to the Government. 

j. Provide guidance and recommendations on new network technologies. 
k. Develop, maintain, and update policies and procedures for installation, upgrade, and 

repair of network servers.  Document these policies and procedures in an electronic 
format available to the Government (see Section J, Attachment J.6 - ELECTRONIC 
POLICIES AND PROCEDURES FORMAT). 

 
C.4.B.2  DESKTOP SERVICES  
 
This area includes the management, operation, and administration of the Volpe Center desktops 
connected to the Volpe Center network.  The Contractor shall maintain desktop security per DOT and 
Volpe Center orders and guidelines.  For Desktop Services, the Contractor shall: 
 

a. Install and configure applicable desktop hardware and software for all users as required.  
The Government will provide all such desktop hardware and software unless otherwise 
specified in this contract on individual Task Orders. 

b. Prepare, update, and maintain an inventory of Volpe Center desktop hardware and Data 
Center-supported software in an electronic format available to the Government. 

c. Contact all local and remote users to schedule an appointment for Center-wide desktop 
upgrades. 

d. Reset network passwords as needed for users on any Volpe Center e-mail system. 
e. Add, change, or remove resources from a user's desktop as necessitated by defective 

equipment or software or by Volpe Center-ordered upgrades or changes. 
f. Resolve desktop trouble calls. 
g. Follow up with the user on all problems to confirm and document that the problem is 

resolved. 
h. Provide guidance and recommendations on new desktop technologies. 
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i. Develop, maintain, and update policies and procedures for contact, installation, upgrade, 

and repair of desktop hardware and software.  Document these policies and procedures in 
an electronic database available to the Government (see Section J, Attachment J.6 - 
ELECTRONIC POLICIES AND PROCEDURES FORMAT). 

 
C.4.B.3  E-MAIL SERVICES  
 
This area includes the management, operation, and administration of the Volpe Center E-Mail System for 
all users connected to the e-mail whether through the LAN, WAN, VPN, or Dial-up.  The contractor shall 
maintain e-mail security per DOT and Volpe Center orders and guidelines.  For E-Mail Services, the 
Contractor shall: 
 

a. Manage the operation and performance of an MS Exchange mail system.  E-mail will be 
available 24 x 7 except during scheduled maintenance and backups per agreement with 
the COTR. 

b. Support and maintain approximately 1,400 users in an MS Exchange Environment. 
c. Maintain and update MS Exchange servers. 
d. Develop, update and maintain policies and procedures for installation, upgrade, and 

repair procedures for the e-mail system.  Document these policies and procedures in an 
electronic database available to the Government (see Section J, Attachment J.6 - 
ELECTRONIC POLICIES AND PROCEDURES FORMAT). 

e. Prepare, update, and maintain an inventory of hardware and software for each e-mail 
server. 

f. Set up e-mail accounts for new users on the Volpe Center e-mail system. 
g. Follow up with the user on all problems to confirm and document that the problem is 

resolved. 
h. Perform regularly scheduled and required system and data backups. 
i. Provide guidance and recommendations on new e-mail technologies. 
j. Reset e-mail passwords as needed for users on any Volpe Center e-mail system. 

 
C.4.B.4  HELPDESK SERVICES 
 
This area includes the management, operation, and administration of the Volpe Center Helpdesk services 
for all Volpe Center system users.  For Helpdesk Services, the Contractor shall: 
 

a. Operate and manage the performance of a full-featured IT Helpdesk to handle calls about 
problems with computing resources to be available from 7:00 a.m. to 6:00 p.m. during the 
work week.  

b. Establish an automated database system for recording and tracking reported problems and 
subsequent resolutions that will be available to the Government. 

c. Develop, update, and maintain policies and procedures for Helpdesk operations.  
Document these policies and procedures in an electronic database available to the 
Government (see Section J, Attachment J.6 - ELECTRONIC POLICIES AND 
PROCEDURES FORMAT). 

d. Coordinate Helpdesk activities with the Network, Desktop, or E-Mail functions, as 
appropriate, to ensure timely and effective accomplishment of required services. 

e. Follow up with the user on all problems to confirm and document that the problem is 
resolved. 

f. Provide guidance and recommendations on new Helpdesk technologies. 
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TABLE 1 - NETWORK AND DESKTOP SUPPORT ADMINISTRATION (CLIN 0003) 
 

 REQUIRED SERVICE PERFORMANCE STANDARD MONITORING METHOD DELIVERABLES 
1. NETWORK SERVICES 
 
a. 

Provide network systems 
management and administration. 

The entire network is operational and functional at 
least 99% of the time on a continual basis. 

Inspection of Network 
Monitoring and Maintenance 
Log 

Network Monitoring and 
Maintenance Log 

 
b. 

Provide preventive and corrective 
maintenance on all network servers 
and systems. 

Preventive maintenance is performed in 
accordance with schedule 95% of the time.  
Corrective maintenance is initiated within 1 hour 
of notification of network problem.  

Inspection of Network 
Maintenance Log 

Network Monitoring and 
Maintenance Log 

 
c. 

Prepare, maintain, and update an 
inventory of all network server 
hardware and software resources in an 
electronic database. 

All network resources are recorded in the 
inventory on a quarterly basis. 

Inspection of Inventory 
Database 

Inventory Database 

 
d. 

Monitor network traffic and resolve 
perceived problems. 

All identified problems are resolved within 3 
hours of reporting. 

Review of network trouble 
reports 

Network Monitoring and 
Maintenance Log 

 
e. 

Perform regularly scheduled network 
system and data backups. 

System and data backups are performed on 
schedule 95% of the time. 

Inspection of Network 
Maintenance Log 

Network Monitoring and 
Maintenance Log 

 
f. 

Reset passwords for users on any 
Volpe network system. 

Network passwords are reset within 30 minutes of 
notification.   

Inspection of Network 
Maintenance Log 

Network Monitoring and 
Maintenance Log 

 
g. 

Set up accounts for new users on any 
Volpe network system. 

Establish network accounts for new users within 4 
hours of notification. 

Inspection of Network 
Maintenance Log 

Network Monitoring and 
Maintenance Log 

 
h. 

Upgrade network hardware and 
software, including operating 
systems. 

Network hardware/software upgrades are initiated 
and completed as agreed upon with the COTR.   

Inspection of Network 
Maintenance Log 

Network Monitoring and 
Maintenance Log 

 
i. 

Record all changes/actions to network 
operability and configurations in an 
electronic maintenance log. 

All changes and actions involving network 
operability and configurations are regularly 
recorded in the maintenance log. 

Inspection of Network 
Monitoring and Maintenance 
Log 

Network Monitoring and 
Maintenance Log 

 
j. 

Offer recommendations and guidance 
on new network technologies. 

Contractor takes initiative to identify and provide 
guidance on new network technologies.   

COTR assessment of 
Contractor input on new 
technologies   

Network Technology 
Reports 
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REQUIRED SERVICE  PERFORMANCE STANDARD      MONITORING METHOD     DELIVERABLES 
 
k. 

Develop, maintain, and update 
policies and procedures for 
installation, upgrade and repair of 
network servers.  Document these 
policies and procedures in an 
electronic database available to the 
Government. 

Within 30 days of contract award, establish a 
database to store documentation for installation, 
upgrade and repair of network servers.  Regularly 
maintain and update this database as necessary. 

Review of network 
maintenance policies and 
procedures database 

Network Maintenance 
Policies and Procedures 
Database 

2. DESKTOP SERVICES 
 
a. 

Install and configure applicable 
desktop hardware and software for all 
users. 

Desktop hardware or software is successfully 
installed and configured within one day of being 
given access to desktop. 

Review of Desktop Activity 
Database 

Desktop Activity 
Database 

 
b. 

Prepare, update, and maintain an 
inventory of Volpe Center desktop 
hardware and Data Center-supported 
software in an electronic format 
available to the Government. 

Inventory is current and accurate. Inspection of Desktop 
Activity Database 

Desktop Activity 
Database 

 
c. 

Contact all users to schedule an 
appointment for Center-wide desktop 
upgrades. 

All users are contacted at least two days in 
advance to advise of desktop upgrade; 
appointments are scheduled and completed as 
agreed upon with the COTR. 

Review of Desktop Activity 
Database 

Desktop Activity 
Database 

 
d. 

Reset passwords as needed for users 
on any Volpe e-mail system. 

Reset passwords needed for any user within one 
hour of notification.   

Review of Desktop Activity 
Database 

Desktop Activity 
Database 

 
e. 

Add, change, or remove resources 
from a user's desktop as necessitated 
by defective equipment or software, 
or by Volpe Center-ordered upgrades 
or changes.  

Successfully complete necessary additions, 
changes or removals of equipment or software 
within one day of notification.   

Review of Desktop Activity 
Database. 

Desktop Activity 
Database 

 
f. 

Resolve desktop trouble calls.  All identified problems are resolved within 3 
hours of reporting. 

Review of Desktop Activity 
Reports 

Desktop Activity 
Database 

 
g. 

Follow-up with user on all problems 
to confirm and document problem is 
resolved. 

User is contacted within one day of corrective 
action; problem resolution is confirmed. 

Review of Desktop Activity 
Database 

Desktop Activity 
Database 

 
h. 

Offer recommendations and guidance 
on new desktop technologies. 

Contractor takes initiative to identify and provide 
guidance on new desktop technologies.   

COTR assessment of 
Contractor input on new 
technologies     

Desktop Technology 
Report 
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REQUIRED SERVICE  PERFORMANCE STANDARD      MONITORING METHOD     DELIVERABLES 
 
i. 

Develop, maintain, and update 
policies and procedures for 
installation, upgrade and repair of 
desktop hardware and software; 
document in an electronic database. 

Within 30 days of contract award, establish a 
database to store documentation for installation, 
upgrade and repair of desktop hardware and 
software.  Regularly maintain and update this 
database as necessary. 

Review of desktop hardware 
and software maintenance 
policies and procedures 
database 

Desktop maintenance 
policies and procedures 
database 

3. E-MAIL SERVICES 
 
a. 

Manage the operation and 
performance of an MS Exchange mail 
system. 

Successfully operate and manage the Volpe 
Center MS Exchange e-mail system. 

Review of MS Exchange 
operation and activity 
database 

MS Exchange Operations 
and Activity Database 

 
b. 

Support and maintain approximately 
1,400 users in an MS Exchange 
Environment. 

Provide necessary services to all e-mail users to 
maintain each user’s access at least 98% of the 
time on a daily basis (not including scheduled 
maintenance).  

Review of MS Exchange 
operation and activity 
database 

MS Exchange Operations 
and Activity Database 

 
c. 

Maintain and update MS Exchange 
servers. 

Regularly maintain all MS Exchange servers to 
ensure availability at least 98% of the time on a 
daily basis (not including scheduled 
maintenance); perform updates to all servers 
within 2 days of notification of update 
requirement. 

Review of E-Mail 
Maintenance Log 

E-Mail Maintenance Log 

 
d. 

Develop, update and maintain policies 
and procedures for installation, 
upgrade and repair procedures for the 
e-mail system; document in an 
electronic database. 

Within 30 days of contract award, establish a 
database to store documentation for maintenance 
and upgrade of e-mail system.  Regularly maintain 
and update this database as necessary. 

Review of E-Mail 
maintenance policies and 
procedures database 

E-Mail Maintenance 
Policies and Procedures 
Database 

 
e. 

Prepare, update and maintain an 
inventory of hardware and software 
for each e-mail server in an electronic 
database available to the Government. 

All e-mail resources are recorded in the inventory 
on a regular basis. 

Inspection of database Inventory Database 

 
f. 

Setup e-mail accounts for new users 
on the Volpe e-mail system. 

E-mail accounts are established for new users 
within one day of notification.   

Review of MS Exchange 
operation and activity 
database 

MS Exchange operations 
and activity database 

 
g. 

Follow-up with user on all problems 
to confirm and document problem is 
resolved. 

User is contacted within one day of corrective 
action; problem resolution is confirmed. 

Review of MS Exchange 
operation and activity 
database. 

MS Exchange operations 
and activity database 
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REQUIRED SERVICE  PERFORMANCE STANDARD      MONITORING METHOD     DELIVERABLES 
 
h. 

Perform regularly scheduled and 
required system and data backups. 

System and data backups are performed on 
schedule according to Standard Operating 
Procedures (SOPs) 100% of the time. 

Inspection of Network 
Maintenance Log. 

Network Monitoring and 
Maintenance Log 

 
i. 

Provide guidance and 
recommendations on new e-mail 
technologies. 

Contractor takes initiative to identify and provide 
guidance on new e-mail technologies.   

COTR assessment of 
Contractor input on new 
technologies   

E-Mail Technology 
Reports 

 
j. 

Reset passwords as needed for users 
on any Volpe e-mail system. 

Reset passwords within one hour of notification. Review of E-Mail 
Maintenance Log 

MS Exchange Operations 
and Activity Database 

4. HELPDESK SERVICES 
 
a. 

Operate and manage the performance 
of a full- featured IT Helpdesk to 
handle inbound calls about problems 
with computing resources during 
from 7:00 a.m. until 6:00 p.m. during 
the work week. 

The Contractor staff answers all incoming calls to 
the Helpdesk and all problems are resolved within 
1 hour or a follow-up appointment is scheduled. 

Review of Trouble Call log Helpdesk Trouble Log 

 
b. 

Establish an automated database 
system for recording and tracking the 
resolution of reported problems. 

Helpdesk database provides current and complete 
information on problems reported to the Helpdesk 
and the resolution of these problems. 

Review of Helpdesk database 
documentation and reports 

Helpdesk Database 
Documentation and 
Reports 

 
c. 

Develop, update and maintain policies 
and procedures for Helpdesk 
operations; document in an electronic 
database. 

Within 30 days of contract award, establish a 
database to store documentation for Helpdesk 
policies and procedures.  Regularly maintain and 
update this database as necessary. 

Review of Helpdesk 
operations policies and 
procedures database 

Helpdesk Operations 
Policies and Procedures 
Database 

 
d. 

Coordinate Helpdesk activities with 
the Network, Desktop or E-Mail 
functions. 

Provide Helpdesk coordination with the 
appropriate related function when necessary to 
ensure problem resolution; record this 
coordination in the Helpdesk activity database. 

Review of Helpdesk database 
documentation and reports 

Helpdesk Database 
Documentation and 
Reports  

 
e. 

Follow-up with user on all problems 
to confirm and document problem is 
resolved. 

User is contacted within 1 day of corrective 
action; problem resolution is confirmed. 

Review of Helpdesk database 
and reports 

 Helpdesk Database 
Documentation and 
Reports 

f. Provide guidance and 
recommendations on new Helpdesk 
technologies. 

Contractor takes initiative to identify and provide 
guidance on new Helpdesk technologies.   

COTR assessment of 
Contractor input on new 
technologies  

Helpdesk Technology 
Reports 
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C.4.B.5   DELIVERABLES 
 
DELIVERABLE: 
 
MONTHLY ACTIVITY REPORTS 
 
The Contractor shall submit monthly activity reports (see Section J, Attachment J.1 - SAMPLE 
MONTHLY ACTIVITY REPORT) for each task order in CLIN 0003.  The activity reports will include at 
a minimum: 
 

1. Status of all task orders (e.g., work progress, staffing by name, labor category and level of 
effort, and cost); 

2. Highlights of current activities and present or potential problems, including the summary 
information noted below*. 

3. Items of special interest as requested by the COTR and/or the Task Order (TO) COTR (e.g., 
production processing statistics); and 

4. Technical topics delineating current and new technologies and other IT subjects of interest to 
the Volpe Center. 

 
*CLIN 0003 (work item numbers in parentheses are from Table 1, Network and Desktop Support 
Administration) 
 

• Network uptime performance (1.a.) 
• Network preventive maintenance activity and performance (1.b.) 
• Network system and data backup activity and performance(1.e.) 
• Number of new accounts established (1.g.) 
• Brief description of network upgrades accomplished (1.h.) 
• Configuration change activity (1.i.) 
• Desktop installation, upgrade activity and performance (2.a., 2.c., 2.e.) 
• Desktop trouble call activity and performance (2..f, 2.g., 3.g., 4.e.) 
• E-Mail system uptime performance (3.a-c.) 
• Number of new E-Mail accounts established (3.f.) 
• E-Mail system and data backup activity and performance (3.h.) 
• Helpdesk response performance (4.a.) 

 
C.5. FACILITY MANAGEMENT SERVICES (CLIN 0004) 
 
C.5.A. GENERAL REQUIREMENTS 
 
Currently, the Volpe Center’s in-house computing resources consist primarily of Compaq Alpha Series 
enterprise class servers connected in a shared cluster configuration, a number of project-specific servers, 
and numerous e-mail, departmental, and web servers.  Volpe Center management will set the direction 
and dictate the framework under which new systems may be acquired and deployed and under which 
systems will be decommissioned after being designated as surplus. 
 
In support of Facility Management Services, the Contractor shall maintain a flexible staffing level and 
labor mix capable of adjusting to fluctuations in the workload associated with the operation and system 
administration of all systems contained in the Volpe Data Center facilities.  The Contractor’s staff must 
be proficient in the full scope of Facility Management Services, including but not limited to the areas of: 
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1. Operations, System Administration, and Support Services 
2. User Services 
3. Hardware and Software Maintenance 
4. Facility Security 

 
C.5.B. DETAILED REQUIREMENTS 
 
This section describes the tasks to be performed by the Contractor in the area of Facility Management 
Services.  Performance standards for each task, the method that the Government will use to monitor the 
task, and the deliverables associated with each task are shown in Table 2, Facility Management Services, 
below. 
 
C.5.B.1  OPERATIONS, SYSTEM ADMINISTRATION, AND SUPPORT SERVICES 
 
This area includes operation and administration of the following information system assets of the Volpe 
Center: 
 

a. Enterprise class and minicomputer systems in a clustered or distributed networked 
environment;  

b. Application development hardware/software platforms and web/application servers; and 
c. Special purpose computer systems, (i.e., micro-processors). 

 
The Contractor’s operator-administration staff shall perform the following functions: 
 

a. Provide 24-hours-per-day, 7-days-per-week operation of the Volpe Data Center facility, 
which currently functions in an “operator-unattended mode” during non-prime time.  Prime 
time coverage is from 7 AM to 6 PM during the workweek.  For the remainder of the time, 
the systems function in an “operator-unattended mode.”  Weeknight and/or weekend on-site 
support shall be provided upon request.  Historically, this has been for no more than five 
times per year.  Proper execution of the operations and system administration functions 
requires that the technical support staff be trained/cross-trained in the essentials of the various 
system configurations as well as their associated subsystems. 

b. Load and configure new system platform acquisitions with the required operating system and 
application software, and coordinate networking, security, and application system issues with 
the respective staff contacts prior to connection to the Volpe network. 

c. Implement and test new versions of host operating systems and apply system software 
patches. 

d. Monitor system performance, identify system bottlenecks or abnormalities, and offer 
suggestions for improving system performance. 

e. Initiate remedial hardware/software maintenance action and initiate failure recovery 
procedures when failures occur or there are indications of impending failure. 

f. Ensure file integrity through the performance of daily/weekly/monthly backup, fail-safe, and 
file recovery procedures based on Standard Operating Procedures (SOPs). 

g. Apply physical and information security and safety procedures and revise the procedures 
when new policies are issued. 

h. Make recommendations to enhance reliability and availability to end users and reduce 
operating costs. 
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i. Operate and maintain the peripheral subsystem equipment for each host system, including 
loading paper, changing ribbons, loading tapes, and cleaning tape heads. 

j. Maintain logs and records for multiple systems. 
k. Maintain and control a data media library for the storage of essential file backups in magnetic 

tape/cartridge format both at on/off-site locations, as follows: 
• Develop and execute daily/weekly/monthly procedures which ensure against the loss of 

current data while precluding the storage of outdated and unusable data. 
• Maintain off-site storage of system and user files in compliance with Volpe Center and 

DOT Information System Security Program (ISSP) guidelines (see Section J, Attachment 
J.5 - DIRMM DOT ORDER 1350.2). 

 
C.5.B.2  USER SERVICES 
 
This area includes the following Volpe Center user services activities: 
 

a. Administer procedures for issuing and terminating institutional system user accounts, 
establishing system/user authenticators, and allocating systems resources. 

b. Perform daily monitoring of systems activity to ensure that the integrity of systems use is 
maintained in accordance with Volpe Center ISSP policy and procedures (see Section J, 
Attachment J.5 - DIRMM DOT ORDER 1350.2). 

c. Make recommendations to improve systems availability, reliability, and performance subject 
to coordination with the COTR and other appropriate service areas (Operations, System 
Administrator, Application Development, and Network staff) to isolate and rectify 
outstanding technical problems. 

 
C.5.B.3  HARDWARE AND SOFTWARE MAINTENANCE 
 
This area includes the following hardware/software maintenance activities: 
 

a. Establish preventive maintenance schedules for each system with the respective service 
providers, and ensure that such preventative maintenance schedules are adhered to. 

b. Receive, test, and implement software updates and security patches for implementation and 
testing.   

c. Develop and maintain an automated database system for tracking the status and 
controlling/validating the monthly costs associated with each service contract. 

d. Ensure the proper service by equipment maintenance subcontractors supporting 
systems/subsystems that reside in the Data Center. 

e. Install new hardware in coordination with equipment manufacturers and COTR.   
f. Provide technical advice and recommendations for implementation of system or subsystem 

enhancements. 
g. Establish and maintain documentation for computer room physical layout, 

electrical/mechanical facilities, and host cable connections. 
 
C.5.B.4  FACILITY SECURITY 
 
This area includes the following facility security activities for all general support and major application 
systems that reside within the Data Center and that are attached to the Volpe Center’s private network: 
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a. Ensure that institutional and sponsored programs follow the procedures and policies of the 

Volpe Center ISSP (see Section J, Attachment J.5 - DIRMM DOT ORDER 1350.2).  Perform 
periodic reviews and assessments of all Volpe Data Center systems and systems connected to 
the Volpe Center’s private network in order to ensure that such systems do not jeopardize the 
security of Volpe’s information system resources and are fully compliant with Volpe/DOT 
information security policy, guidelines, and procedures as specified in DOT H 1350.2 (see 
Section J, Attachment J.5 - DIRMM DOT ORDER 1350.2).  

b. Establish and maintain an automated inventory database of network-connected systems. 
c. Perform a vulnerability assessment of all systems attached to the Volpe Center’s private 

network, and provide technical guidance for their remediation, if results warrant. 
d. Execute response team procedures for information security incidents, including reported virus 

infections or damage. 
e. Address in a comprehensive and timely manner and formally report on information security 

incidents associated with systems connected to the Volpe Center’s private network or 
physically housed at Volpe. 

f. Ensure that ongoing updates to the Data Center standard operating procedures are 
accomplished, relative to information security elements, when policy or technology changes 
warrant. 

g. Prepare input for submissions to annual and ad-hoc “calls” for system security information by 
Research and Special Programs Administration (RSPA) DOT Headquarters in Washington, 
DC. 

h. Prepare and maintain an ongoing multi-tier virus detection and remediation program for all 
Data Center systems, desktop personal computers, and server configurations attached to the 
Volpe Center’s private network. 

i. Perform daily ongoing monitoring of Data Center systems activity via specialized audit 
software provided by the Government. 

 



DTRS57-02-R-20032 

 22

TABLE 2 - FACILITY MANAGEMENT SERVICES (CLIN 0004) 
 
 REQUIRED SERVICE PERFORMANCE STANDARD MONITORING METHOD DELIVERABLES 
1. OPERATIONS, SYSTEM ADMINISTRATION, AND SUPPORT SERVICES 
 
a. 

Provide 7-days-per-week, 24-hours-per-
day operation of the Volpe Data Center 
facility. 

Personnel on site 7 AM to 6 PM during 
workweek.  Service level agreements for 
off-hour, on-call, or on-site coverage are 
negotiated on a case-by-base basis. 

Review of labor and response 
logs for off-hour service level 
agreements 

Personnel labor log, on-
call response log 

 
b. 

Load and configure new system 
platform acquisitions with the required 
software. 

Successfully load and operate new 
platforms upon receipt of software in 
accordance with system implementation 
plan time frame and subject to 
coordination with Volpe technical 
contacts*. 

Compliance checks by Volpe 
COTR; review monthly 
activity report 

System implementation 
plans, monthly activity 
report 

 
c. 

Implement and test new versions of host 
operating systems and software patches. 

Successfully load and operate new 
operating software versions upon receipt of 
software and in accordance with system 
implementation plan time frame. 

Compliance checks by Volpe 
COTR; review monthly 
activity report 

System implementation 
plans, monthly activity 
report 

 
d. 

Monitor system performance and 
recommend improvements. 

Perform sample system checks daily; cover 
all systems in a calendar month. 

Review of monthly 
performance report 

Monthly performance 
report 

 
e. 

Provide preventive and corrective 
maintenance to assigned hardware and 
software. 

Perform preventive maintenance according 
to manufacturer specifications; 
troubleshoot and diagnose system failure; 
accomplish system recovery within 4 
business hours. 

Compliance checks by Volpe 
COTR; review monthly 
activity report 

Monthly activity report 

 
f. 

Ensure file integrity through the 
performance of backup, fail-safe and 
file recovery procedures. 

Regularly execute SOPs which specify the 
type and period of backup and other file 
integrity.  

Review of backup, file 
recovery log 

Backup file recovery log, 
SOPs. 

 
g. 

Maintain and apply physical and 
information security and safety 
procedures. 

Adhere to all security and safety 
procedures.  Revise procedure(s) within 
the timeframe determined by the COTR 
when the update action is submitted. 

Compliance checks by Volpe 
COTR.   

Revisions to safety and 
security operating 
procedures 

 
h. 

Recommend operations improvements. Make performance and cost 
recommendations monthly. 

Review of monthly 
performance report 

Monthly performance 
report 
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       REQUIRED SERVICE             PERFORMANCE STANDARD      MONITORING METHOD       DELIVERABLES 
 
i. 

Operate and maintain host peripheral 
subsystem equipment. 

Do not allow peripheral equipment unit to 
be inoperable for more than 15 minutes 
due to the need to load paper, change 
ribbons, load tapes, or clean tape heads. 

Review of unit maintenance 
log checklist 

Unit maintenance log, 
including complaints 
received 

 
j. 

Maintain logs and records for multiple 
systems. 

Keep logs up to date daily. Periodic review of logs Maintenance logs 

 
k. 

Maintain a data library of file backups. Follow standard procedures for 
incremental and full backups and transferal 
to off-site storage. 

Review of monthly activity 
report 

Monthly activity report 

2. USER SERVICES 
 
a. 

Administer institutional system user 
accounts. 

Complete new user account requests and 
password change requests within 4 
business hours.  Other account requests 
within 8 business hours. 

Review of service request 
log. 

On-line service request 
log 

 
b. 

Monitor systems activity. Monitor activity daily according to SOPs. Review of monthly activity 
report 

Monthly activity report 

 
c. 

Recommend coordinated solutions to 
outstanding problems. 

Confer with Volpe technical contacts* on 
outstanding problems.  Recommend 
solutions as needed. 

Review of monthly activity 
report 

Monthly activity report 

3. HARDWARE – SOFTWARE MAINTENANCE 
 
a. 

Establish and monitor preventive 
maintenance schedules. 

Make available preventive maintenance 
schedules for all equipment; conduct 
preventive maintenance according to the 
schedules. 

Review of preventive 
maintenance schedules; 
review of preventive 
maintenance logs 

Preventive maintenance 
schedules logs 

 
b. 

Ensure the receipt of, test, and 
implement software updates and 
security patches. 

Successfully load updates and patches 
within the timeframe indicated in the 
planned update implementation plan. 

Compliance checks by Volpe 
COTR; review monthly 
activity report 

System implementation 
plan; monthly activity 
report 

 
c. 

Develop and maintain an automated 
database for monitoring and controlling 
monthly service contract costs. 

Enable standard and ad-hoc reporting of 
service contract costs several different 
ways, e.g. by owner, by provider, by unit, 
etc. 

Review of reports by COTR Monthly standard cost 
reports, database system 
documentation 
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       REQUIRED SERVICE             PERFORMANCE STANDARD      MONITORING METHOD       DELIVERABLES 
 
d. 

Ensure the proper service by hardware 
maintenance contractors. 

Follow SOPs.  Provide emergency 
maintenance within 1 hour of hardware 
problem.  Arrange for priority service 
depending on problem nature.  Arrange for 
routine service to be provided within 2 
business days of scheduled maintenance 
date. 

Review monthly activity 
report 

Monthly activity report; 
SOPs 

 
e. 

Install new system hardware. Install new hardware successfully and in 
accordance with written system 
implementation plan.  Coordinate with 
Volpe technical contacts*, hardware 
manufacturers, system users, developers, 
etc. 

Review monthly activity 
report 

System implementation 
plan; monthly activity 
report 

 
f. 

Provide technical advice in planning 
system enhancements. 

Supply technical advice and 
recommendations to the implementation 
planning process, for each planned action. 

Review monthly activity 
report 

Monthly activity report 

 
g. 

Establish and maintain documentation 
for physical infrastructure. 

Documentation kept up to date within 10 
working days of infrastructure changes. 

Compliance checks by Volpe 
COTR; review monthly 
activity report 

Infrastructure 
documentation; monthly 
activity report 

4. FACILITY SECURITY 
 
a. 

Ensure all systems connected to the 
Volpe network are compliant with 
security policies. 

100% of systems connected to the Volpe 
network are compliant with policies. 

Compliance checks by Volpe 
ISSO; review monthly 
security report 

Monthly security report 

 
b. 

Establish and maintain an automated 
inventory database of network-
connected systems within the Data 
Center. 

Database working and complete no later 
than 2 months after contract award.  
Database updated within 10 working days 
of system additions/deletions. 

Compliance checks by Volpe 
ISSO; review monthly 
security report 

Monthly security report; 
automated database of 
Volpe systems; database 
documentation 

 
c. 

Perform vulnerability assessment of all 
systems attached to the Volpe network. 

Assess all systems attached to the Volpe 
network once per year. Perform random 
spot checks of network segments quarterly. 

Review monthly security 
report 

Vulnerability assessment 
report; monthly security 
report 

 
d. 

Execute response team procedures for 
information security incidents, including 
reported virus activity. 

Response team procedure executed 
immediately upon notice of security breach 
or other security problem. 

Review incident report Incident report; monthly 
security report 
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       REQUIRED SERVICE             PERFORMANCE STANDARD      MONITORING METHOD       DELIVERABLES 
 
e. 

Formally report on information security 
incidents. 

Prepare and submit a formal written 
incident report no later than 3 business 
days following the incident. 

Review incident report Incident report; monthly 
security report 

 
f. 

Update regularly Data Center standard 
operating procedures. 

Review Volpe security SOPs within 2 
weeks of a documented security incident. 
Draft policy update or procedural change 
(s) as appropriate.  Update SOPs within 1 
week of review and concurrence by Volpe 
ISSO. 

Compliance checks by Volpe 
COTR; review monthly 
security report 

Monthly security report; 
updated SOPs 

 
g. 

Prepare input for submissions to higher 
level “calls” for system security 
information. 

Prepare input according to required 
timetable. 

Compliance checks by Volpe 
COTR; review monthly 
security report 

Input for submissions; 
monthly security report 

 
h. 

Prepare and maintain an on-going multi-
tier virus detection and remediation 
program for all Data Center systems. 

99% of known viruses caught before 
causing damage.  Deploy virus software 
upgrades to Volpe Center systems within 5 
working days after receipt from virus 
software manufacturer.   

Compliance checks by Volpe 
COTR; review monthly 
security report 

Monthly security report 

 
i. 

Perform continual monitoring of Data 
Center systems. 

Monitor activity daily according to 
standard operating procedures. 

Review daily security log and 
monthly security report 

Daily security log; 
monthly security report 

 
*Volpe technical contacts = The appropriate Volpe Center Operations, System Administrator, Application Development, Networking, Security 
points of contact  
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C.5.B.5  DELIVERABLES 
 
DELIVERABLE: 
 
MONTHLY ACTIVITY REPORTS 
 
The Contractor shall submit monthly activity reports (see Section J, Attachment J.1 - SAMPLE 
MONTHLY ACTIVITY REPORT) for each task order in CLIN 0004.  The activity reports will include at 
a minimum: 
 

1. Status of all task orders (e.g., work progress, staffing by name, labor category and level of 
effort, and cost); 

2. Highlights of current activities and present or potential problems, including the summary 
information noted below*. 

3. Items of special interest as requested by the COTR and/or the Task Order (TO) COTR (e.g., 
production processing statistics); and 

4. Technical topics delineating current and new technologies and other IT subjects of interest to 
the Volpe Center. 

 
*CLIN 0004 (work item numbers in parentheses are from Table 2, Facility Management Services) 
 

• New platform activity and performance (1.b.) 
• New software activity and performance (1.c.) 
• Preventive maintenance activity and performance (1.e.) 
• Peripheral equipment activity and performance (1.i.) 
• Institutional user account activity and performance (2.a.) 
• HW/SW Preventive maintenance activity and performance (3.a.) 
• HW/SW update activity and performance (3.b.) 
• Maintenance contractor activity and performance (3.d.) 
• New hardware installation activity and performance (3.e.) 
• System enhancement planning advice provided (3.f.) 
• Documentation update activity (3.g.) 

 
C.6. SYSTEM DEVELOPMENT, SYSTEM PLANNING, AND INFORMATION SYSTEMS 
SECURITY (CLIN 0005) 
 
C.6.A SYSTEM DEVELOPMENT 
 
C.6.A.1  GENERAL REQUIREMENTS 
 
System Development may span a variety of work areas, including human resources, acquisition, financial, 
strategic planning, workforce planning, and facilities.  The applications developed for these work areas 
may be executive information systems, decision support systems, transaction processing systems, 
workflow tracking, financial management, business process forms, and other business-related 
applications.  System components can be Commercial-Off-The-Shelf (COTS), non-developmental items, 
and/or custom-developed components.   
 
One of the major IT projects at the Volpe Center is the Integrated Enterprise Capability (IEC).  The 
primary goal of IEC is to enable the Volpe Center to better serve its customers by transforming the way  
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Volpe business information and IT resources are used.  This transformation involves moving away from 
isolated pockets of business data and fragmented work processes and creating an easily accessible 
enterprise-wide “knowledge base” available through a single point of access, the Intranet.  At the center 
of the IEC is this knowledge base, which consists of structured and unstructured information that serves 
both the operational and informational decision-making needs of the Volpe Center community. 
 
The Contractor shall provide support throughout the sequence of life cycle phases of System 
Development.  The specific activities in this functional area will be defined in individually issued Task 
Orders.  The Contractor staff must be proficient in the full scope of the System Development functions, 
including but not limited to: 
 

a. SYSTEM DEFINITION 
 

• System Analysis and Planning 
• Project Planning and Management 
• System Integration Engineering 
• Software Requirement Analysis 

 
b. DESIGN, DEVELOPMENT AND IMPLEMENTATION 
 

• Software and Database Design 
• Prototyping Capability 
• System Development, Integration, and Unit Testing 
• System Implementation, Testing, and Acceptance 

 
c. ADMINISTRATION 
 

• System Documentation 
• Software Maintenance 
• Software Configuration Management and Quality Assurance 
• Application Security 

 
In all activities, the Contractor will adhere to and abide by the standards set forth in Section 508 of the 
U.S. Rehabilitation Act of 1973.  All system applications must comply with the accessibility standards at 
36 CFR 1194.22 which implements Section 508 of the Rehabilitation Act of 1973 as amended.  This 
standard is available for viewing at the Access Board web site at http://www.access-
board.gov/sec508/guide/1194.22.htm.  The Contractor shall establish and maintain management 
information systems administration application development standards that are similar to the requirements 
defined in the DOD MIL-STD-498 and or IEEE 9002 series. 
 
System Development may cover, but is not necessarily limited to, the following areas of functionality: 
 

• Financial management 
• Budget planning and execution 
• Property management 
• Supply and inventory 
• Human resource management 
• Acquisition and procurement 
• Facilities management 
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• Communication management 
• WWW/Internet and Intranet 
• Executive information systems 
• Administrative work flow 

 
Below is a list of current technologies and products used in the Volpe Center’s administrative System 
Development work.   
 

• Oracle DBMS 
• Oracle Application Server 
• Oracle Data Warehouse Builder 
• Oracle Financials 
• Business Objects 
• CompuSearch PRISM 
• Microsoft Project 
• Microsoft Word 
• Microsoft Excel 
• Microsoft PowerPoint 
• Microsoft Access 
• COBOL 
• System 1032 database management system  
• HOLOS Decision Support System 
• SCOPE screen formatting software package  
• 1032 FORMS screen formatting package 
• 4th generation software packages and tools used in the design and development process 
• WWW/Internet programming languages including, but not limited to, Perl, Java, Java Script, 

VBScript, ActiveX, and ISAPI 
 
DELIVERABLE: 
 
MONTHLY ACTIVITY REPORTS 
 
The Contractor shall submit monthly activity reports (see Section J, Attachment J.1 - SAMPLE 
MONTHLY ACTIVITY REPORT) for each task order for System Development in CLIN 0005.  The 
activity reports will include at a minimum: 
 

1. Status of all task orders (e.g., work progress, staffing by name, labor category and level of 
effort, and cost); 

2. Highlights of current activities and present or potential problems, include the summary 
information noted below (see C.6.A.2 below). 

3. Items of special interest as requested by the COTR and/or the Task Order (TO) COTR (e.g., 
production processing statistics); and 

4. Technical topics delineating current and new technologies and other IT subjects of interest to 
the Volpe Center. 
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C.6.A.2  DETAILED REQUIREMENTS 
 
This section describes the tasks to be performed by the Contractor in the area of System Development.   
 

a. SYSTEM DEFINITION 
 

This area includes the definition and planning for System Development of the Volpe Center’s 
administrative software systems.  The Contractor’s System Development staff shall perform the 
following functions: 

 
System Analysis and Planning 

 
The Contractor shall support system and application analysis and planning activities.  These 
include the development of application architectures and analysis of system components and their 
inter-relationships.  Typical activities in this area may include but are not limited to: 

 
• Perform requirements analysis including definition of user requirements. 
• Analyze current operations and systems. 
• Determine potential alternative software solutions (including existing commercially and/or 

Government available software/systems). 
• Develop and demonstrate high-level conceptual designs. 
• Perform feasibility studies and cost benefit analyses. 
• Perform function point analysis. 
• Develop system implementation plans.  
• Identify applicable Government standards and guidelines. 

 
Project Planning and Management 

 
The Contractor shall provide project oversight and track deliverables, cost based on technical 
performance requirements in a fashion similar to the Earned Value Management standard as 
described in DoD 5000.2-R (also see the DoD Earned Value Management Implementation 
Guide).  To support this activity, the Contractor shall: 

 
• Initiate/develop earned value-like mechanisms for the application project. 
• Provide application development plans. 
• Develop transition plans. 
• Track task schedules. 
• Provide cost tracking based on major milestones. 
• Develop work breakdown structures. 

 
System Integration Engineering 

 
The Contractor shall perform analysis, design, development, and implementation of compatible 
logical and physical interfaces between systems or subsystems, including the Internet engineering 
on local and wide area network (LAN and WAN) systems.  Typical activities in this area may 
include but are not limited to: 
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• Perform analysis, design, development, and implementation of compatible functional 

interfaces between or among the functions performed on separate systems or within major 
modules.   

• Perform reconciliation of semantically and structurally inconsistent information and data 
element definitions.   

• Perform systems behavioral design and components analysis, including system architecture, 
components of systems, interfaces, integrations, drivers, and traceability between components 
and system requirements. 

• Perform analysis of the distribution of functionality across systems. 
• Develop system interface concepts, designs and specifications. 
• Develop specifications and standards for information transfer between systems. 
• Develop requirements traceability matrix. 

 
Software Requirement Analysis 

 
The Contractor shall perform definition of system functional requirements, data requirements, 
operational requirements, and physical requirements resulting from structured, logical analysis of 
entity relationships; functional and information flows within the enterprise; process and 
organizational modeling; functional modeling and analysis; inventory of existing data stores, and 
other related concepts.   

 
Typical activities in this area may include but are not limited to: 

 
• Develop detailed user requirements specifications. 
• Develop detailed system functional specifications. 

 
b. DESIGN, DEVELOPMENT, AND IMPLEMENTATION 

 
This area includes the design, development, and implementation of the Volpe Center’s 
administrative software systems. 

 
Software and Database Design 

 
The Contractor shall develop a description of the hardware, software, data, and systems 
configurations that satisfy functional requirements and other considerations, including cost 
constraints, available technologies, and associated price/performance realities.  Typical activities 
in this area may include but are not limited to: 

 
• Designs using a rapid prototyping environment such as Joint Application Development 

(JAD).  
• Develop detailed system/sub-system/database design specifications, i.e., hardware, software, 

system architecture, information flow, automated and manual processes, interfaces, 
communications, networks, database structures, and outputs. 

• Develop detailed test and acceptance plans and procedures. 
• Develop configuration control procedures to control and manage actions involving design 

changes. 
• Define a database administration function. 
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Prototyping Capability 

 
The Contractor shall provide rapid application prototyping capability to demonstrate the 
feasibility of the application concept and specific application functionality when required.  This 
capability will include technology integration and user interface prototyping.  Typical activities in 
this area may include but are not limited to: 

 
• Develop application prototypes. 
• Perform specific application functional demonstrations. 
• Perform software tool prototypes to demonstrate fit within Center infrastructure. 

 
System Development, Integration, and Unit Testing 

 
The Contractor shall convert the software and database design into computer programs and 
computer databases to meet each functional requirement as defined in the functional requirements 
document.  Typical activities in this area may include but are not limited to: 

 
• Perform any integration of new and legacy components as required.   
• Develop software test cases and perform testing for each functional requirement.  The testing 

will be performed for each build and revision.   
• Develop detailed programming specifications. 
• Develop prototype components/sub-systems/systems to verify design requirements. 
• Develop and test software components and integrate hardware and software into a functional 

and operational configuration. 
• Perform system testing to verify total design requirements. 

 
System Implementation, Testing, and Acceptance 

 
The Contractor shall perform the implementation and operational testing of the application.  In 
addition, the Contractor shall provide the necessary documentation and demonstration for 
acceptance of the system following federal standards and the Department of Transportation 
information systems security standards.  Typical activities in this area may include: 

 
• Provide an implementation plan that will serve as a roadmap and describe the actions 

required to facilitate the implementation of a technology at a single site and, if required, 
subsequent deployment at multiple sites.   

• Develop detailed plans that include schedules and major milestones, a Work Breakdown 
Structure (WBS) of activities, a resource-loaded schedule and budget, technology 
considerations, and infrastructure considerations.   

• Provide database administration functions for the application as required.  
• Provide user training and application help as required.  Conduct and support user system 

testing and acceptance. 
• Provide user training. 
• Provide on-going maintenance and production support.  
• Support systems upgrades and enhancements. 
• Develop and implement configuration control procedures to manage and control special 

requests for system changes. 
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c. ADMINISTRATION 

 
System Documentation 

 
Throughout all phases of the development process, the Contractor shall develop and maintain 
appropriate system documentation.  Typical documentation requirements may include but are not 
limited to: 

 
• Requirements Analysis. 
• Feasibility Study/Cost Benefit Analysis. 
• System/Subsystem Design Specifications. 
• System Test and Acceptance Procedures. 
• User Manuals. 
• Maintenance Manuals. 
• Configuration Control Procedures. 
• Training Manuals. 

 
Software Maintenance 

 
The Contractor shall assume responsibility for the production and maintenance of the Center's 
administrative and management information systems.  The maintenance of the actual hardware is 
described in Facility Management Services, Section C.5.B.3.  This task requires the Contractor to 
provide maintenance to the Center’s administrative software.  In providing software maintenance 
support, the Contractor shall conform to the guidelines set forth under FIPS PUB 106, 
"Guidelines on Software Maintenance.”  Typical activities in this area may include but are not 
limited to: 

 
• Perform systems analysis and programming in response to system production/execution 

failures. 
• Track and document requests for changes and the execution of changes made to the software. 
• Design and implement system modifications made in response to hardware/software 

upgrades, new operating procedures, operating system changes, or DOT/Volpe guidelines 
and/or directives. 

• Design and implement system modifications and/or enhancements made in response to 
approved functional requirements. 

• Evaluate system performance to determine potential areas of improvement. 
• Design and implement system modifications to enhance performance and productivity. 
• Maintain and upgrade system and user documentation. 
• Establish and coordinate user inputs and production processing schedules. 
• Establish operational procedures and production control files. 
• Establish operational procedures to ensure the integrity of Volpe’s Administrative and MIS 

databases (database administration). 
• Interface with Administrative and MIS functional managers to identify and validate 

production and reports distribution requirements. 
• Establish a quality control function during the production processing cycle. 
• Establish configuration control procedures for the control of special requests and/or requests 

of system modifications. 
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• Provide system/software development and maintenance support involving any of the 

hardware configurations designated for administrative software applications. The Contractor 
shall provide system/software development and maintenance support involving extensive IT 
and functional subject matter experience in areas critical to the operation and performance of 
Volpe's Administrative software applications.   

 
Software Configuration Management and Quality Assurance 

 
The Contractor shall perform software configuration management.  The software configuration 
control needs to provide accounting, audits and tracking, of all of the software productions 
throughout the lifecycle.  The Contractor shall also perform software product evaluations for 
quality assurance.  Typical activities in this area may include but are not limited to: 

 
• Provide configuration identity scheme for each unique software project. 
• Track project-unique software productions (e.g. computer files, electronic media, documents, 

software code). 
• Establish and implement configuration control procedures for access and tracking of change 

requests, implemented changes, and version control. 
• Prepare and maintain records of configuration status of items under configuration control. 
• Support configuration audits. 
• Establish and implement procedures for packaging, storage, handling, and delivery of 

software products. 
• Establish quality objectives in conjunction with the Volpe Center and evaluate software based 

on the context of the objectives established for each software project. 
• Prepare, maintain, and provide quality assurance records for the life of the software project. 

 
Application Security 

 
The Contractor shall provide information system security for each of the MIS applications based 
on Federal laws and regulations mandating computer protection.  See Section C.6.C, Information 
Systems Security, for details on the policies, guidelines and regulations that must be applied.   

 
C.6.B SYSTEM PLANNING 
 
C.6.B.1  GENERAL REQUIREMENTS 
 
Activity in the area of System Planning provides support to the IT hosts, servers, and communications 
hardware planning activities of the Volpe Data Center.  This requirement is solely for the support of the 
Volpe Center's administrative software systems.  The current configuration is set within the Volpe Data 
Center.  Volpe management will set the direction and dictate the framework under which new systems 
may be acquired, integrated, and implemented as well as phasing out present systems.  The specific 
activities in this functional area will be defined in individual Task Orders to be issued. 
 
The Contractor shall provide support in the following primary functional areas:  
 

a. Short- and Long-range Planning 
b. Systems Performance Measurement and Evaluation 
c. Special Studies 
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Functional expertise is required in the areas of systems programming; systems performance measurement 
techniques; networking and telecommunication techniques, equipment, and software; facility planning 
and design; software evaluation techniques; LAN and WAN infrastructure integration; and state-of-the-art 
hardware/software capabilities. 
 
On major planning projects/special studies (e.g., studies involving the Volpe Long Range ADP Plan), 
evaluation of database management systems, and benchmark testing, the Contractor shall provide the 
appropriate blend of skills and expertise to accomplish a full range of project requirements. 
 
DELIVERABLE: 
 
MONTHLY ACTIVITY REPORTS 
 
The Contractor shall submit monthly activity reports (see Section J, Attachment J.1 - SAMPLE 
MONTHLY ACTIVITY REPORT) for each task order for System Planning in CLIN 0005.  The activity 
reports will include at a minimum: 
 

1. Status of all task orders (e.g., work progress, staffing by name, labor category and level of 
effort, and cost); 

2. Highlights of current activities and present or potential problems, include the summary 
information noted below (see C.6.B.2 below). 

3. Items of special interest as requested by the COTR and/or the Task Order (TO) COTR (e.g., 
production processing statistics); and 

4. Technical topics delineating current and new technologies and other IT subjects of interest to 
the Volpe Center. 

 
C.6.B.2  DETAILED REQUIREMENTS 
 
This section describes the tasks to be performed by the Contractor in the area of Systems Planning.   
 

a. SHORT- AND LONG-RANGE PLANNING 
 

The Contractor shall support the formulation, execution, and management of strategic and tactical 
plans supporting the definition of Data Center goals and objectives, identifying risk factors and 
mitigation strategies, identifying and selecting appropriate IT architectures, developing 
operational concepts, and aligning the use of IT with Volpe Center/U. S. DOT strategic goals and 
architectures.  Typically, this work includes performing environmental scans supporting outreach 
activities to customers and stakeholders.  Work may also require identification of information flows, 
systems, and processes within an organization through specialized studies, reviews, and analyses.  In 
addition, efforts may require assessment of effectiveness and suitability of systems and knowledge 
and application of best practices and of metrics for measuring system and process effectiveness.  
Short- and long-range planning activities will include, but are not necessarily limited to, the 
following areas: 

 
• Generating and maintaining a current set of functional requirements for the Data Center. 

This will include preparation of survey forms, user interviews, analysis of results, and 
documentation of the methodology and findings. Primary areas of concern include 
machine utilization, system responsiveness to user requirements, and budgetary analysis. 
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• Preparation, updating and documentation of an ADP Long Range (five years) Plan.  This 
plan will support the Clinger-Cohen Act and the information systems capital asset 
planning. 

• Preparing, updating, and documenting an annual ADP plan that recommends a course of 
action to be taken that will satisfy the short and long-term ADP requirements of the 
Volpe Data Center.  The recommended course of action will be cross-linked to actions 
meeting the Clinger-Cohen Act and the IT capital asset planning. 

 
b. SYSTEMS PERFORMANCE MEASUREMENT AND EVALUATION 

 
The Contractor shall provide support for the systems performance measurement and evaluation 
program currently in place at the Volpe Data Center. These activities will include: 

 
• Utilization of software tools and hardware equipment to carry out prescribed tests aimed 

at generating data that relate to system performance. 
• Development of new procedures for monitoring, analyzing, and evaluating systems 

efficiencies and performance. 
• Documentation of results including processes, findings, alternatives for improvement, 

and recommendations. 
• Evaluation of available software and hardware for use in the area of systems performance 

measurement. 
 

c. SPECIAL STUDIES 
 

The Contractor shall also conduct special studies relating to hardware, software, and 
telecommunications requirements. These activities include: 

 
• Studies leading to the acquisition of specific hardware or software enhancements. 
• Studies supporting the analysis of telecommunications needs and system capacity. 
• Studies resulting in reports and recommendations pertaining to system reliability, usage, 

and growth. 
• Studies pertaining to the usefulness, in a cost-benefit sense, of application packages 

commercially available for the Data Center. 
 
C.6.C INFORMATION SYSTEMS SECURITY 
 
C.6.C.1  GENERAL REQUIREMENTS 
 
Activity in the area of Information Systems Security provides support to the Volpe Data Center in 
information system security planning and information security for systems.   
 
DELIVERABLE: 
 
MONTHLY ACTIVITY REPORTS 
 
The Contractor shall submit monthly activity reports (see Section J, Attachment J.1 - SAMPLE 
MONTHLY ACTIVITY REPORT) for each task order for Information Systems Security in CLIN 0005.  
The activity reports will include at a minimum: 
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1. Status of all task orders (e.g., work progress, staffing by name, labor category and level of 

effort, and cost); 
2. Highlights of current activities and present or potential problems, include the summary 

information noted below (see C.6.C.2 below). 
3. Items of special interest as requested by the COTR and/or the Task Order (TO) COTR (e.g., 

production processing statistics); and 
4. Technical topics delineating current and new technologies and other IT subjects of interest to 

the Volpe Center. 
 
C.6.C.2  DETAILED REQUIREMENTS 
 
The Contractor shall provide information systems security for each of the Management Information 
System (MIS) administrative applications based on Federal laws and regulations mandating computer 
protection; the information they transport, process and/or store; and related technology resources.  The 
Contractor shall perform the processes and documentation as defined in Departmental Information 
Resource Management Manual (DIRMM) DOT Order 1350.2 of 1/31/02 (see Section J, Attachment J.5 - 
DIRMM DOT ORDER 1350.2). 
 
The Contractor shall perform evaluation, design, testing, training, and improvement of Information 
Systems Security.  This work could include the following types of activities: 
 

• Analysis and evaluation of MIS applications, subsystems, and components, and techniques to 
determine security requirements and/or effectiveness.  This includes assessments of 
vulnerability, countermeasures, software security techniques, encryption techniques and 
devices, dial-up access systems, port protection and call-back devices, secure modems, and 
protocol converters. 

 
• Development and assessment of techniques and tools to increase the security of 

administrative software applications such as software development tools, prototypes of 
protocols, multi-security level databases, secure networks and communications, and data and 
message authentication algorithms. 

 
• Prepare and maintain system security plans for all Volpe institutional information systems 

(general support and major application systems).  The plans require performance of risk 
analysis, data sensitivity analysis, vulnerability assessments and remediation action, 
establishment of control mechanisms commensurate with data sensitivity findings, test and 
evaluation of established controls, contingency and disaster recovery planning, and 
certification and accreditation of systems in accordance with DOT policy and guidelines. 

 
• Development of the required DOT application system security documentation.  This includes 

the development of specific application system security plans, the DOT application risk 
assessment plan, the application infrastructure plan, and the final application certification and 
accreditation documentation.  The plans require performance of risk analysis, data sensitivity 
analysis, vulnerability assessments and remediation action, establishment of control 
mechanisms commensurate with data sensitivity findings, test and evaluation of established 
controls, contingency and disaster recovery planning, and certification and accreditation of 
systems in accordance with DOT policy and guidelines. 



DTRS57-02-R-20032 

 37

 
• Provide technical input and recommendations for the maintenance of the Volpe Center’s 

Information System Security Program (ISSP), including functional requirements for 
performing periodic risk assessments, analysis, and implementation of risk reduction 
measures for protecting Data Center system resources; and development and update of Data 
Center continuity of operations plans in accordance with currently prescribed Federal and 
Departmental information security guidelines. 

 
• Prepare an annual Volpe information system security awareness and training program plan 

and prepare technical content for dissemination to all Volpe Federal and support Contractor 
personnel. 

 
• Review information security industry information and products for possible application to 

Volpe systems. 
 
C.7 LABOR CATEGORY DEFINITIONS  
 
C.7.A LABOR CATEGORY DEFINITIONS (Applicable to CLINs 0003 and 0004) 
 
The following labor categories and definitions depict the types of personnel that will typically be 
provided in support of task orders for CLINs 0003 and 0004.  These categories are provided for ease in 
presenting staffing requirements and reporting.   
 
A Roman numeral that indicates the level, i.e., junior, mid, senior, expert, follows some labor categories.  
Roman numeral I is the lowest/junior level and Roman numeral V is the highest/expert level. 
 
NETWORK AND DESKTOP 
 
Senior Help Desk Coordinator 
 
Functions: 
 
Responds to user queries, answers questions, and resolves hardware and software problems in a multiple 
platform environment.  Diagnoses, identifies, and resolves problems.  Utilizes diagnostic software 
packages and confers with internal technical support personnel, operations groups, and/or vendors to 
affect solutions.  May refer more complex problems to higher level technical staff personnel for 
resolution.  May implement corrective actions from remote site or guide user through corrective actions.  
Ensures corrective actions are implemented and hardware and/or software are functioning properly.  
Generates appropriate documentation.  May provide guidance, training, and direction to lower level 
and/or less experienced help desk personnel.   
 
Network/Desktop Analyst I 
 
Functions: 
 
Assists in planning, coordinating, controlling and monitoring and testing the availability, applicability and 
utilization of existing network systems and telecommunications equipment and facilities within and 
between facility locations.  Assists in developing network requirements and developing 
hardware/software solutions to provide required service.  Assists in developing network plans in 
conjunction with data systems networking architecture and communication protocol requirements.   
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Coordinates and reviews the installation of hardware and implementation of software.  Maintains 
operating procedures and associated documentation.   
 
Network/Desktop Analyst II 
 
Functions: 
 
Plans, coordinates, controls and monitors the availability, applicability and utilization of existing network 
systems and telecommunications equipment and facilities within and between facility locations.  
Evaluates network requirements and develops hardware/software solutions to provide required service.  
Develops network plans in conjunction with data systems networking architecture and communication 
protocol requirements.  Coordinates and reviews the installation of hardware and implementation of 
software.  Prepares and maintains operating procedures and associated documentation.   
 
Network/Desktop Analyst III 
 
Functions: 
 
Plans, coordinates, controls, and monitors the availability, applicability, and utilization of existing 
network systems and telecommunications equipment and facilities within and between facility locations.  
Assesses network system testing and evaluates network user requirements and develops 
hardware/software solutions to provide required service.  Develops network plans in conjunction with 
data systems networking architecture and communication protocol requirements.  Coordinates and 
reviews the installation of hardware and implementation of software.  Prepares and maintains operating 
procedures and associated documentation.   
 
Network Engineer III 
 
Functions: 
 
Determines network requirements for designing and developing hardware, software, and 
telecommunications solutions to provide required network infrastructure and services.  Plans, designs, 
develops, debugs, and implements network hardware, software, and system solutions across multiple 
platforms and architectures to support the organization’s IT requirements.  Reviews and troubleshoots 
installation of hardware and implementation of layered software solutions and products to ensure that they 
meet the company or customer/client requirements.  Assesses bandwidth requirements to ensure network 
capacity and processing speed.  May act as team or project leader. 
 
Network Engineer IV 
 
Functions: 
 
Determines network requirements for designing and developing hardware, software, and 
telecommunications solutions to provide required network infrastructure and services.  Plans, designs, 
develops, debugs, and implements network hardware, software, and system solutions across multiple 
platforms and architectures to support the organization’s IT requirements.  Provides expert level problem 
resolution, review, and troubleshooting of the installation of hardware and implementation of layered 
software solutions and products.  Ensures that the network solution meets the company or customer/client 
requirements.  Assesses bandwidth requirements to ensure network capacity and processing speed.  May 
act as project leader for major products/projects. 
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FACILITY MANAGEMENT SERVICES 
 

Senior Computer Operator 
 
Functions: 
 
Sets up and operates a mainframe/mini system in order to provide timely and accurate reports and data to 
internal users.  Detects, investigates, and may assist in the resolution of system failures.  Trains and 
guides less senior computer operators in the use of all systems and in departmental procedures.  Studies 
operating instruction sheets to determine equipment setup, mounts tapes and diskettes, and observes the 
operation of the console, storage devices, printers, readers, etc. and determines the point of any equipment 
or program failure. 
 
System Administrator I 
 
Functions: 
 
At a basic level, administers, directs, and integrates the organization’s Local Area Network (LAN) in a 
multiple platform, protocol, and operating systems environment.  Plans, coordinates, implements, and 
supports the LAN/WAN hardware, software, and Internet/Intranet/Extranet integration and linkage.  
Researches vendor products and recommends purchase, development, or enhancement of network 
hardware, software, and telecommunications.  Establishes performance standards, policies, and 
procedures.  Coordinates systems training for users.  Knowledge of JavaScript, CORBA, PPTP, and 
groupware products.  Experienced with LAN protocols such as TCP/IP, HTPP, FTP, Ethernet, token ring, 
ARCNET, HTML, CGI, routers, hubs, and servers.  Troubleshoots LAN systems to maintain operational 
integrity and coordinates efforts with vendors for upgrades and network maintenance.  Adheres to LAN, 
Internet/Intranet/Extranet policies, practices and procedures. 
 
System Administrator II 
 
Functions: 
 
Administers, directs, and integrates the organization’s networks in a multiple platform, protocol, and 
operating systems environment.  Plans, coordinates, implements, and supports the LAN/WAN hardware, 
software, and Internet/Intranet/Extranet integration and linkage.  Researches vendor products and 
recommends purchase, development, or enhancement of network hardware, software, and 
telecommunications.  Establishes performance standards, policies, and procedures.  Coordinates systems 
training for users and systems administrators.  Knowledge of JavaScript, CORBA, PPTP, and groupware 
products.  Experienced with LAN/WAN/VPN and remote network technologies and protocols (such as, 
but not limited to, TCP/IP, HTPP, FTP, Ethernet, token ring, ARCNET, HTML, CGI, ATM, CDPD) 
routers, hubs, and servers.  Troubleshoots LAN/WAN systems to maintain operational integrity and 
coordinates efforts with vendors for upgrades and network maintenance. 
 

System Administrator III 
 
Functions: 
 
Manages, directs, and integrates the organization’s networks in a multiple platform, protocol, and 
operating systems environment.  Plans, coordinates, implements, and supports the LAN/WAN hardware, 
software, and Internet/Intranet/Extranet integration and linkage.  Researches vendor products and  
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recommends purchase, development, or enhancement of network hardware, software, and 
telecommunications.  Establishes performance standards, policies, and procedures.  Coordinates systems 
training for users and systems administrators.  Knowledge of JavaScript, CORBA, PPTP, and groupware 
products.  Experienced with LAN/WAN/VPN and remote network technologies and protocols (such as, 
but not limited to, TCP/IP, HTPP, FTP, Ethernet, token ring, ARCNET, HTML, CGI, ATM, CDPD) 
routers, hubs, and servers.  Troubleshoots LAN/WAN systems to maintain operational integrity and 
coordinates efforts with vendors for upgrades and network maintenance. 
 
Software Systems Engineer V 
 
Functions: 
 
Develops and applies state-of-the-art methods, theories, and research techniques to the design and 
development of complex systems hardware and software.  Plans, conducts, and directs major projects or 
phases of projects to resolve advanced and complex technical problems.  Establishes theoretical basis and 
methods of approach, determines costs/staffing for successful project completion, coordinates technical 
staff, recommends technical corrections, and evaluates project progress and results.  This is the highest 
individual contributor level in the organization and serves as a technical resource for complex problem 
solving for long range planning.  Expert level knowledge/application of object-oriented programming, 
new/advanced programming languages, and integrated automation systems. 
 
C.7.B. LABOR CATEGORY DEFINITIONS (Applicable to CLIN 0005) 
 
The following labor categories and descriptions depict the types of personnel that shall typically be 
provided in support of task orders applicable to CLIN 0005.  The Contractor shall provide appropriately 
qualified staff to perform the functions described by the labor categories in a fully satisfactory manner. 
 
A Roman numeral that indicates the level, i.e., junior, mid, senior, expert, follows some labor categories.  
Roman numeral I is the lowest/junior level and Roman numeral V is the highest/expert level. 
 
SYSTEM DEVELOPMENT 
 

Software Systems Engineer III 
 
Functions: 
 
Designs, develops, and implements systems hardware and software across multiple platforms requiring 
technical competence and experience.  Full responsibility for planning, organizing, and conducting 
project tasks, based on assessment of basic architecture and current hardware limitations, selection of new 
concepts and approaches, definition of complex design specifications, development of major routines and 
utility programs, and resolution of difficult hardware/software compatibility problems.  Experienced with 
object-oriented programming, new/advanced programming languages, and integrated automation systems. 
 
Software Systems Engineer IV 
 
Functions: 
 
Develops and applies advanced methods, theories, and research techniques to the design and development 
of complex systems hardware and software across multiple platforms.  Directs problem solving projects 
or major phases of projects in the investigation and solution of advanced technical problems.  Coordinates 
technical support staff, determines methods of approach, organizes means for problem resolution, reviews  
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project progress, recommends technical corrections, and evaluates results.  Reviews literature, patents, 
and current practices.  Assesses vendor capabilities and provides technical consultation.  Skillful with 
object-oriented programming, new; advanced programming languages, and integrated automation 
systems. 
 
Software Systems Engineer V 
 
Functions: 
 
Develops and applies state-of-the-art methods, theories, and research techniques to the design and 
development of complex systems hardware and software.  Plans, conducts, and directs major projects or 
phases of projects to resolve advanced and complex technical problems.  Establishes theoretical basis and 
methods of approach, determines costs/staffing for successful project completion, coordinates technical 
staff, recommends technical corrections, and evaluates project progress and results.  This is the highest 
individual contributor level in the organization and serves as a technical resource for complex problem 
solving for long range planning.  Expert level knowledge/application of object-oriented programming, 
new/advanced programming languages, and integrated automation systems. 
 
Application Systems Analyst/Programmer II 
 
Functions: 
 
Conducts and coordinates the analysis, design and implementation of information systems to meet user 
needs.  Conducts detailed analysis of defined systems applications and develops block diagrams and flow 
charts.  Performs programming tasks including program design, coding, debugging and documentation. 
 
Software Systems Analyst/Programmer II 
 
Functions: 
 
Supports the analysis, design and implementation of software/systems technical support and operating 
system development.  Conducts systems programming and support activities such as revising segments of 
language codes or processing routines.  Develops system logic to achieve optimum throughput.  Prepares 
and conducts system and programming test.   
 
Systems Analyst III 
 
Functions: 
 
Analyzes and evaluates user requirements.  Coordinates with user to define problems, data availability, 
report requirements and resolve systems design problems.  Develops and implements complex systems.  
Defines systems objectives, prepares design specifications.  Defines controls, conversion procedures and 
systems implementation plans. 
 
Web Designer I 
 
Functions: 
 
At a basic level, designs and builds web page components using a variety of graphics software 
applications, techniques and tools.  May work with developers/engineers to create user interface features, 
site animation and special effects elements.  May approve page layouts to optimize level of customer  
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service to end-users.  Typically experienced in working on communications to reach targeted audiences.  
Requires thorough knowledge of HTML and other web site design-related applications and 
Internet/Intranet development languages and protocols.  
 
Web Software Developer III/Web Architect 
 
Functions: 
 
Designs, develops, troubleshoots, debugs, and implements software code (such as, but not limited to, 
HTML, CGI, JavaScript, ASP, and Perl) for web page and web site components.  Works independently or 
with graphic designers and project team members to develop the site concept, interface design, and 
architecture of the web site.  Requires strong navigation and site-design instincts.  May lead 
interface/connectivity design, development, and implementation.  At a fully experienced level, applies 
expertise in the development and utilization of web-based languages and protocols to develop customized 
programming for web-based software solutions, products, and/or projects.  May act as team or project 
leader. 
 
Data Control Clerk 
 
Functions: 
 
With supervision, receives and reviews input and output data (grid sheets, scanner documents, magnetic 
tapes, etc.) and maintains and revises lists, control records and coding schemes necessary to process 
source data.  Codes data and calculates batch totals where appropriate, inputs data with necessary 
documentation for computer processing, audits output data to ensure control totals are correct and 
distributes output reports according to predetermined instructions.  Performs records keeping activities 
along with a variety of their clerical functions. 
 
Senior Data Control Clerk 
 
Functions: 
 
With guidance, receives and reviews input and output data (grid sheets, scanner documents, magnetic 
tapes, etc.) and maintains and revises lists, control records and source data used in the preparation of 
recurring reports and records; codes source data and lists according to prescribed code designations; 
performs related clerical duties.  Investigates and corrects problems causing incorrect input and output.   
 
 
SYSTEMS PLANNING 
 
Systems Analyst IV 
 
Functions: 
 
Analyzes and evaluates major systems project requirements requiring a thorough understanding of all 
parameters affecting and interfacing with the system.  Provides analytical support in the 
conceptualization, development, and implementation of complex multiple, inter-linked systems. 
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INFORMATION SYSTEMS SECURITY 
 
Information Security Specialist I 
 
Functions: 
 
Support Information Systems Security (ISS) activities in the Federal Government sector in both classified 
and non-classified environments.  Demonstrates knowledge of Federal ISS regulations and guidelines.  
Supports ISS awareness training for all levels of workforce.  Supports evaluations of computer industry 
hardware and software products for ISS.   Supports implementation of computer virus prevention, 
detection and elimination. 
 
Information Security Specialist II 
 
Functions: 
 
Support ISS activities in the Federal Government sector in both classified and non-classified 
environments.  Demonstrates knowledge of Federal ISS regulations and guidelines.  Involved in ISS 
awareness training for all levels of workforce.  Evaluates computer industry hardware and software 
products for ISS.   Implements computer virus prevention, detection and elimination.   
 
Information Security Specialist III 
 
Functions: 
 
Support ISS activities in the Federal Government sector in both classified and non-classified 
environments.  Provides risk analysis, contingency and disaster recovery planning and implementation.  
Demonstrates knowledge of Federal ISS regulations and guidelines.  Conducts ISS awareness training for 
all levels of workforce.  Evaluates computer industry hardware and software products for ISS.  Develops 
and implements ISS policy and procedures.  Implements computer virus prevention, detection and 
elimination.  Performs ad-hoc ISS studies.  
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SECTION D - PACKAGING AND MARKING  

 
D.1 PACKAGING (May 1999) 
  
The Contractor shall ensure that all items are preserved, packaged, packed, and marked in accordance 
with best commercial practices to meet the packing requirements of the carrier and ensure safe delivery at 
destination. 
 
D.2 MARKING (May 1999)  
 
All items submitted to the Government shall be clearly marked as follows: 
 

a. Name of contractor; 
 

b. Contract number; 
 

c. Task order number; (if applicable) 
 

d. Description of items contained therein; 
 

e. Consignee's name and address; and 
 

f. If applicable, packages containing software or other magnetic media shall be marked on 
external containers with a notice reading substantially as follows:  "CAUTION:  
SOFTWARE/MAGNETIC MEDIA ENCLOSED. DO NOT EXPOSE TO HEAT OR 
MAGNETIC FIELDS". 
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SECTION E - INSPECTION AND ACCEPTANCE  

 
E.1 FEDERAL ACQUISITION REGULATION (FAR) 52.252-2 CLAUSES INCORPORATED 
BY REFERENCE (FEB 1998) 
  
This contract incorporates one or more clauses, by reference, with the same force and effect as if they 
were given in full text.  Upon request, the Contracting Officer will make their full text available.  Also, 
the full text of a clause may be accessed electronically at this /these address(es):  
  
http://www.dot.gov/ost/m60/tamtar  
http://farsite.hill.af.mil/vffar.htm 
http://www.arnet.gov/far  
  
FEDERAL ACQUISITION REGULATION (48 CFR CHAPTER 1) CLAUSES  
 
Number Title       Date 
 
52.246-3 Inspection of Supplies - Cost-Reimbursement  MAY 2001  
52.246-4 Inspection of Services - Fixed-Price   AUG 1996  
52.246-5 Inspection of Services - Cost-Reimbursement  APR 1984  
52.246-16 Responsibility for Supplies    APR 1984  
 
E.2 GOVERNMENT REVIEW AND ACCEPTANCE (MAY 1999)  
 
Technical inspection and acceptance of all work, performance, reports, and other deliverables under this 
contract shall be performed at the location specified in an individual Task Order.  The Task Order shall 
also designate the individual responsible for inspection and acceptance, as well as the basis for 
acceptance.  Task order deliverable items rejected shall be corrected in accordance with the applicable 
clauses. 
 
Unless otherwise stated in the individual Task Order, the Government requires a period not to exceed 
thirty (30) days after receipt of the final deliverable item(s) for inspection and acceptance or rejection. 
Final acceptance rests with the Contracting Officer or designee.  
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SECTION F - DELIVERIES OR PERFORMANCE 

 
F.1 FAR CLAUSES INCORPORATED BY REFERENCE 
 
Number Title         Date 
 
52.242-15 Stop-Work Order.  (AUG 1989) -- Alternate I    APR 1984 
52.247-34 F.o.b. Destination       NOV 1991 
52.247-55 F.o.b. Point for Delivery of Government-Furnished Property  APR 1984 
 
F.2 DOCUMENTATION OF COMPUTER PROGRAMS (DEC 1998)  
 
The Contractor shall fully document all computer programs under its purview and, in so doing, comply 
with documentation standards such as the traditional MIL-STD-498 or the more current standard, 
IEEE/EIA 12207.  Unless otherwise specifically agreed to by the Contracting Officer in writing, the 
Contractor shall deliver the computer program source and object code accompanied by the appropriate 
support documentation.  See System Documentation in C.6.A.2.c. above for the required document types. 
 
F.3 RIGHTS IN DATA (DEC 1998)  
  
All data first produced in the performance of this contract, including software, shall be delivered with 
unlimited Government rights, unless otherwise agreed to in writing by the Contracting Officer when 
granting permission to establish claim to copyright as required by FAR 52.227-14(c). 
 
F.4 PERFORMANCE PERIOD (MAY 1999)  
  
This contract shall become effective on the date of the contract award.  The ordering period will begin on 
the date of contract award and will continue, after the completion of the contract Transition Period, for 
five (5) years thereafter (i.e., term of the contract).  Also see the clause in Section I.1 entitled, Ordering 
(FAR 52.216-18). 
 
The performance period shall continue until the time specified in the clause in Section I.1 entitled 
Indefinite Quantity (FAR 52.216-22). 
 
Individual Task Orders will specify a beginning date (OF 347, Block 1) and an ending date (Section F 
therein).  Costs incurred prior to the beginning date or after the ending date shall not be directly allowable 
without the written consent of the Contracting Officer (modification). 
 
F.5 PLACE OF PERFORMANCE 
 
The services to be provided under this contract shall be provided at the following locations: 
 

DOT/RSPA/Volpe National Transportation Systems Center 
55 Broadway, Kendall Square 
Cambridge, MA 02142-1093 

 
and at other locations as designated in Task Orders. 
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F.6 WARRANTIES - (MAY 1999)  
  
With respect to equipment or supplies acquired under this contract, title of which will pass to the 
Government, the Contractor shall ensure that any warranties, together with rights to replacement, service, 
or technical assistance, shall run to or automatically be assigned to the Government.   
 
F.7 LICENSES - (SEP 1999)  
  
With respect to any computer software, databases or other licensed product, acquired for use by to the 
Government, the Contractor shall ensure that the license, together with any associated rights, shall run to 
or automatically be assigned to the Government. 
 
F.8 DELIVERY SCHEDULES 
 

Deliverable Schedule (SOW reference) Deliver To Whom 
CLIN 0001     
1. Transition Plan Within one week of Task Order award 

(C.2) 
CO and COTR  

CLIN 0002     
1. Comprehensive Management and 

Administration Plan 
Within 30 days of contract award and 
annually thereafter (C.3) 

CO and COTR 

2. Monthly Activity Reports Monthly by the tenth of each month 
(C.3.A.1) 

CO and COTR 

3. Contract Labor Reports Monthly by the tenth of each month 
(C.3.A.2) 

CO and COTR 

4. Cost Control Report Semi-annually following close of Q2 and 
at year’s end (C.3.A.3) 

COTR and CO 

5. Quality Control Plan Within 30 days of contract award and 
annually thereafter (C.3.A.4) 

COTR 

6. Daily Sign In/Out Log Available for inspection any time 
(C.3.B.2) 

CO and COTR 

7. Property Reports Quarterly, by the fifteenth of August, 
November, February and May (C.3.B.2) 

CO and COTR 

8. Property Inventory Listing Within 30 days after end of each contract 
year (C.3.B.2) 

CO and COTR 

CLIN 0003    
1. Network Monitoring and 

Maintenance Log 
Available for inspection any time 

(C.4.B.1) 
CO and COTR 

2. Inventory database Available for inspection any time 
(C.4.B.1) 

CO and COTR 

3. Network technology reports On contractor’s initiative (C.4.B.1) COTR 
4. Network Maintenance Policies and 

Procedures database 
Available for inspection any time 

(C.4.B.1) 
CO and COTR 

5. Desktop activity database report Available for inspection any time 
(C.4.B.2) 

CO and COTR 

6. Electronic inventory of Volpe Center 
desktop hardware and Data Center 
supported software  

Available for inspection any time 
(C.4.B.2) 

CO and COTR 

7. Desktop technology report On contractor’s initiative (C.4.B.2) COTR 
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8. Desktop maintenance policies and 

procedures database 
Available for inspection any time 

(C.4.B.2) 
CO and COTR 

9. MS Exchange Operations and 
Activities Database 

Available for inspection any time 
(C.4.B.3) 

CO and COTR 

10. E-Mail maintenance log Available for inspection any time 
(C.4.B.3) 

CO and COTR 

11. E-Mail maintenance policies and 
procedures database 

Available for inspection any time 
(C.4.B.3) 

CO and COTR 

12. Inventory database Available for inspection any time 
(C.4.B.3) 

CO and COTR 

13. E-Mail technology reports On contractor’s initiative (C.4.B.3) COTR 
14. Helpdesk trouble log Available for inspection any time 

(C.4.B.4) 
CO and COTR 

15. Helpdesk database documentation 
and reports 

Available for inspection any time 
(C.4.B.4) 

CO and COTR 

16. Helpdesk operations policies and 
procedures database 

Available for inspection any time 
(C.4.B.4) 

CO and COTR 

17. Helpdesk technology reports On contractor’s initiative (C.4.B.4) COTR 
CLIN 0004   
1. Personnel labor log Available for inspection any time 

(C.5.B.1) 
CO and COTR 

2. On- call response log Available for inspection any time 
(C.5.B.1) 

CO and COTR 

3. System implementation plans At least 5 days prior to planned system 
upgrade or change (C.5.B.1) 

COTR 

4. Monthly performance report Monthly by the tenth of each month 
(C.5.B.1) 

COTR 

5. Backup/file recovery log Available for inspection any time 
(C.5.B.1) 

CO and COTR 

6. SOPs (and revisions) As determined by the COTR (C.5.B.1) COTR 
7. Unit Maintenance logs Available for inspection any time 

(C.5.B.1) 
CO and COTR 

8. Maintenance Logs Available for inspection any time 
(C.5.B.1) 

CO and COTR 

9. Online service request log Available for inspection any time 
(C.5.B.2) 

CO and COTR 

10. Preventive maintenance schedules 
and logs 

Available for inspection any time 
(C.5.B.3) 

CO and COTR 

11. Monthly standard cost reports Monthly by the tenth of each month 
(C.5.B.3) 

COTR 

12. Database system documentation Initial documentation within 90 days of 
contract award; updates within 5 working 
days of change (C.5.B.3) 

COTR 

13. Infrastructure documentation Initial documentation within 90 days of 
contract award; updates within 5 working 
days of change (C.5.B.3) 

COTR 

14. Monthly security report Monthly by the tenth of each month 
(C.5.B.4) 

COTR 
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15. Automated database of systems  Available for inspection any time 

(C.5.B.4) 
CO and COTR 

16. Database documentation Initial documentation within 90 days of 
contract award; updates within 5 working 
days of change (C.5.B.4) 

COTR 

17. Vulnerability assessment report Within 120 days of contract award, and 
annually thereafter; quarterly random spot 
checks (C.5.B.4) 

COTR  

18. Incident report Within 3 business days following the 
incident (C.5.B.4) 

COTR  

19. Security SOPs (revisions) Draft change to SOPs (or notice of no 
change required) within 2 weeks of 
security incident (C.5.B.4) 

COTR  

20. Input for submissions  As required (C.5.B.4) COTR 
21. Daily security log Available for inspection any time 

(C.5.B.4) 
CO and COTR 

CLIN 0005   
1. MIS Administrative application 

development standards 
As specified in job order (C.6.A.1) COTR 

2. Systems planning documentation As specified in job order (C.6.A.2.c) COTR 
3. Information system security 

documentation 
As specified in job order (C.6.C.1) COTR  

4. Annual Volpe information system 
security awareness and training 
program plan 

Within 120 days of contract award, and 
annually thereafter 

COTR  
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SECTION G - CONTRACT ADMINISTRATION DATA 

 
G.1 1252.242-73 CONTRACTING OFFICER'S TECHNICAL REPRESENTATIVE (OCT 
1994)  
  
The Contracting Officer may designate Government personnel to act as the Contracting Officer's 
Technical Representative (COTR) to perform functions under the contract such as review and/or 
inspection and acceptance of supplies and services, including construction and other functions of a 
technical nature.  The Contracting Officer will provide a written notice of such designation to the 
Contractor within five working days after contract award or for construction, not less than five working 
days prior to giving the Contractor the notice to proceed.  The designation letter will set forth the 
authorities and limitations of the COTR under the contract. 
 
The Contracting Officer cannot authorize the COTR or any other representative to sign documents (i.e., 
contracts, contract modifications, etc.) that require the signature of the Contracting Officer. 
 
G.2 RESPONSIBILITY FOR CONTRACT ADMINISTRATION (DEC 1998)  
 
Contracting Officer:  The Contracting Officer (CO) has the overall responsibility for this contract.  The 
CO alone, without delegation, is authorized to take actions on behalf of the Government to amend, 
modify, or deviate from the contract terms, conditions, requirements, specifications, details and/or 
delivery schedules.  However, the CO may delegate certain other responsibilities to his/her authorized 
representatives. 
 
Administrative Contracting Officer: An Administrative Contracting Officer (ACO) may be designated by 
the Contracting Officer.  The duties of an ACO include but are not limited to:  analyzing and making 
recommendations on the Contractor's proposals, offers, or quotations upon request of the Contracting 
Officer and approving Contractor's invoices in accordance with the terms of the contract. 
 
Contracting Officer's Technical Representative:  A Contracting Officer's Technical Representative 
(COTR) will be designated by the Contracting Officer.  The responsibilities of the COTR include but are 
not limited to:  inspecting and monitoring the Contractor's work; determining the adequacy of 
performance by the Contractor in accordance with the terms and conditions of this contract; acting as the 
Government's representative in charge of work at the site to ensure compliance with contract 
requirements in so far as the work is concerned; and advising the Contracting Officer of any factors which 
may cause delay in performance of the work.  The COTR does not have the authority to make new 
assignments of work or to issue directions that cause an increase or decrease in the price of this contract 
or otherwise affect any other contract terms. 
 
Task Order Contracting Officer's Technical Representative:  The CO may designate a Task Order 
Contracting Officer's Technical Representative (TOCOTR).  The TOCOTR will perform the duties of the 
COTR in connection with the technical oversight of an individual Task Order.  
 
The CO, the ACO, and Technical Representatives are located at: 
 

DOT/RSPA/VOLPE CENTER 
55 BROADWAY, KENDALL SQUARE 
CAMBRIDGE, MA 02142-1093 
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G.3 ACCOUNTING AND APPROPRIATION DATA (MAY 1999)  
  
Each individual Task Order shall specify the Accounting and Appropriation Data from which payment 
shall be made. 
 
G.4 PAYMENTS UNDER COST REIMBURSEMENT CONTRACTS (MAY 1999)  
 
A. One original and five copies of an invoice or contract financing requests or invoices shall be submitted 
covering the amount claimed to be due and services rendered and cost incurred thereunder.  Under 
indefinite delivery/indefinite quantity contracts, separate invoices or contract financing requests must be 
submitted for each task.   However, all interim payment requests for tasks under the contract must be 
submitted concurrently each month and only one contract level completion invoice shall be submitted.  
The completion (final) invoice is the last voucher to be submitted for incurred, allocable, and allowable 
costs expended to perform all Task Orders issued under the contract.  This contract-level voucher should 
include all reserves, allowable cost withholdings, balance of fixed fee, etc.  The final contract level 
invoice shall include current and cumulative charges for amounts claimed under each task by major cost 
element and the fixed fee relative to each task.  NOTE:  Under no circumstances can funds obligated 
under one task be used to pay costs incurred or fee earned under another task.   
 
B. In addition to the information required by FAR 52.216-7 and FAR 52.232-25 incorporated by 
reference in Section I, an invoice or contract financing payment request must meet the following 
requirements: 
 
(1) Consecutively number each interim payment request beginning with No. 1 for each task. 
 
(2) The voucher shall include current and cumulative charges by major cost element such as direct labor, 
overhead, and other direct costs.  Cite direct labor hours incurred by the prime Contractor and each 
subcontractor.  Other direct costs must be identified, e.g., travel, per diem, material, and equipment.  
  
(3) Requests for contract financing or invoices must clearly indicate the period of performance for which 
payment is requested and Volpe Center accounting information necessary to process payments.  When 
contracts or Task Orders contain multiple lines of accounting data, charges that cannot be assigned to a 
single line of accounting information should be allocated based on the percentage of total dollars unless 
otherwise specified.  
 
(4) When the Contractor submits vouchers on a monthly basis, the period covered by invoices or requests 
for contract financing payments must be the same as the period for monthly progress reports reported 
under the contract or tasks.  If, in accordance with FAR 52.216-7, the Contractor submits requests for 
invoices or contract financing payments more frequently than monthly, one payment request per month 
must have the same ending period as the monthly progress report.  
 
(5) Pending settlement of the final indirect rates for any period, the Contractor shall be reimbursed at 
billing rates approved by the Cognizant Federal Agency (CFA).  The Contractor shall ensure that any 
change in the identity of the CFA responsible for establishment of its indirect rate factors is made known 
to the Volpe Center ACO.  These rates are subject to appropriate adjustments when revised by mutual 
agreement or when the final indirect rates are settled either by mutual agreement or unilateral 
determination by the CFA (see FAR 42.704). In accordance with FAR 52.216-7, the Contractor shall 
submit to the CFA a proposal for final indirect rates based on the Contractor's actual costs for the period, 
together with all supporting data.  In addition, Contractors are required by the CFA to submit billing rate 
proposals, usually no later than 30 days after the close of its fiscal year, for the ensuing fiscal year to the  
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CFA.  Copies of the cover letter submitting the proposal must be provided to the Volpe Center ACO.  The 
Contractor's failure to provide the rate proposal in a timely manner may impact payment of financing 
request and could ultimately result in suspension of the indirect expense portion.  The Contractor shall 
provide copies of all rates established by the CFA to the Volpe Center ACO.  It is imperative that the 
ACO be provided signed copies of all rate agreements since these rate agreements must be in the 
possession of the Volpe Center before any rates contained therein can be utilized by the Contractor for 
cost reimbursement. 
 
G.5 VOUCHER REVIEW (MAY 1999)  
  
The Government may at its sole discretion arrange for a Contractor to review vouchers and supporting 
data submitted for payment under the provisions of this contract.  The Contractor reviewing vouchers and 
supporting data will perform this function in accordance with contract provisions which prohibit 
disclosure of proprietary financial data or use of such data for any purpose other than to perform accounts 
payable services. 
 
G.6 COST ACCOUNTING SYSTEMS (MAY 1999)  
  
A. Cost Accounting System 
 
The Contractor shall maintain a job cost accounting system that will accumulate costs incurred for each 
Task Order separately. 
 
B. Task Order Proposal Preparation Cost 
 
Submission of proposals in response to Task Order RFPs is not mandatory.  Bid and proposal expenses 
incurred in connection with the preparation of Task Order proposals will be reimbursed in accordance 
with established practices; however, bid and proposal costs will not be reimbursed as direct costs.   
 
C. Uncompensated Overtime 
 
(The term "contract proposals" as used in this clause refers to proposals which may result in initial 
contract award.  "Task order proposals" refers to proposals received in response to Task Order RFPs.) 
 
Uncompensated overtime is defined as hours worked by Fair Labor Standards Act exempt employees in 
excess of 40 hours per week for which no compensation is paid in excess of normal weekly salary.  An 
Offeror/subcontractor may include uncompensated overtime in its cost proposal only if the practice is 
consistent with its established accounting practices.   
 
The Contractor/subcontractor's accounting system must record all direct and indirect hours worked, 
including uncompensated overtime. 
 
Only those Contractors/subcontractors who included uncompensated effort in their contract proposals 
may utilize this accounting practice in a Task Order proposal or during performance.  Similarly, Task 
Order proposals must include uncompensated effort consistent with contract Cost Proposals.  Task order 
proposals which deviate from contract proposals must include an explanation for the deviation for the 
Contracting Officer's consideration. 
 
The following clause will be included in each Task Order when the awardee  or subcontractors included 
uncompensated overtime in their Task Order proposals: 
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This Task Order is based upon the Contractor's Task Order proposal dated __________________ in 
which, of the total __________ hours required, _____________ hours are estimated to be uncompensated 
as shown below. 
 
Prime Contractor Workweek 
 
 Prime Contractor:____________________________ 
 
 Division:____________________________________ 
 
 Task Order   Total  Compensated  Uncompensated 
 Labor Category   Hours  Hours   Hours 
 
 
Subcontractor Workweek 
 
Subcontractor Name:__________________________ 
 
 Division:_____________________________________ 
 
 Task Order   Total  Compensated  Uncompensated 
 Labor Category   Hours  Hours   Hours 
 
During performance, the Contractor must provide compensated and uncompensated hours in at least the 
same ratio as shown in the above schedule by labor category.  If the Contractor anticipates that the ratio 
will not be achieved by the completion of the Task Order, the Contractor shall notify the Contracting 
Officer in writing, identifying the expected shortfall.  The Contractor must offer to furnish the total level-
of-effort included in the Task Order at no additional cost or fee.  The notice shall be provided sufficiently 
in advance of the completion of the Task Order to allow the performance of all such hours within the 
Task Order term and within the total estimated cost and fixed fee for the Task Order.  If the Contractor 
fails to provide such notice sufficiently in advance, the Contracting Officer at his/her sole discretion shall 
have the option of: 
 
(1) extending the term of the Task Order and requiring that the Contractor provide the total level of effort 
at no extra cost to the Government, or 
 
(2) reducing the cost to be reimbursed by an amount calculated by multiplying the number of hours of 
unworked uncompensated overtime by the average burdened labor rate for those labor categories and 
reducing the fixed-fee proportionately.  The Contractor shall indicate on his invoices and on any contract 
data items for cost/schedule status all hours worked, both compensated and uncompensated.  
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SECTION H - SPECIAL CONTRACT REQUIREMENTS  

 
H.1 SECURITY MEASURES ON THE VOLPE CENTER PREMISES (DEC 1997)  
  
Any work under this contract which is performed on-site at the Volpe Center is subject to all provisions 
of this contract governing the work, and the security requirements in place at the Center.  The Contractor 
should coordinate compliance with the COTR. 
 

(1) The Contractor is responsible for ensuring that personnel follow the security  
requirement/regulations of the Volpe Center; 

 
(2) The Contractor is responsible for obtaining a copy of each of the Center’s Security 

requirements/regulations:  Volpe Center Order 1660.1A, “Security Controls for TSC,” and 
Volpe Center Order 1640.5A, “Computer Security Program;” 

 
(3) All items of Government Property are subject to the Center’s Security Regulations; 

 
(4) In order to obtain items such as room keys, parking gate keys, and identification badges, the 

Contractor shall: 
 

(a) Submit a request for these items of property to the COTR, who will make 
arrangements with the Volpe Center Security Office for obtaining these items. 

 
(b) The Contractor shall submit, within ten (10) calendar days of contract award, a list of 

its on-site employees to the Volpe Center CO and COTR.  Once the list is submitted, 
the Contractor will notify the CO and COTR of any staff changes when they occur.    

 
H.2 PERFORMANCE OF WORK AND SAFETY PROVISIONS ON GOVERNMENT 
PREMISES (MAY 1997)  
 
Any work under this contract which is performed by the contractor or any of its subcontractors on 
premises that are under direct control of the Government, is subject to the following provisions: 
 

(1) Performance of work on Government premises shall be confined to the area(s) specified by the 
CO or this duly authorized representative.  In performance of this work, the contractor shall; (a) 
conform to all safety rules and requirements as in effect during the term of the contract; and (b) 
take such additional precautions as the CO may reasonably require for safety and accident 
prevention purposes. 

 
(2) The Contractor shall designate to the CO, in writing, an on-the-premises representative to serve 

as point of contact. 
 

(3) Any violation of applicable safety rules and requirements shall be promptly corrected as 
directed by the CO. 

 
H.3 HOURS OF WORK (DEC 1998)  
 
Contractor and subcontractor employees performing work under this contract on Volpe Center premises 
shall adhere to the Volpe Center’s established business hours, except as may be required by this contract  
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to accomplish the performance of the work, or except as may be required by the CO or his/her designated 
representative. 
 
The Volpe Center will be closed during the 10 holidays observed by the Federal Government on a yearly 
basis.  The listed Federal holidays are the only holidays observed: 
 

New Year’s Day  Labor Day 
Martin Luther King Day  Columbus Day 
President’s Day   Veterans Day 
Memorial Day   Thanksgiving Day 
Independence Day  Christmas Day 

 
When Government employees are excused from duty without loss of pay by Executive Order or by 
official closing of the Volpe Center, Contractor employees who are assigned for duty at the Volpe Center 
may be similarly excused by the Contractor if they are ready, willing, and able to work.  However, direct 
reimbursement for the cost of salaries and wages for these excused absences will only be made in 
emergency situations (e.g., severe weather, natural disasters) as determined by the CO or his/her 
designated representative.  Official closings will be confirmed by the CO or his/her designated 
representative.  This in no way relieves the Contractor of its responsibility for continuing performance of 
critical requirements for which special instructions will be issued to the Contractor by the CO or 
designated representative.   
 
H.4 GPO PRINTING REQUIREMENT (DEC 1998)  
  
All printing funded by this contract will be accomplished in  conformance with Title 44, United States 
Code, regulations of the Joint Committee on Printing, applicable provisions of  appropriation acts, and 
applicable regulations issued by the Government Printing Office and the Department of Transportation.  
  
H.5 ISSUANCE OF TASK ORDERS (OCT 2001)  
  
Under this contract, as firm work requirements materialize, within the period of performance set forth 
herein, and within the funds allotted hereunder, the CO will direct the Contractor to perform work as 
generally described in Section C. The Contracting  Officer will issue such directions to the Contractor in 
the form of Task Orders (TOs).  Prior to issuance of any TO, the CO will discuss with the Contractor the 
work to be performed, the timing thereof, and will negotiate the estimated cost thereof. In the event that 
agreement cannot be reached on the estimated cost of any TO, the CO may unilaterally determine the 
estimated cost of that TO.  In such event, the Contractor may seek relief or remedies as set forth in the 
Disputes clause.  Except as specifically provided herein, the Government makes no representation as to 
the number of Task Orders or the actual amount of work which will be assigned.  The Contractor shall not 
perform any work hereunder nor incur any cost hereunder, until it receives a specific Task Order signed 
by the CO.  Each Task Order will contain as a minimum, the following:  
 

1. Sequential number. 
2. Type of Task Order (e.g., performance-based or level of effort) 
3. Statement of the problem.  
4. Scope of work effort.  
5. Reporting requirements.  
6. Time schedule of performance.  
7. Estimated cost.  
8. Required signature.  
9. Delivery, inspection and final acceptance points.  
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If a Task Order will culminate in a report, the Task Order will specify the type of report and format 
required.  
 
H.6 TASK ORDER LIMITATIONS (DEC 1998)  
  
The issuance of Task Order(s) (TO) hereunder does not relieve the Contractor of its responsibilities under 
Clause 52.232-22, Limitation of Funds, and/or FAR 52.232-20, Limitation of Costs.  The applicable 
clause, Limitation of Funds (LOF), for incrementally funded TOs and Limitation of Costs (LOC), for 
fully funded TOs apply to individual TOs as well as to the contract as a whole. 
 
Costs incurred  under a TO shall relate only to the performance of the work called for in that TO.  The 
level of effort or the funds allocated to a TO may not be applied to work under any other TO issued under 
the contract without the written authorization of the CO. 
 
The term "TO" shall be substituted for "schedule" wherever the word appears in FAR clauses 52,232-20, 
Limitation of Cost, or 52.232-22, Limitation of Funds, as specified. In the event that fully funded work 
orders are issued under a TO, the provisions of the appropriate clauses shall apply to each work order as if 
it were a TO. 
 
H.7 INCIDENTAL HARDWARE/SOFTWARE (DEC 1998)  
 
The acquisition of incidental hardware, software, or supplies may be appropriate on individual Task 
Orders in cases where the hardware/software is incidental to the performance of services to be provided 
under the Task Order, and the Government may require the Contractor to purchase hardware, software, 
and related supplies to support specific projects.  Such requirements will be identified at the time a Task 
Order is issued or may be identified during the course of performance of a Task Order by the Government 
or Contractor.  If the Contractor identifies a requirement for miscellaneous supplies within the scope of a 
Task Order, the Contractor shall submit to the Government a request for approval to purchase such 
materials.  The request shall include a description of the specific items, direct cost, indirect cost, and 
rationale. 
 
H.8 TECHNOLOGY UPGRADES/REFRESHMENTS (DEC 1998)  
 
After issuance of a Task Order, the Government may solicit, and the Contractor is encouraged to propose 
independently, technology improvements to the hardware, software, specifications, or other requirements 
of the contract.  These improvements may be proposed to save money, to improve performance, to save 
energy, to satisfy increased data processing requirements, or for any other purpose which presents a 
technological advantage to the Government.  As part of the proposed changes, the Contractor shall submit 
a price or cost proposal to the CO for evaluation.  Those proposed technology improvements that are 
acceptable to the Government will be processed as modifications to the Task Order.  At a minimum, the 
following information shall be submitted by the Contractor with each proposal: 
 

(1) A description of the difference between the existing contract requirement and the proposed 
change, and the comparative advantages and disadvantages of each; 

 
(2) Itemized requirements of the Task Order which must be changed if the proposal is adopted, and 

the proposed revision to the contract for each such change; 
 

(3) An estimate of the changes in performance and price or cost, if any, that will result from 
adoption of the proposal; 
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(4) An evaluation of the effects the proposed changes would have on collateral costs to the 

Government, such as Government-furnished property costs, costs of related items, and costs of 
maintenance, operation and conversion (including Government application software); 

 
(5) A statement of the time by which the Task Order modification adopting the proposal must be 

issued so as to obtain the maximum benefits of the changes during the remainder of the Task 
Order including supporting rationale; and 

 
(6) Any effect on the Task Order completion time or delivery schedule. 

 
The Government will not be liable for proposal preparation costs or any delay in acting upon any proposal 
submitted pursuant to this clause. The Contractor has a right to withdraw, in whole or in part, any 
proposal not accepted by the Government within the period specified in the proposal. The decision of the 
CO as to the acceptance of any such proposal under this contract is final and not subject to the "Disputes" 
clause of this contract.  
 
If the Government wishes to test and evaluate any item(s) proposed, the CO will issue written directions 
to the Contractor specifying what item(s) will be tested, where and when the item(s) will be tested, to 
whom the item(s) is to be delivered, and the number of days (not to exceed 90 calendar days) that the item 
will be tested. 
 
The CO may accept any proposal submitted pursuant to this clause by giving the Contractor written notice 
thereof. This written notice will be given by issuance of a modification to the Task Order.  Unless and 
until a modification is executed to incorporate a proposal under this contract, the Contractor shall remain 
obligated to perform in accordance with the requirements, terms and conditions of the existing Task 
Order. 
 
If a proposal submitted pursuant to this clause is accepted and applied to this contract, the equitable 
adjustment increasing or decreasing the price, Cost-Plus-Fixed-Fee, or Cost-Plus-Award-Fee shall be in 
accordance with the procedures of the applicable "Changes" clause. The resulting Task Order 
modification will state that it is made pursuant to this clause. 
 
H.9 INSURANCE (DEC 1998)  
  
See Section I - Contract Clause FAR 52.228-7, "Insurance-Liability to Third Persons (MAR 1996)." 
 
The Contractor shall secure, pay the premiums for, and keep in force until the expiration of this contract, 
and any renewal thereof, adequate insurance as provided below. 
 

(1) Workman's compensation insurance as required by law of the State. 
 

(2) Comprehensive bodily injury liability insurance with limits of not less than $500,000 for each 
accident. 

 
(3) Property damage liability with a limit of not less than $100,000 for each accident. 

 
(4) Automotive bodily injury liability insurance with limits of not less than $200,000 for each 

person and $500,000 for each accident, and property damage liability insurance, with a limit of 
not less than $40,000 for each accident. 
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Each policy of insurance shall contain an endorsement that any cancellation or material change in the 
coverage adversely affecting the Government's interest shall not be effective unless the insurer or the 
Contractor gives written notice of cancellation or change to the CO at least thirty (30) calendar days prior 
to the aforementioned actions.  When the coverage is provided by self-insurance, the Contractor shall not 
change or decrease the coverage without the Administrative CO's prior approval. 
 
A certificate of each policy of insurance shall be furnished to the CO within ten (10) days after notice of 
award certifying, among other things, that the policy contains the aforesaid endorsement.  The insurance 
companies providing the above insurance shall be satisfactory to the Government.  Notices of policy 
changes shall be furnished to the CO. 
 
H.10 SECURITY CLEARANCE (DEC 1998)  
 
Some Task Orders may require access to classified information.  The Contractor must possess and 
maintain a Secret Facility Security Clearance in accordance with the Industrial Security Regulation (DOD 
5220.22R) for the receipt, generation, and storage of classified material.  The Contractor must possess the 
clearance at time of Task Order award (See Section J, Attachment J.7 - DD 254 - DEPARTMENT OF 
DEFENSE CONTRACT SECURITY CLASSIFICATION SPECIFICATION).  The Contractor shall be 
responsible for ensuring compliance by its employees and subcontractors with the security regulations of 
the Government installation or other facility where work is to be performed. 
  
H.11 POSITION SENSITIVITY 
 
Portions of the work under Section C in some instances will require contract personnel with security 
clearances at Confidential or Secret levels.  Cleared personnel must be available at the request of the CO 
and/or the Contractor.  The Contractor shall be responsible for obtaining the appropriate security 
clearance from the Defense Investigative Service and for ensuring compliance by its employees and 
subcontractors(s) with the security regulations of the Government installation or Contractor (or 
subcontractor) facility where work is to be performed.  
  
The Contractor shall comply with the following Position Sensitivity Designations as defined under DOT 
1630.2B. 
   

Labor Category      Sensitivity Level 
 
Program Manager      3 
Senior Help Desk Coordinator     2 
Network/Desktop Analyst III     3 
Network/Desktop Analyst II     2 
Network/Desktop Analyst I     2 
Network Engineer IV      3 
Network Engineer III      2 
Senior Computer Operator     2 
System Administrator III     2 
System Administrator II      2 
System Administrator I      2 
Software Systems Engineer V     3 
Software Systems Engineer IV     2 
Software Systems Engineer III     3 
Application Systems Analyst/Programmer II   2 
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Software Systems Analyst/Programmer II   2 
Systems Analyst IV      2 
Systems Analyst III      2 
Web Designer I       2 
Web Software Developer III/Web Architect   2 
Data Control Clerk      2 
Senior Data Control Clerk     2 
Information Security Specialist III    3 
Information Security Specialist II    3 
Information Security Specialist I     3 

 
H.12 SALES TAX EXEMPTION (SEP 1999)  
 
The Volpe National Transportation Systems Center, as part of the DOT, an agency of the United States, is 
an exempt purchaser.  Accordingly, all purchases of personal property by this organization are exempt 
from state and local taxation.  
 
The Contractor may be provided with Tax Exemption certificates for the purpose of obtaining an 
exemption under this procurement for materials and equipment purchased under this procurement. 
Notwithstanding the terms of the Federal, State, and local Taxes clause, the Contractor shall state 
separately on its vouchers the amount of state sales tax, and the Government agrees to either to pay the 
amount of the tax to the Contractor or, where the amount of the tax exceeds $250.00, to provide evidence 
necessary to sustain the exemption.   
 
H.13 HANDLING OF DATA (MAY 1999)  
  
The Contractor and any of its subcontractors in performance of this contract may have need for access to 
and use of various types of data and information in the possession of the Government which the 
Government obtained under conditions that restrict the Government's right to use and disclose the data 
and information, or which may be of such a nature that its dissemination or use other than in the 
performance of this contract would be adverse to the interests of the Government or other parties.  
Therefore, the Contractor and its subcontractors agree to abide by any restrictive use conditions on such 
data and not to: 
 

(1) Knowingly disclose such data and information to others without written authorization from the 
CO, unless the Government has made the data and information available to the public; nor 

 
(2) Use for any purpose other than the performance of this contract that data which bears a 

restrictive marking or legend. 
 
In the event the work required to be performed under this contract requires access to proprietary data of 
other companies, the Contractor shall obtain agreements from such other companies for such use unless 
such data is provided or made available to the Contractor by the Government.  Two copies of such 
company-to-company agreements shall be furnished promptly to the CO for information only. These 
agreements shall prescribe the scope of authorized use or disclosure, and other terms and conditions to be 
agreed upon between the parties.  It is agreed by the Contractor that any such data, whether obtained by 
the Contractor pursuant to the aforesaid agreement or from the Government, shall be protected from 
unauthorized use or disclosure to any individual, corporation, or organization so long as it remains 
proprietary. 
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Through formal training in company policy and procedures, the Contractor agrees to make employees 
aware of the absolute necessity to maintain the confidentiality of data and information, as required above, 
and further aware of the sanctions which may be imposed for divulging either the proprietary data of 
other companies or data that is obtained from the Government to anyone except as authorized.  The 
Contractor shall obtain from each employee engaged in any effort connected with this contract an 
agreement, in writing, which shall in substance provide that such employee will not during his/her 
employment by the Contractor, or thereafter, disclose to others or use for his/her own benefit or the future 
benefit of any individual any trade secrets, confidential information, or proprietary/restricted data (to 
include Government "For Official Use Only") received in connection with the work under this contract.  
The Contractor shall furnish a sample form of this agreement to the CO promptly after award. 
  
The Contractor agrees to hold the Government harmless and indemnify the Government as to any 
cost/loss resulting from the unauthorized use of disclosure of third party data or software by the 
Contractor, its employees, subcontractors, or agents. 
 
The Contractor agrees to include the substance of this provision in all subcontracts awarded under this 
contract.  The CO will consider case-by-case exceptions from this requirement for individual subcontracts 
in the event that  
 

(1) The Contractor considers the application of the prohibitions of this provision to be 
inappropriate and unnecessary in the case of a particular subcontractor; 

 
(2) The subcontractor provides a written statement affirming absolute unwillingness to perform 

absent some relief from the substance of this prohibition;  
 

(3) Use of an alternate subcontract source would reasonably detract from the quality of effort; and  
 

(4) The Contractor provides the CO timely written advance notice of these and any other 
extenuating circumstances. 

 
Except as the CO specifically authorizes in writing, upon completion of all work under this contract the 
Contractor shall return all such data and information obtained from the Government, including all copies, 
modifications, adaptations, or combinations thereof, to the CO. Data obtained from another company 
shall be disposed of in accordance with the Contractor's agreement with that company, or, if the 
agreement makes no provision for disposition, shall be returned to that company.  The Contractor shall 
further certify in writing to the CO that all copies, modifications, adaptations or combinations of such data 
or information which cannot reasonably be returned to the CO (or to a company) have been deleted from 
the Contractor's (and any subcontractor's) records and destroyed. 
 
These restrictions do not limit the Contractor's (or subcontractor's) right to use and disclose any data and 
information obtained from another source without restriction. 
 
As used herein, the term "data" has the meaning set forth in Federal Acquisition Regulations, clause 
52.227-14, "Rights in Data - General," and includes, but is not limited to, computer software, as also 
defined in Clause 52.227-14. 
 
H.14 PARKING 
 
The Government will provide on-site parking spaces for up to 45 percent of the Contractor personnel at the 
time of contract award.  These allocations are subject to change at the discretion of the Government.   
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H.15 GOVERNMENT FURNISHED EQUIPMENT AND SERVICES 
 
The Government will furnish all supplies, material, and equipment required for the work to be performed 
in Section C.  This includes but is not limited to the following: 
 
(a)  Office Equipment 
 
The Volpe Center will make available to the Contractor personnel the following items: desks, chairs, 
tables, bookcases, whiteboards, wastebaskets, convenience copiers, filing cabinets, office supplies, and 
similar furniture and equipment as determined by the CO to be necessary for performing the services 
required. 
 
(b)  Telecommunication Equipment and Service 
 
The Volpe Center will provide telephone equipment and service, including voice mail and facsimile 
machines, for use by Contractor personnel under this contract located at a Government facility for official 
use at no cost to the Contractor as determined necessary by the CO.  The Volpe Center will NOT provide 
cell phones and pagers under this contract.  The Contractor shall be required to provide telephone service 
to personnel not located at a Government facility for official use in connection with the duties performed 
by the Contractor under this contract as determined necessary by the CO. 
 
(c)  Computers and Peripheral Equipment 
 
The Volpe Center will provide computer workstations with basic software applications, including future 
technology refreshments; e.g., e-mail, Windows 98, Microsoft Office 2000, printers, and peripherals, for 
use by Contractor personnel under this contract.  The Volpe Center will connect these computers to the 
Volpe Center local area network and provide network support. 
 
Section J, Attachment J.3 - GOVERNMENT FURNISHED PROPERTY LIST,. identifies the GFP.   
  
H.16 GOVERNMENT-CONTROLLED PROPERTY 
 
Property assigned to the Contractor for use under this contract will be identified in the Volpe Center 
Property System under a unique Property Management Area (PMA).  The Contractor shall assume 
responsibility for all property assigned to the Contractor’s PMA in accordance with Section I, GFP 
clause(s). 
 
H.17 USE OF GOVERNMENT-FURNISHED EQUIPMENT AND SERVICES 
 
The Contractor shall ensure that its employees and subcontractors use Government-Furnished Equipment 
(GFE), including, without limitation, computers, telephones, and modems and services provided by the 
Government, including, without limitation, telephone service, electronic mail, and internet services, only 
in an authorized manner and consistent with applicable law, and policies, orders, and regulations of the 
DOT and the Volpe Center as they may be amended from time to time (See DOT Orders H1350.2 Ch. 14-
3, and Volpe Order 1370.6A). 
 
The Volpe Center routinely monitors use of the internet and electronic mail for unauthorized use.  The 
Contractor must warn its employees and subcontractors that they should have no expectation of privacy 
while using GFE and services provided by the Government. 
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The Contractor agrees to include the substance of this clause in company policy and procedures or 
employee rules of conduct, and to include a statement that the Contractor will take appropriate 
disciplinary action should violations occur.  The Contractor shall periodically remind its employees and 
subcontractors of this policy. 
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SECTION I - CONTRACT CLAUSES 

 
I.1 FAR 52.252-2 CLAUSES INCORPORATED BY REFERENCE (FEB 1998)  
 
This contract incorporates one or more clauses by reference, with the same force and effect as if they 
were given in full text. Upon request, the CO will make their full text available. Also, the full text of a 
clause may be accessed electronically at this/these address(es): 
 
http://www.arnet.gov/far/  -  Federal Acquisition Regulation 
http://www.dot.gov/ost/m60/tamtar/tam.htm  -  Transportation Acquisition Manual 
 

FEDERAL ACQUISITION REGULATION (48 CFR CHAPTER 1) CLAUSES 
 

Number Title Date 
52.202-1 Definitions DEC 2001 
52.203-3 Gratuities APR 1984  
52.203-5 Covenant Against Contingent Fees APR 1984  
52.203-6 Restrictions on Subcontractor Sales to the Government JUL 1995 
52.203-7 Anti-Kickback Procedures JUL 1995  
52.203-8 Cancellation, Rescission, and Recovery of Funds for Illegal or 

Improper Activity 
JAN 1997 

52.203-10 Price or Fee Adjustment for Illegal or Improper Activity JAN 1997 
52.203-12 Limitation on Payments to Influence Certain Federal 

Transactions 
JUN 1997 

52.204-2 Security Requirements AUG 1996 
52.204-4 Printed or Copied Double-Sided on Recycled Paper AUG 2000 
52.209-6 Protecting the Government’s Interest When Subcontracting 

with Contractors Debarred, Suspended, or Proposed for 
Debarment 

JUL 1995 
 

52.211-5 Material Requirements AUG 2000  
 

52.215-2 Audit and Records - Negotiation JUN 1999  
52.215-8 Order of Precedence - Uniform Contract Format OCT 1997  
52.215-11 Price Reduction for Defective Cost or Pricing Data - 

Modifications 
OCT 1997  

 
52.215-13 Subcontractor Cost or Pricing Data - Modifications   OCT 1997  
52.215-15 Pension Adjustments and Asset Reversions DEC 1998 
52.215-17 Waiver of Facilities Capital Cost of Money OCT 1997  
52.215-18 Reversion or Adjustment of Plans for Postretirement Benefits 

(PRB) Other Than Pensions 
OCT 1997 

52.215-21 Requirements for Cost or Pricing Data or Information Other 
Than Cost or Pricing Data - Modifications 

OCT 1997 
 

52.216-7 Allowable Cost and Payment   FEB 2002  
52.216-18 Ordering (fill-in) 

para. (a): from date of contract award through five (5) years 
thereafter 

OCT 1995 
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52.216-19 Order Limitations (fill-in) 

para. (a): less than $2,500. 
subpara. (b)(1): $5,000,000. 
subpara. (b)(2): $5,000,000. 
subpara. (b)(3): 7 days 
para. (d): 7 days 

OCT 1995 

52.216-22 Indefinite Quantity  (fill-in) 
para. (d): six months after the end of the term of the contract  

OCT 1995 

52.217-8 Option to Extend Services   NOV 1999  
52.219-6 Notice of Total Small Business Set-Aside JUL 1996  
52.219-8 Utilization of Small Business Concerns OCT 2000  
52.219-14 Limitations on Subcontracting DEC 1996  
52.219-25 Small Disadvantaged Business Participation Program-   

Disadvantaged Status and Reporting 
OCT 1999 

52.222-2 Payment for Overtime Premiums (fill-in) 
para. (a): does not exceed $0.00  

JUL 1990 

52.222-3 Convict Labor AUG 1996 
52.222-4 Contract Work Hours and Safety Standards Act - Overtime   

Compensation 
SEP 2000 

52.222-26 Equal Opportunity APR 2002  
52.222-35 Equal Opportunity for Special Disabled Veterans, Veterans of 

the Vietnam Era, and Other Eligible Veterans 
DEC 2001 

52.222-36 Affirmative Action for Workers with Disabilities JUN 1998 
52.222-37 Employment Reports on Special Disabled Veterans, Veterans of  

the Vietnam Era, and Other Eligible Veterans 
DEC 2001 

52.222-41 Service Contract Act of 1965, as Amended MAY 1989 
52.223-5 Pollution Prevention and Right-to-Know Information APR 1998 
52.223-6 Drug-Free Workplace MAY 2001 
52.223-10 Waste Reduction Program AUG 2000  
52.223-14 Toxic Chemical Release Reporting OCT 2000 
52.224-1 Privacy Act Notification APR 1984 
52.224-2  Privacy Act APR 1984 
52.225-3 Buy American Act - North American Free Trade Agreement -  

Israeli Trade Act 
MAY 2002 

52.225-13  Restrictions on Certain Foreign Purchases JUL 2000 
52.227-1  Authorization and Consent JUL 1995 
52.227-2 Notice and Assistance Regarding Patent and Copyright 

Infringement 
AUG 1996 

52.227-3  Patent Indemnity APR 1984 
52.227-3  Patent Indemnity (APR 1984)  Alternate I APR 1984 
52.227-12  Patent Rights - Retention by the Contractor (Long Form)   JAN 1997 
52.227-14  Rights in Data - General JUN 1987 
52.227-14  Rights in Data - General (JUN 1987)  Alternate III   JUN 1987 
52.227-16  Additional Data Requirements   JUN 1987 
52.227-19  Commercial Computer Software - Restricted Rights JUN 1987 
52.228-5  Insurance  Work on a Government Installation JAN 1997 
52.228-7  Insurance - Liability to Third Persons MAR 1996 
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52-232-9 Limitation on Withholding of Payments APR 1984 
52.232-17 Interest JUN 1996 
52-232-18 Availability of Funds APR 1984 
52.232-19 Availability of Funds for the Next Fiscal Year APR 1984  
52.232-20 Limitation of Cost   APR 1984  
52.232-22 Limitation of Funds   APR 1984  
52.232-23 Assignment of Claims JAN 1986 
52.232-25 Prompt payment   FEB 2002 
52.232-33 Payment by Electronic Funds Transfer - Central Contractor   

Registration 
MAY 1999 

52.233-1 Disputes JUL 2002 
52.233-1 Disputes (JUL 2002)  Alternate I DEC 1991  
52.233-3 Protest after Award   AUG 1996  
52.233-3 Protest after Award (AUG 1996)  Alternate I   JUN 1985  
52.237-2 Protection of Government Buildings, Equipment, and 

Vegetation 
APR 1984  

 
52.237-3 Continuity of Services JAN 1991 
52.239-1 Privacy or Security Safeguards AUG 1996 
52.242-1 Notice of Intent to Disallow Costs   APR 1984  
52.242-3 Penalties for Unallowable Costs MAY 2001 
52.242-4 Certification of Final Indirect Costs JAN 1997  
52.242-13 Bankruptcy JUL 1995  
52.243-1 Changes  Fixed-Price * 

*Applicable to CLIN 0001 only 
AUG 1987  

52.243-2 Changes - Cost-Reimbursement AUG 1987  
52.243-2 Changes - Cost-Reimbursement (AUG 1987)  Alternate II APR 1984 
52.243-7 Notification of Changes APR 1984 
52.244-2 Subcontracts   AUG 1998 
52.244-2 Subcontracts (AUG 1998)  Alternate II AUG 1998 
52.244-5 Competition in Subcontracting DEC 1996 
52.245-1 Property Records  APR 1984  
52.245-5 Government Property (Cost-Reimbursement, Time-and-

Material, or Labor-Hour Contracts) 
JAN 1986 

52.245-19 Government Property Furnished "As Is" APR 1984 
52.246-25 Limitation of Liability - Services FEB 1997 
52.247-63 Preference for U.S.-Flag Air Carriers JAN 1997  
52.248-1 Value Engineering FEB 2000  
52.249-6 Termination (Cost-Reimbursement)   SEP 1996 
52.249-14 Excusable Delays APR 1984 
52.251-1  Government Supply Sources APR 1984 
52.253-1  Computer Generated Forms JAN 1991 

 
I.2 52.204-1 APPROVAL OF CONTRACT (DEC 1989)  
 
This contract is subject to the written approval of Associate Administrator for Management & 
Administration for the Research and Special Programs Administration, U.S. Department of 
Transportation and shall not be binding until so approved. 
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I.3 52.215-19  NOTIFICATION OF OWNERSHIP CHANGES (OCT 1997)  
 

(a) The Contractor shall make the following notifications in writing: 
 
(1) When the Contractor becomes aware that a change in its ownership has occurred, or is 
certain to occur, that could result in changes in the valuation of its capitalized assets in 
the accounting records, the Contractor shall notify the Administrative Contracting Officer 
(ACO) within 30 days. 
 
(2) The Contractor shall also notify the ACO within 30 days whenever changes to asset 
valuations or any other cost changes have occurred or are certain to occur as a result of a 
change in ownership. 

 
(b) The Contractor shall -  

 
(1) Maintain current, accurate, and complete inventory records of assets and their costs; 
 
(2) Provide the ACO or designated representative ready access to the records upon 
request; 
 
(3) Ensure that all individual and grouped assets, their capitalized values, accumulated 
depreciation or amortization, and remaining useful lives are identified accurately before 
and after each of the Contractor's ownership changes; and 
 
(4) Retain and continue to maintain depreciation and amortization schedules based on the 
asset records maintained before each Contractor ownership change. 

 
(c) The Contractor shall include the substance of this clause in all subcontracts under this contract 
that meet the applicability requirement of FAR 15.408(k). 

 
I.4 52.222-42  STATEMENT OF EQUIVALENT RATES FOR FEDERAL HIRES (MAY 
1989) 
 
In compliance with the Service Contract Act of 1965, as amended, and the regulations of the Secretary of 
Labor (29 CFR Part 4), this clause identifies the classes of service  employees expected to be employed 
under the contract and states the wages and fringe benefits payable to each if they were employed by the 
contracting agency subject to the provisions of 5 U.S.C. 5341 or 5332. 
 
This Statement is for Information Only: 
 
It is not a Wage Determination 
 
Employee Class Monetary Wage - Fringe Benefits 
 
See Section J, Attachment J.8 - U.S. DEPARTMENT OF LABOR WAGE DETERMINATIONS. 
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I.5 52.244-6  SUBCONTRACTS FOR COMMERCIAL ITEMS (MAY 2002) 
  

(a) Definitions. As used in this clause--  
 

“Commercial item” has the meaning contained in the clause at 52.202-1, Definitions.  
 

“Subcontract” includes a transfer of commercial items between divisions, subsidiaries, or 
affiliates of the Contractor or subcontractor at any tier.  

 
(b) To the maximum extent practicable, the Contractor shall incorporate, and require its 
subcontractors at all tiers to incorporate, commercial items or nondevelopmental items as 
components of items to be supplied under this contract.  

 
(c)(1) The following clauses shall be flowed down to subcontracts for commercial items: 

 
(i) 52.219-8, Utilization of Small Business Concerns (OCT 2000) (15 U.S.C. 637(d)(2) 
and (3)), in all subcontracts that offer further subcontracting opportunities. If the 
subcontract (except subcontracts to small business concerns) exceeds $500,000 
($1,000,000 for construction of any public facility), the subcontractor must include 
52.219-8 in lower tier subcontracts that offer subcontracting opportunities. 

 
(ii) 52.222-26, Equal Opportunity (APR 2002) (E.O. 11246). 

 
(iii) 52.222-35, Affirmative Action for Disabled Veterans and Veterans of the Vietnam 
Era (APR 1998) (38 U.S.C. 4212(a)). 

 
(iv) 52.222-36, Affirmative Action for Workers with Disabilities (JUN 1998) (29 U.S.C. 
793). 

 
(v) 52.247-64, Preference for Privately Owned U.S.-Flag Commercial Vessels (JUN 
2000) (46 U.S.C. Appx 1241) (flowdown not required for subcontracts awarded 
beginning May 1, 1996). 

 
(2) While not required, the Contractor may flow down to subcontracts for commercial items a 
minimal number of additional clauses necessary to satisfy its contractual obligations. 

 
(d) The Contractor shall include the terms of this clause, including this paragraph (d), in 
subcontracts awarded under this contract.  

 
I.6 TRANSPORTATION ACQUISITION REGULATION (48 CFR CHAPTER 12)  
 

Number Title Date 
1252.223-71 Accident and Fire Reporting OCT 1994 
1252.237-70 Qualifications of Employees OCT 1994 
1252.242-72 Dissemination of Contract Information OCT 1994  
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I.7 1252.215-70  KEY PERSONNEL AND/OR FACILITIES (OCT 1994)  
  

(a)  The personnel and/or facilities as specified below are considered essential to the work being 
performed hereunder and may, with the consent of the contracting parties, be changed from time 
to time during the course of the contract by adding or deleting personnel and/or facilities, as 
appropriate. 
 
(b)  Prior to removing, replacing, or diverting any of the specified individuals or facilities, the 
Contractor shall notify, in writing, and receive consent from, the Contracting Officer reasonably 
in advance of the action and shall submit justification (including proposed substitutions) in 
sufficient detail to permit evaluation of the impact on this contract. 
 
(c) No diversion shall be made by the Contractor without the written consent of the Contracting 
Officer. The Contracting Officer may ratify, in writing, the change and such ratification shall 
constitute the consent of the Contracting Officer required by this clause. 

 
The Key Personnel and/or Facilities under this Contract: To Be Determined at Time of Contract 
Award. 
 
I.8 1252.216-71 DETERMINATION OF AWARD FEE (OCT 1994) (Applicable to CLINs 
0002, 0003, 0004 and 0005) 
 
(a) The Government shall, at the conclusion of each specified evaluation period(s), evaluate the 
contractor's performance for a determination of award fee earned. The contractor agrees that the 
determination as to the amount of the award fee earned will be made by the Government Fee 
Determination Official (FDO) and such determination is binding on both parties and shall not be subject 
to appeal under the "Disputes" clause or to any board or court. 
 
(b) It is agreed that the evaluation of contractor performance shall be in accordance with a Performance 
Evaluation Plan and that the contractor shall be promptly advised in writing of the determination and 
reasons why the award fee was or was not earned. It is further agreed that the contractor may submit a 
self-evaluation of performance of each period under consideration. While it is recognized that the basis 
for the determination of the fee shall be the evaluation by the Government, any self-evaluation which is 
received within thirty (30) days after the end of the period being evaluated may be given such 
consideration, if any, as the FDO shall find appropriate. 
 
(c) The FDO may specify in any fee determination that fee not earned during the period evaluated may be 
accumulated and be available for allocation to one or more subsequent periods. In that event, the 
distribution of award fee shall be adjusted to reflect such allocations. 
 
NOTE:  See Section J, Attachment J.9 - PERFORMANCE EVALUATION PLAN. 
 
I.9 1252.216-72  PERFORMANCE EVALUATION PLAN (OCT 1994) (Applicable to CLINs 
0002, 0003, 0004 and 0005) 
 
(a) A Performance Evaluation Plan shall be unilaterally established by the Government based on the 
criteria stated in the contract and used for the determination of award fee. This plan shall include the 
criteria used to evaluate each area and the percentage of award fee (if any) available for each area. A copy 
of the plan shall be provided to the contractor thirty (30) calendar days prior to the start of the first 
evaluation period. 
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(b) The criteria contained within the Performance Evaluation Plan may relate to: (1) Technical (including 
schedule) requirements if appropriate; (2) Management; and (3) Cost. 
 
(c) The Performance Evaluation Plan may, consistent with the contract, be revised unilaterally by the 
Government at any time during the period of performance. Notification of such changes shall be provided 
to the contractor forty-five (45) calendar days prior to the start of the evaluation period to which the 
change will apply. 
 
NOTE:  See Section J, Attachment J.9 - PERFORMANCE EVALUATION PLAN. 
 
I.10 1252.216-73 DISTRIBUTION OF AWARD FEE (OCT 1994) (Applicable to CLINs 0002, 
0003, 0004 and 0005)* 
 
(a) The total amount of award fee available under this contract is assigned according to the following 
evaluation periods and amounts: 

 
Evaluation Period:       (To Be Completed at Time of Contract Award) 
Available Award Fee:  (To Be Completed at Time of Contract Award) 

 
(b) Payment of the base fee and award fee shall be made, provided that after payment of 85 percent of the 
base fee and potential award fee, the Government may withhold further payment of the base fee and 
award fee until a reserve is set aside in an amount that the Government considers necessary to protect its 
interest.  This reserve shall not exceed 15 percent of the total base fee and potential award fee or 
$100,000, whichever is less. 
 
(c) In the event of contract termination, either in whole or in part, the amount of award fee available shall 
represent a prorata distribution associated with evaluation period activities or events as determined by the 
Government. 
 
(d) The Government will promptly make payment of any award fee upon the submission by the 
Contractor to the CO’s authorized representative, of a public voucher or invoice in the amount of the total 
fee earned for the period evaluated.  Payment may be made without using a contract modification. 
 
*NOTE:  For purposes of this contract, there is no base fee for each of the respective CLINs; the total fee 
amount for each CLIN is considered to be award fee. 
 
NOTE:  See Section J, Attachment J.9 - PERFORMANCE EVALUATION PLAN. 
 
I.11 1252.245-70  GOVERNMENT PROPERTY REPORTS (OCT 1994) 
 
The Contractor shall prepare an annual report of Government property in its possession and the 
possession of its subcontractors.  
 
The report shall be submitted to the CO not later than September 15 of each calendar year on Form DOT 
F 4200.43, Contractor Report of Government Property. 
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SECTION J - LIST OF ATTACHMENTS 

 
 
J.1 SAMPLE MONTHLY ACTIVITY REPORT 
 
J.2 ELECTRONIC SUBMISSION REQUIREMENTS 
 
J.3 GOVERNMENT-FURNISHED PROPERTY LIST 
 
J.4 VOLPE CENTER ORDER 1370.4B 
 
J.5 DEPARTMENTAL INFORMATION RESOURCE MANAGEMENT MANUAL (DIRMM) 

DOT ORDER 1350.2 – DOT H 1350.250 (GUIDE TO ESTABLISHING AN INOFRMATION 
SYSTEM PROTECTION PROGRAM) 

 
J.6 ELECTRONIC POLICIES AND PROCEDURES FORMAT 
 
J.7 DD FORM 254 - DEPARTMENT OF DEFENSE CONTRACT SECURITY CLASSIFICATION 

SPECIFICATION  
 
J.8 U.S. DEPARTMENT OF LABOR WAGE DETERMINATIONS  
 
J.9 PERFORMANCE EVALUATION PLAN  
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SECTION K - REPRESENTATIONS, CERTIFICATIONS, AND  

OTHER STATEMENTS OF OFFERORS OR QUOTERS  
 
K.1 FAR PROVISIONS INCORPORATED BY REFERENCE; FEDERAL ACQUISITION 
REGULATION (48 CFR CHAPTER 1) PROVISIONS 
 
52.203-11 Certification and Disclosure Regarding Payments to Influence Certain Federal Transactions. 
APR 1991  
 
52.222-21 Prohibition of Segregated Facilities. FEB 1999  
 
K.2 52.204-3 TAXPAYER IDENTIFICATION (OCT 1998)  
  

(a) Definitions. 
 

“Common parent,”  as used in this provision, means that corporate entity that owns or controls an 
affiliated group of corporations that files its Federal income tax returns on a consolidated basis, 
and of which the Offeror is a member. 
 
“Taxpayer Identification Number (TIN),”  as used in this provision, means the number required 
by the Internal Revenue Service (IRS) to be used by the Offeror in reporting income tax and other 
returns. The TIN may be either a Social Security Number or an Employer Identification Number. 
 
(b) All Offerors must submit the information required in paragraphs (d) through (f) of this 
provision to comply with debt collection requirements of 31 U.S.C. 7701(c) and 3325(d), 
reporting requirements of 26 U.S.C. 6041, 6041A, and 6050M, and implementing regulations 
issued by the IRS. If the resulting contract is subject to the payment reporting requirements 
described in Federal Acquisition Regulation (FAR) 4.904, the failure or refusal by the Offeror to 
furnish the information may result in a 31 percent reduction of payments otherwise due under the 
contract. 
 
(c) The TIN may be used by the Government to collect and report on any delinquent amounts 
arising out of the Offeror's relationship with the Government (31 U.S.C. 7701(c)(3)). If the 
resulting contract is subject to the payment reporting requirements described in FAR 4.904, the 
TIN provided hereunder may be matched with IRS records to verify the accuracy of the Offeror's 
TIN. 
 
(d) Taxpayer Identification Number (TIN). 

 
[ ] TIN: _____________________. 
 
[ ] TIN has been applied for. 
 
[ ] TIN is not required because: 
 
[ ] Offeror is a nonresident alien, foreign corporation, or foreign partnership that does not have 
income effectively connected with the conduct of a trade or business in the United States and 
does not have an office or place of business or a fiscal paying agent in the United States; 
 
[ ] Offeror is an agency or instrumentality of a foreign government; 
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[ ] Offeror is an agency or instrumentality of the Federal Government. 
 
(e) Type of organization. 

 
[ ] Sole proprietorship; 
 
[ ] Partnership; 
 
[ ] Corporate entity (not tax-exempt); 
 
[ ] Corporate entity (tax-exempt); 
 
[ ] Government entity (Federal, State, or local); 
 
[ ] Foreign government; 
 
[ ] International organization per 26 CFR 1.6049-4; 
 
[ ] Other _________________________. 
 
(f) Common parent. 

 
[ ] Offeror is not owned or controlled by a common parent as defined in paragraph (a) of this 
provision. 
 
[ ] Name and TIN of common parent: 
 
Name _____________________________ 
 
TIN ______________________________ 

 
K.3. 52.204-5 WOMEN-OWNED BUSINESS (OTHER THAN SMALL BUSINESS) (MAY 
1999)  
  

(a) Definition. “Women-owned business concern,”  as used in this provision, means a concern 
that is at least 51 percent owned by one or more women; or in the case of any publicly owned 
business, at least 51 percent of its stock is owned by one or more women; and whose management 
and daily business operations are controlled by one or more women. 
 
(b) Representation. [Complete only if the Offeror is a women-owned business concern and has 
not represented itself as a small business concern in paragraph (b)(1) of FAR 52.219-1, Small 
Business Program Representations, of this solicitation.] The Offeror represents that it * is a 
women-owned business concern. 

 
K.4 52.209-5 CERTIFICATION REGARDING DEBARMENT, SUSPENSION, PROPOSED 
DEBARMENT, AND OTHER RESPONSIBILITY MATTERS (DEC 2001)  
  

(a)(1) The Offeror certifies, to the best of its knowledge and belief, that -  
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(i) The Offeror and/or any of its Principals -  
 
(A) Are * are not * presently debarred, suspended, proposed for debarment, or declared 
ineligible for the award of contracts by any Federal agency; 
 
(B) Have [*] have not [*], within a three-year period preceding this offer, been convicted 
of or had a civil judgment rendered against them for: commission of fraud or a criminal 
offense in connection with obtaining, attempting to obtain, or performing a public 
(Federal, state, or local) contract or subcontract; violation of Federal or state antitrust 
statutes relating to the submission of offers; or commission of embezzlement, theft, 
forgery, bribery, falsification or destruction of records, making false statements, tax 
evasion, or receiving stolen property; and 
 
(C) Are [*] are not [*] presently indicted for, or otherwise criminally or civilly charged 
by a governmental entity with, commission of any of the offenses enumerated in 
paragraph (a)(1)(i)(B) of this provision. 
 
(ii) The Offeror has [ ] has not [ ], within a three-year period preceding this offer, had one 
or more contracts terminated for default by any Federal agency. 
 
(2) “Principals,” for the purposes of this certification, means officers; directors; owners; 
partners; and, persons having primary management or supervisory responsibilities within 
a business entity (e.g., general manager; plant manager; head of a subsidiary, division, or 
business segment, and similar positions). 

 
This Certification Concerns a Matter Within the Jurisdiction of an Agency of the United 
States and the Making of a False, Fictitious, or Fraudulent Certification May  Render the 
Maker Subject to Prosecution Under Section 1001, Title 18, United States Code. 

 
(b) The Offeror shall provide immediate written notice to the Contracting Officer if, at any time 
prior to contract award, the Offeror learns that its certification was erroneous when submitted or 
has become erroneous by reason of changed circumstances.  
 
(c) A certification that any of the items in paragraph (a) of this provision exists will not 
necessarily result in withholding of an award under this solicitation. However, the certification 
will be considered in connection with a determination of the Offeror's responsibility. Failure of 
the Offeror to furnish a certification or provide such additional information as requested by the 
Contracting Officer may render the Offeror nonresponsible. 
 
(d) Nothing contained in the foregoing shall be construed to require establishment of a system of 
records in order to render, in good faith, the certification required by paragraph (a) of this 
provision. The knowledge and information of an Offeror is not required to exceed that which is 
normally possessed by a prudent person in the ordinary course of business dealings. 
 
(e) The certification in paragraph (a) of this provision is a material representation of fact upon 
which reliance was placed when making award. If it is later determined that the Offeror 
knowingly rendered an erroneous certification, in addition to other remedies available to the 
Government, the Contracting Officer may terminate the contract resulting from this solicitation 
for default. 
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K.5 52.215-6 PLACE OF PERFORMANCE (OCT 1997)  
  

(a) The Offeror or respondent, in the performance of any contract resulting from this solicitation, 
[ ] intends, [ ] does not intend [check applicable block] to use one or more plants or facilities 
located at a different address from the address of the Offeror or respondent as indicated in this 
proposal or response to request for information. 
 
(b) If the Offeror or respondent checks “intends” in paragraph (a) of this provision, it shall insert 
in the following spaces the required information: 

 
Place of Performance  Name and Address of Owner 
(Street Address, City,  and Operator of the Plant 
State, County, Zip Code) or Facility if Other than 

Offeror or Respondent 
 
____________________ _______________________ 
 
____________________ _______________________ 
 

K.6 52.219-1 SMALL BUSINESS PROGRAM REPRESENTATIONS (APR 2002)  
  

(a)(1) The North American Industry Classification System (NAICS) code for this acquisition is  
541513 

 
(2) The small business size standard is $21,000,000. 
 
(3) The small business size standard for a concern which submits an offer in its own 
name, other than on a construction or service contract, but which proposes to furnish a 
product which it did not itself manufacture, is 500 employees. 

 
(b) Representations. (1) The Offeror represents as part of its offer that it [ ] is, [ ] is not a small 
business concern. 

 
(2) [Complete only if the Offeror represented itself as a small business concern in 
paragraph (b)(1) of this provision.] The Offeror represents, for general statistical 
purposes, that it [ ] is, [ ] is not, a small disadvantaged business concern as defined in 13 
CFR 124.1002. 
 
(3) [Complete only if the Offeror represented itself as a small business concern in 
paragraph (b)(1) of this provision.] The Offeror represents as part of its offer that it [ ] is, 
[ ] is not a women-owned small business concern.  
 
(4) [Complete only if the Offeror represented itself as a small business concern in 
paragraph (b)(1) of this provision.] The Offeror represents as part of its offer that it [ ] is, 
[ ] is not a veteran-owned small business concern.  
 
(5) [Complete only if the Offeror represented itself as a veteran-owned small business 
concern in paragraph (b)(4) of this provision.] The Offeror represents as part of its offer 
that it [ ] is, [ ] is not a service-disabled veteran-owned small business concern. 
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(6) [Complete only if the Offeror represented itself as a small business concern in 
paragraph (b)(1) of this provision.] The Offeror represents, as part of its offer, that— 

 
(i) It [ ] is, [ ] is not a HUBZone small business concern listed, on the date of this 
representation, on the List of Qualified HUBZone Small Business Concerns maintained 
by the Small Business Administration, and no material change in ownership and control, 
principal office, or HUBZone employee percentage has occurred since it was certified by 
the Small Business Administration in accordance with 13 CFR part 126; and 

 
(ii) It [ ] is, [ ] is not a joint venture that complies with the requirements of 13 CFR part 
126, and the representation in paragraph (b)(6)(i) of this provision is accurate for the 
HUBZone small business concern or concerns that are participating in the  joint venture. 
[The Offeror shall enter the name or names of the HUBZone small business concern or 
concerns that are participating in the joint venture:____________.] Each HUBZone small 
business concern participating in the joint venture shall submit a separate signed copy of 
the HUBZone representation. 

  
(c) Definitions. As used in this provision -  

 
“Service-disabled veteran-owned small business concern” -  

 
(1) Means a small business concern -  

 
(i) Not less than 51 percent of which is owned by one or more service-disabled veterans 
or, in the case of any publicly owned business, not less than 51 percent of the stock of 
which is owned by one or more service-disabled veterans; and 
 
(ii) The management and daily business operations of which are controlled by one or 
more service-disabled veterans or, in the case of a veteran with permanent and severe 
disability, the spouse or permanent caregiver of such veteran. 
 
(2) Service-disabled veteran means a veteran, as defined in 38 U.S.C. 101(2), with a 
disability that is service-connected, as defined in 38 U.S.C. 101(16). 

 
“Small business concern”  means a concern, including its affiliates, that is independently owned 
and operated, not dominant in the field of operation in which it is bidding on Government 
contracts, and qualified as a small business under the criteria in 13  CFR part 121 and the size 
standard in paragraph (a) of this provision. 
 
“Veteran-owned small business concern” means a small business concern -  

 
(1) Not less than 51 percent of which is owned by one or more veterans (as defined at 38 
U.S.C. 101(2)) or, in the case of any publicly owned business, not less than 51 percent of 
the stock of which is owned by one or more veterans; and 
 
(2) The management and daily business operations of which are controlled by one or 
more veterans. 
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“Women-owned small business concern” means a small business concern -  

 
(1) That is at least 51 percent owned by one or more women; or in the case of any 
publicly owned business, at least 51 percent of the stock of which is owned by one or 
more women; and 
 
(2) Whose management and daily business operations are controlled by one or more 
women. 

 
(d) Notice. (1) If this solicitation is for supplies and has been set aside, in whole or in part, for 
small business concerns, then the clause in this solicitation providing notice of the set-aside 
contains restrictions on the source of the end items to be furnished. 

 
(2) Under 15 U.S.C. 645(d), any person who misrepresents a firm's status as a small, 
HUBZone small, small disadvantaged, or women-owned small business concern in order 
to obtain a contract to be awarded under the preference programs established pursuant to 
section 8(a), 8(d), 9, or 15 of the Small Business Act or any other provision of Federal 
law that specifically references section 8(d) for a definition of program eligibility, shall -  

 
(i) Be punished by imposition of fine, imprisonment, or both; 
 
(ii) Be subject to administrative remedies, including suspension and debarment; and 
 
(iii) Be ineligible for participation in programs conducted under the authority of the Act. 

 
K.7 52.219-22 SMALL DISADVANTAGED BUSINESS STATUS (OCT 1999)  
  

(a) General. This provision is used to assess an Offeror's small disadvantaged business status for 
the purpose of obtaining a benefit on this solicitation. Status as a small business and status as a 
small disadvantaged business for general statistical purposes is covered by the provision at FAR 
52.219-1, Small Business Program Representation. 
 
(b) Representations. (1) General. The Offeror represents, as part of its offer, that it is a small 
business under the size standard applicable to this acquisition; and either -  

 
[ ] (i) It has received certification by the Small Business Administration as a small 
disadvantaged business concern consistent with 13 CFR 124, Subpart B; and 

 
(A) No material change in disadvantaged ownership and control has occurred since its 
certification; 
 
(B) Where the concern is owned by one or more disadvantaged individuals, the net worth 
of each individual upon whom the certification is based does not exceed $750,000 after 
taking into account the applicable exclusions set forth at 13 CFR 124.104(c)(2); and 
 
(C) It is identified, on the date of its representation, as a certified small disadvantaged 
business concern in the database maintained by the Small Business Administration (PRO-
Net); or 
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[ ] (ii) It has submitted a completed application to the Small Business Administration or a 
Private Certifier to be certified as a small disadvantaged business concern in accordance 
with 13 CFR 124, Subpart B, and a decision on that application is pending, and that no 
material change in disadvantaged ownership and control has occurred since its 
application was submitted. 
 
(2) [ ] For Joint Ventures. The Offeror represents, as part of its offer, that it is a joint 
venture that complies with the requirements at 13 CFR 124.1002(f) and that the 
representation in paragraph (b)(1) of this provision is accurate for the small 
disadvantaged business concern that is participating in the joint venture. [The Offeror 
shall enter the name of the small disadvantaged business concern that is participating in 
the joint venture:_________________________.] 

 
(c) Penalties and Remedies. Anyone who misrepresents any aspects of the disadvantaged status of 
a concern for the purposes of securing a contract or subcontract shall -  

 
(1) Be punished by imposition of a fine, imprisonment, or both; 
 
(2) Be subject to administrative remedies, including suspension and debarment; and 
 
(3) Be ineligible for participation in programs conducted under the authority of the Small 
Business Act. 

 
K.8 52.222-22 PREVIOUS CONTRACTS AND COMPLIANCE REPORTS (FEB 1999)  
  
The Offeror represents that -  

 
(a) It [ ] has, [ ] has not participated in a previous contract or subcontract subject the Equal 
Opportunity clause of this solicitation; 
 
(b) It [ ] has, [ ] has not filed all required compliance reports; and 
 
(c) Representations indicating submission of required compliance reports, signed by proposed 
subcontractors, will be obtained before subcontract awards. 

 
K.9 52.222-25 AFFIRMATIVE ACTION COMPLIANCE (APR 1984)  
  
The Offeror represents that -  

 
(a) It [ ] has developed and has on file, [ ] has not developed and does not have on file, at each 
establishment, affirmative action programs required by the rules and regulations of the Secretary 
of Labor (41 CFR 60-1 and 60-2); or 
 
(b) It [ ] has not previously had contracts subject to the written affirmative action programs 
requirement of the rules and regulations of the Secretary of Labor. 
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K.10 52.223-13 CERTIFICATION OF TOXIC CHEMICAL RELEASE REPORTING (OCT 
2000)  
  

(a) Submission of this certification is a prerequisite for making or entering into this contract 
imposed by Executive Order 12969, August 8, 1995. 
 
(b) By signing this offer, the Offeror certifies that -  

 
(1) As the owner or operator of facilities that will be used in the performance of this contract that 
are subject to the filing and reporting requirements described in section 313 of the Emergency 
Planning and Community Right-to-Know Act of 1986 (EPCRA) (42 U.S.C. 11023) and section 
6607 of the Pollution Prevention Act of 1990 (PPA) (42 U.S.C. 13106), the Offeror will file and 
continue to file for such facilities for the life of the contract the Toxic Chemical Release 
Inventory Form (Form R) as described in sections 313(a) and (g) of EPCRA and section 6607 of 
PPA; or 
 
(2) None of its owned or operated facilities to be used in the performance of this contract is 
subject to the Form R filing and reporting requirements because each such facility is exempt for 
at least one of the following reasons: [Check each block that is applicable.] 

 
[ ] (i) The facility does not manufacture, process, or otherwise use any toxic chemicals listed 
under section 313(c) of EPCRA, 42 U.S.C. 11023(c); 
 
[ ] (ii) The facility does not have 10 or more full-time employees as specified in section 
313(b)(1)(A) of EPCRA, 42 U.S.C. 11023(b)(1)(A); 
 
[ ] (iii) The facility does not meet the reporting thresholds of toxic chemicals established under 
section 313(f) of EPCRA, 42 U.S.C. 11023(f) (including the alternate thresholds at 40 CFR 
372.27, provided an appropriate certification form has been filed with EPA); 
 
[ ] (iv) The facility does not fall within Standard Industrial Classification Code (SIC) major 
groups 20 through 39 or their corresponding North American Industry Classification System 
(NAICS) sectors 31 through 33; or 
 
[ ] (v) The facility is not located within any State of the United States, the District of Columbia, 
the Commonwealth of Puerto Rico, Guam, American Samoa, the United States Virgin Islands, 
the Northern Mariana Islands, or any other territory or possession over which the United States 
has jurisdiction. 

 
K.11 52.225-8 DUTY-FREE ENTRY (FEB 2000)  
  

(a) Definition. “Customs territory of the United States” means the States, the District of 
Columbia, and Puerto Rico. 
 
(b) Except as otherwise approved by the Contracting Officer, the Contractor shall not include in 
the contract price any amount for duties on supplies specifically identified in the Schedule to be 
accorded duty-free entry. 
 
(c) Except as provided in paragraph (d) of this clause or elsewhere in this contract, the following 
procedures apply to supplies not identified in the Schedule to be accorded duty-free entry: 
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(1) The Contractor shall notify the Contracting Officer in writing of any purchase of 
foreign supplies (including, without limitation, raw materials, components, and 
intermediate assemblies) in excess of $10,000 that are to be imported into the customs 
territory of the United States for delivery to the Government under this contract, either as 
end products or for incorporation into end products. The Contractor shall furnish the 
notice to the Contracting Officer at least 20 calendar days before the importation. The 
notice shall identify the -  

 
(i) Foreign supplies; 
 
(ii) Estimated amount of duty; and 
 
(iii) Country of origin. 
 
(2) The Contracting Officer will determine whether any of these supplies should be 
accorded duty-free entry and will notify the Contractor within 10 calendar days after 
receipt of the Contractor's notification. 
 
(3) Except as otherwise approved by the Contracting Officer, the contract price shall be 
reduced by (or the allowable cost shall not include) the amount of duty that would be 
payable if the supplies were not entered duty-free. 

 
(d) The Contractor is not required to provide the notification under paragraph (c) of this clause for 
purchases of foreign supplies if -  

 
(1) The supplies are identical in nature to items purchased by the Contractor or any 
subcontractor in connection with its commercial business; and 
 
(2) Segregation of these supplies to ensure use only on Government contracts containing 
duty-free entry provisions is not economical or feasible. 

 
(e) The Contractor shall claim duty-free entry only for supplies to be delivered to the Government 
under this contract, either as end products or incorporated into end products, and shall pay duty 
on supplies, or any portion of them, other than scrap, salvage, or competitive sale authorized by 
the Contracting Officer, diverted to nongovernmental use. 
 
(f) The Government will execute any required duty-free entry certificates for supplies to be 
accorded duty-free entry and will assist the Contractor in obtaining duty-free entry for these 
supplies. 
 
(g) Shipping documents for supplies to be accorded duty-free entry shall consign the shipments to 
the contracting agency in care of the Contractor and shall include the -  

 
(1) Delivery address of the Contractor (or contracting agency, if appropriate); 
 
(2) Government prime contract number; 
 
(3) Identification of carrier; 
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(4) Notation “UNITED STATES GOVERNMENT, [agency], Duty-free entry to be 
claimed pursuant to Item No(s) [from Tariff Schedules], Harmonized Tariff Schedules of 
the United States. Upon arrival of shipment at port of entry, District Director of Customs, 
please release shipment under 19 CFR part 142 and notify [cognizant contract 
administration office] for execution of Customs Forms 7501 and 7501-A and any 
required duty-free entry certificates.”; 
 
(5) Gross weight in pounds (if freight is based on space tonnage, state cubic feet in 
addition to gross shipping weight); and 
 
(6) Estimated value in United States dollars. 

 
(h) The Contractor shall instruct the foreign supplier to -  

 
(1) Consign the shipment as specified in paragraph (g) of this clause; 
 
(2) Mark all packages with the words “UNITED STATES GOVERNMENT” and the title 
of the contracting agency; and 
 
(3) Include with the shipment at least two copies of the bill of lading (or other shipping 
document) for use by the District Director of Customs at the port of entry. 

 
(i) The Contractor shall provide written notice to the cognizant contract administration office 
immediately after notification by the Contracting Officer that duty-free entry will be accorded 
foreign supplies or, for duty-free supplies identified in the Schedule, upon award by the 
Contractor to the overseas supplier. The notice shall identify the -  

 
(1) Foreign supplies; 
 
(2) Country of origin; 
 
(3) Contract number; and 
 
(4) Scheduled delivery date(s). 

 
(j) The Contractor shall include the substance of this clause in any subcontract if -  

 
(1) Supplies identified in the Schedule to be accorded duty-free entry will be imported 
into the customs territory of the United States; or 
 
(2) Other foreign supplies in excess of $10,000 may be imported into the customs 
territory of the United States. 

 
K.12 52.226-2 HISTORICALLY BLACK COLLEGE OR UNIVERSITY AND MINORITY 
INSTITUTION REPRESENTATION (MAY 2001)  
  

(a) Definitions. As used in this provision-- 
 

“Historically black college or university” means an institution determined by the Secretary of 
Education to meet the requirements of 34 CFR 608.2. For the Department of Defense, the  
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National Aeronautics and Space Administration, and the Coast Guard, the term also includes any 
nonprofit research institution that was an integral part of such a college or university before 
November 14, 1986. 

 
“Minority institution”  means an institution of higher education meeting the requirements of 
Section 1046(3) of the Higher Education Act of 1965 (20 U.S.C. 1067k, including a Hispanic-
serving institution of higher education, as defined in Section 316(b)(1)  of the Act (20 U.S.C. 
1101a)). 

 
(b) Representation. The Offeror represents that it-- 

 
[ ] is [ ] is not a historically black college or university; 

 
[ ] is [ ] is not a minority institution. 

 
K.13 52.227-6 ROYALTY INFORMATION (APR 1984)  
  

(a) Cost or charges for royalties. When the response to this solicitation contains costs or charges 
for royalties totaling more than $250, the following information shall be included in the response 
relating to each separate item of royalty or license fee: 

 
(1) Name and address of licensor. 
 
(2) Date of license agreement. 
 
(3) Patent numbers, patent application serial numbers, or other basis on which the royalty is 
payable. 
 
(4) Brief description, including any part or model numbers of each contract item or component on 
which the royalty is payable. 
 
(5) Percentage or dollar rate of royalty per unit. 
 
(6) Unit price of contract item. 
 
(7) Number of units. 
 
(8) Total dollar amount of royalties. 
 
(b) Copies of current licenses. In addition, if specifically requested by the Contracting Officer 
before execution of the contract, the Offeror shall furnish a copy of the current license agreement 
and an identification of applicable claims of specific patents. 

 
K.14 52.227-15 REPRESENTATION OF LIMITED RIGHTS DATA AND RESTRICTED 
COMPUTER SOFTWARE (MAY 1999)  
  

(a) This solicitation sets forth the work to be performed if a contract award results, and the 
Government's known delivery requirements for data (as defined in FAR 27.401). Any resulting 
contract may also provide the Government the option to order additional data under the 
Additional Data Requirements clause at 52.227-16  of the FAR, if included in the contract. Any 
data delivered under the resulting contract will be subject to the Rights in Data - General clause at  
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52.227-14  that is to be included in this contract. Under the latter clause, a Contractor may 
withhold from delivery data that qualify as limited rights data or restricted computer software, 
and deliver form, fit, and function data in lieu thereof. The latter clause also may be used with its 
Alternates II and/or III to obtain delivery of limited rights data or restricted computer software, 
marked with limited rights or restricted rights notices, as appropriate. In addition, use of Alternate 
V with this latter clause provides the Government the right to inspect such data at the Contractor's 
facility. 
 
(b) As an aid in determining the Government's need to include Alternate II or Alternate III in the 
clause at 52.227-14, Rights in Data - General, the Offeror shall complete paragraph (c) of this 
provision to either state that none of the data qualify as limited rights data or restricted computer 
software, or identify, to the extent feasible, which of the data qualifies as limited rights data or 
restricted computer software. Any identification of limited rights data or restricted computer 
software in the Offeror's response is not determinative of the status of such data should a contract 
be awarded to the Offeror. 
 
(c) The Offeror has reviewed the requirements for the delivery of data or software and states 
[Offeror check appropriate block] -  

 
[ ] None of the data proposed for fulfilling such requirements qualifies as limited rights data or 
restricted computer software. 
 
[ ] Data proposed for fulfilling such requirements qualify as limited rights data or restricted 
computer software and are identified as follows: 
 
_______________________________________________ 
 
_______________________________________________ 
 
_______________________________________________ 
 
Note: “Limited rights data” and “Restricted computer software” are defined in the contract clause 
entitled “Rights in Data - General.” 

 
K.15 SIGNATURE (MAY 1999)  
  
By execution and submission of this statement, the undersigned acknowledges that he/she has reviewed 
and, where appropriate, has fully and accurately completed each of the certifications and/or 
representations contained in Section K of this solicitation for the purpose(s) set forth therein, and that 
he/she has been authorized to do so on behalf of the Offeror. 
 
 
__________________________________________ Signature 
 
__________________________________________ Typed Name, Title 
 
__________________________________________ Offeror 
 
__________________________________________ Date 
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SECTION L – INSTRUCTIONS, CONDITIONS, AND NOTICES TO OFFERORS 

OR QUOTERS 
 
L.1 FAR 52.252-1 SOLICITATION PROVISIONS INCORPORATED BY REFERENCE (FEB 

1998) 
 
This solicitation incorporates one or more solicitation provisions by reference, with the same force and 
effect as if they were given in full text. Upon request, the Contracting Officer will make their full text 
available. The Offeror is cautioned that the listed provisions may include blocks that must be completed 
by the Offeror and submitted with its quotation or offer. In lieu of submitting the full text of those 
provisions, the Offeror may identify the provision by paragraph identifier and provide the appropriate 
information with its quotation or offer. Also, the full text of a solicitation provision may be accessed 
electronically at this/these address(es): 
 
http://farsite.hill.af.mil/vffar.htm 
http://www.dot.gov/ost/m60/tamtar/  
 
I. FEDERAL ACQUISITION REGULATION (48 CFR CHAPTER 1) PROVISIONS 
 
Number Title          Date 
 
52.204-6 Data Universal Numbering System (DUNS) Number   JUN 1999 
52.214-34 Submission of Offers in the English Language    APR 1991  
52.214-35 Submission of Offers in U.S. Currency    APR 1991 
52.215-16 Facilities Capital Cost of Money     OCT 1997 
52.222-24 Pre-award Onsite Equal Opportunity Compliance Evaluation. FEB 1999  
52.222-46 Evaluation of Compensation for Professional Employees  FEB 1993  
52.237-1 Site Visit        APR 1984  
 
II. TRANSPORTATION ACQUISITION REGULATION (48 CFR CHAPTER 12) PROVISIONS 
 
Number  Title          Date 
 
1252.209-70  Disclosure of Conflicts of Interest     OCT 1994 
 
 
(NOTE: The following provisions are also incorporated by reference into this solicitation.  Portions of 
the text of these clauses are shown only for the purpose of identifying required fill-in items). 
 
52.215-1 INSTRUCTIONS TO OFFERORS - COMPETITIVE ACQUISITION (MAY 2001) 
 
52.215-1(e)(1) Mark the title page with the following legend: This proposal includes data that shall not be 
disclosed outside the Government and shall not be duplicated, used, or disclosed in whole or in part - for 
any purpose other than to evaluate this proposal. If, however, a contract is awarded to this Offeror as a 
result of - or in connection with – the submission of this data, the Government shall have the right to 
duplicate, use, or disclose the data to the extent provided in the resulting contract. This restriction does 
not limit the Government’s right to use information contained in this data if it is obtained from another 
source without restriction. The data subject to this restriction are contained in sheets [insert numbers or 
other identification of sheets]; and  
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52.215-20 REQUIREMENTS FOR COST OR PRICING DATA OR INFORMATION 
OTHER THAN COST OR PRICING DATA (OCT 1997) -- ALTERNATE IV (OCT 1997) 
 
(a) Submission of cost or pricing data is not required. 
 
(b) Provide information described below: See L.6 - COST PROPOSAL - INSTRUCTIONS TO 
OFFERORS. 
 
L.2 52.216-1 TYPE OF CONTRACT (APR 1984)  
 
The Government contemplates award of a Cost-Plus-Award-Fee contract resulting from this solicitation.* 
 
* With the exception of CLIN 0001, Contract Transition, which shall be awarded on a Firm-Fixed-Price 
basis. 
 
L.3 52.233-2 SERVICE OF PROTEST (AUG 1996)  
 
Protests, as defined in section 33.101 of the Federal Acquisition Regulation, that are filed directly with an 
agency, and copies of any protests that are filed with the General Accounting Office (GAO), shall be 
served on the Contracting Officer (addressed as follows) by obtaining written and dated acknowledgment 
of receipt from: 

 
U. S. Department of Transportation 
Volpe National Transportation Systems Center 
Attn: Michael Leary, Contracting Officer, DTS-853 
55 Broadway, Kendall Square 
Cambridge, MA 02142-1093 
 

The copy of any protest shall be received in the office designated above within one day of filing a protest 
with the GAO. 
 
L.4 GENERAL INFORMATION 
 
L.4.A.  PRE-PROPOSAL CONFERENCE AND SITE VISIT AND ELECTRONIC LIBRARY 
 
A pre-proposal conference and site visit for all prospective Offerors will be held at the Volpe Center, 55 
Broadway, Cambridge, Massachusetts 02142-1093, on October 31, 2002, at 10:00 A.M. local time.  
Questions will be answered relative to this procurement.  Directions to the Volpe Center may be found at 
the Center’s Web site at http://www.volpe.dot.gov/about/visiting.html 
 
All prospective Offerors are urged to attend this conference.  In order to make the conference as 
productive as possible, the prospective Offerors are requested to submit any questions they may have in 
writing by letter, fax, or by e-mail to the Contracting Officer, Michael Leary, DTS-853, at: 
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U.S. Department of Transportation 
RSPA/Volpe National Transportation Systems Center 
Attn: Michael Leary, DTS-853 
Ref:  DTRS57-02-R-20032 
55 Broadway, Kendall Square 
Cambridge, MA 02142-1093 
Fax:  (617) 494-3024 
E-mail:  LearyM@volpe.dot.gov 

 
by noon local time on October 25, 2002.  Each prospective Offeror shall be limited to two (2) attendees.  
The names, titles, phone numbers and e-mail addresses of these attendees must also be submitted to the 
above addressee by 3:30 P.M. local time on October 29, 2002.  
 
Failure of a prospective Offeror to submit any questions or to attend the conference will be construed to 
mean that the Offeror fully understands all requirements of the solicitation.  Prospective Offerors are 
advised that the pre-proposal conference will be held solely for the purpose of explaining the 
specifications, terms, and conditions for this solicitation.  All prospective Offerors are advised that at the 
conclusion of the conference, unless this solicitation is amended in writing, it will remain unchanged, and 
that if an amendment is issued, normal procedures relating to the acknowledgment and receipt of any such 
amendment shall be applicable.   
 
Offerors are urged and expected to inspect the site where services are to be performed and to satisfy 
themselves regarding all general and local conditions that may affect the cost of contract performance to 
the extent that the information is reasonably obtainable.   
 
An Electronic Vendor Reference Library has also been posted on the Volpe Center web site along with 
this RFP.  Offerors are urged to download the library and also to browse the entire Volpe Center web site 
for general information about the work of the Volpe Center.  Failure to inspect the library or web site will 
not constitute grounds for a claim after contract award.  The library contains the following information: 
 

1. FIPS PUB 106 
2. General Server Information 
3. LAN/WAN Diagram 
4. Overview of Network and Desktop Environment 
5. Volpe Center Administrative Applications 

 
L.4.B. PROPOSAL IDENTIFICATION 
 
For ease of reference, an Offeror’s submissions covering factors other than cost; i.e., Technical 
Excellence, Management Approach, Transition Approach, Past Performance, and Staffing, will be 
referred to in this Request for Proposal (RFP) as the “Technical Proposal.” 
 
L.4.C. AWARD WITHOUT DISCUSSIONS 
 
The Government intends to evaluate proposals and award a contract based on the initial offer (FAR 
52.215-1(f)(4)).  While it is the Government's intent to make award based upon initial offers, the 
Government may, nevertheless, determine during the evaluation period that it is necessary to conduct 
discussions.  In that case, the Contracting Officer (CO) will proceed to establish a competitive range and 
conduct negotiations with the firms in that range.  It is particularly important that each Offeror be fully  
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responsive in providing its best offer initially, since there may be no opportunity to revise proposals at a 
later date.  Offerors’ initial proposals shall be reviewed to determine whether they satisfy the formal 
requirements of the solicitation. Those proposals determined by the Government to be so grossly and 
obviously deficient as to be totally unacceptable on their face may be eliminated from further 
consideration before the initial evaluation.  Failure of Offerors to respond to or follow the instructions 
regarding the organization and content of the proposal volumes may result in the entire offer being 
eliminated before initial evaluation.  
 
An incomplete or deficient cost and price proposal will impede the CO from performing an analysis to 
determine probable cost to the Government and reasonableness of proposed costs. If an Offeror’s initial 
Cost Proposal is so grossly deficient or ambiguous that a cost analysis cannot be performed, or proposed 
costs are not supported or do not track to the supporting data required by the cost exhibits, that Offeror’s 
Cost Proposal may be deemed unrealistic and the entire offer may be excluded from evaluation. 
 
L.4.D. CONSISTENCY BETWEEN TECHNICAL AND COST PROPOSALS 
 
Offerors are required to ensure that the Technical and Cost Proposals are consistent.  All aspects of the 
Technical Proposal that impact cost, whether the cost treatment is direct or indirect, shall be identified in 
the Cost Proposal.   
 
Offerors shall identify in the Cost Proposal those persons whose resumes were provided in accordance 
with the solicitation requirements.  Offerors must include the actual labor rates (based on salary divided 
by 2,080 hours) of those persons for whom resumes have been submitted and show clearly how those 
rates are incorporated into the category rates proposed. 
 
L.4.E. INQUIRIES  
 
Any inquiries or correspondence pertaining to the RFP (including any submitted in connection with the 
pre-proposal conference referenced at L.4.B) must be received not later than 14 calendar days after 
issuance of this RFP.  Address all written inquiries to: 
 

U.S. Department of Transportation 
RSPA/Volpe National Transportation Systems Center 
Attn: Michael Leary, DTS-853 
Ref:  DTRS57-02-R-20032 
55 Broadway, Kendall Square 
Cambridge, MA 02142-1093 

 
The envelope must reference the solicitation number (DTRS57-02-R-20032) and the mail code (DTS-
853). Questions may also be submitted by e-mail to LearyM@volpe.dot.gov or by fax at (617) 494-3024.  
Any questions received after this date will be answered only if determined by the Contracting Officer to 
be in the best interest of the Government.  NO ORAL INQUIRIES WILL BE ANSWERED.  No 
question of any nature or form may be directed to technical personnel. Any additions, deletions or 
changes to this procurement will be made by amendment to the RFP.  Each amendment will be identified 
by number, and receipt thereof will be acknowledged by each Offeror.  Consistent with the dissemination 
of the RFP, any amendment will be posted on the Volpe Center Acquisition Management Division 
INTERNET home page (http://www.volpe.dot.gov/procure/index.html) and no paper copies will be 
mailed to prospective Offerors. 
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L.4.F. SOLICITATION MAILING INSTRUCTIONS 
 
To facilitate proper handling of the offer or amendment thereof, it is imperative that the outermost 
envelope/packaging which contains the offer/amendment be addressed in the format presented in the 
“Issued by” Block on page 1 of this solicitation.  Packages must be clearly labeled with the solicitation 
number and with a statement that the contents are “Proposal Data – To Be Opened By Addressee Only.” 
 
L.4.G. PROPOSAL SUBMISSION 
 
Offerors are required to submit their proposals in three separate volumes as follows: 
 

Volume I – Technical Proposal – Written Submission 
 

Tab A of this volume must include the response to Technical Excellence; Network and Desktop 
Support Administration (CLIN 0003); Facility Management Services (CLIN 0004); and System 
Development, System Planning, and Information Systems Security (CLIN 0005). 
 
Tab B of this volume must include the organizational chart and description and resumes for the 
proposed key staff for Contract Management and Administration (CLIN 0002).   
 
Tab C of this volume must include the draft transition plan. 
 
Tab D of this volume must include the required list of the Offeror’s current contracts, copies of 
past performance reports, or explanations of efforts to obtain them. 
 
Tab E of this volume must include the resumes for key personnel for Network and Desktop 
Support Administration (CLIN 0003); Facility Management Services (CLIN 0004; and System 
Development, System Planning, and Information Systems Security (CLIN 0005). 
 
Volume II –Structured Oral Presentation Slides 
 
This volume must contain hard copies of the slides the Offeror intends to present. 
 
Volume III – Cost Proposal 
 
This volume must consist of the attached Standard Form 33 (Solicitation, Offer and Award), 
solicitation documents, and information other than cost and pricing data.  

 
Each volume should be complete in itself so that evaluation of each part may be accomplished 
concurrently and evaluation of the non-cost factors may be made strictly on the basis of technical merit.  
 
L.4.H. COPIES 
 
The Offeror must submit seven (7) copies each of the Technical Proposal and structured oral presentation  
slides (Volumes I and II) and four (4) copies of the Cost Proposal (Volume III). The Cost Proposal must 
also be submitted on a 3 ½ inch floppy disk or CD in a virus-free format compatible with Microsoft Excel 
version 2000.    
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L.4.I. PAGE LIMITS 
 
The maximum number of pages that may be submitted for the Technical and Cost Proposals are as 
follows: 
 

Volume I -   Technical Proposal – Written:  See Section L.5.A.2. below 
Volume II –  Oral Presentation Slides:  No Limit (Section L.5.A.3. below) 
Volume III – Cost:  No Limit 
 

L.4.J. TEXT 
 
The text of the proposal shall be formatted on 8 1/2 by 11-inch paper with printing on one side only.  
Pages shall also be consecutively numbered.  Type size shall be 11 point proportional, averaging not  
more than 14 characters per inch (reduction is not permitted).  Exceptions to these restrictions are fold-out 
pages to 11 by 17 inches used for diagrams, charts, or graphic material, which will count as one page.  
The text will be single spaced with minimum margins as follows: 
 

Left Hand – 1 inch 
Right Hand – 1 inch 
Top – 1 inch 
Bottom – 1 inch 

 
L.4.L. BINDING 
 
The volumes must be loose leaf and in binders which can be easily opened and closed. 
 
L4.M. BINDER COVER INFORMATION 
 
All binders containing proposal material shall have spine labels containing the following information: 
 

• Solicitation Number: DTRS57-02-R-20032 
 

• Volume Number; 
 

• Copy Number - each copy shall be numbered 1 of 7, 2 of 7, etc; 
 

• Section/Tab - each binder shall be labeled with the Section/Tab identification for the information 
contained therein.  For example, a binder containing Tabs 1-6 of Section E would be labeled 
"Section/Tab: El - E6". If Section/Tabs are not required for the Volume referenced, label 
"Section/Tab: N/A"; 
 

• Binder Number - if additional binders are needed for a specific Section they shall be numbered, 1 
of 3, 2 of 3, etc.  If only one binder per Section is used it shall be numbered, 1 of 1; and 
 

• Offeror Identifier - place the word " Offeror: " with a blank line at the bottom of the binder label, 
for Government marking purposes. 
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The following is a sample binder spine label: 
 

Solicitation No. DTRS57-02-R-20032 
Volume:___________ 
Copy: _____ of _____ 
Section/Tab: ____ - ____ 
Binder:  ____of_____ 
Offeror: __(Leave Blank)______ 

 
DO NOT include ANY vendor identification on the spine or cover of the binder (either on the spine 
label or elsewhere). 
 

L.5 TECHNICAL PROPOSAL -- INSTRUCTIONS TO OFFERORS 
 
L.5.A. INTRODUCTION 
 
Proposals must be structured in accordance with the instructions contained herein. 
 
1. Organization and Appearance 
 
Your Technical Proposal should be comprehensive and explicit. Elaboration of general corporate or 
company experience in non-related activities will detract from the quality of your proposal.  All 
qualifications, experience, and capability should relate to the services required by the SOW.  Legibility, 
conciseness, completeness, clarity of content, coherence, and brevity are important since they will 
facilitate the Government's evaluation procedure and will also assure maximum credit being properly 
assigned to the various aspects of your proposal. 
 
2. Page Limits 
 
The maximum number of pages that may be submitted is as follows: 
 

Technical Excellence: The total overall page limit for the Offeror’s response is 30 pages for all 
areas combined. 
 
Management Approach: The organization charts and matrices for contract management and 
contract administration are limited to 2 pages.  The narrative description of the roles and 
responsibilities is limited to 5 pages.  The resumes for proposed staff may not exceed an average 
of two pages per resume.   
 
Transition: The draft transition plan is limited to 4 pages. 
 
Past Performance: The total overall page limit for the summaries of the Offeror's 5 most 
relevant contracts (covering prime and subcontractors) is 15. There is no limit for the list of other 
current contracts required, for past performance reports, or for any information submitted by the 
Offeror to demonstrate that it has made its best efforts to ensure that customers provide past 
performance reports to the Volpe Center. 
 
Staffing: Resumes submitted for CLIN 0003, CLIN 0004, and CLIN 0005 may not exceed an 
average of 2 pages per resume.   
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3. Process 
 
The technical evaluation process has been designed to minimize the evaluation costs of both the Offeror 
and the Government.  It reduces the Offeror’s written submission to essential information upon which to 
discriminate among Offerors. 
 
After the receipt of offers (written proposals) by the Government, every eligible Offeror must make a 
structured oral presentation to the Government’s Technical Evaluation Team.  Paper copies of any slides 
to be used in the oral presentation are to be submitted in Volume II of the written Technical Proposal.  
Offerors may not change their presentation slides after this submission.  The Technical Evaluation Team 
will not be provided with copies of the slides until immediately before each oral presentation.  The 
purpose of this restriction is to reassure Offerors with regard to the fairness and integrity of the oral 
presentation process. 
 
It is expected that the oral presentations will begin approximately 40 calendar days after the closing date 
for receipt of proposals.  The presentations will be scheduled as tightly as possible, but the duration of the 
entire presentation process will be dependent upon the number of acceptable proposals received.  The 
order in which Offerors will make their presentation to the Technical Evaluation Team will be determined 
by a drawing of lots by the Contracting Officer after receipt of proposals.  All Offerors will receive 
notification at least 14 calendar days in advance by facsimile transmission of letter and/or telephone of the 
date and time of their scheduled presentation.  All Offerors will be asked to confirm their scheduled 
presentation date and time, and to provide at that time a list of their attendees and their company 
affiliation.  Requests from Offerors to reschedule their presentations will not be entertained unless 
unusual and compelling reasons are presented to the Contracting Officer.  No rescheduling of 
presentations will be done unless determined necessary by the Government to resolve unanticipated 
problems or delays encountered in the presentation process.     
 

L.5.B. PROPOSAL CONTENT 
 
Your Technical Proposal shall consist of two parts as follows: 
 

PART 1 – WRITTEN MATERIAL, including response to technical excellence, management 
approach, transition, past performance, and staffing. 
 
PART 2 -  STRUCTURED ORAL PRESENTATION, including (a) a presentation of response to 
two (2) hypothetical tasks followed by a question-and-answer period on technical excellence 
approach, (b) a presentation on management approach followed by questions and answers 
concerning the management approach, and (c) a transition approach presentation followed by a 
question-and-answer period. 

 
 
PART 1 – WRITTEN MATERIAL  
 
1. Technical Excellence 
 
The Offeror must provide information demonstrating its understanding of the technical work in the 
Statement of Work (SOW), and the quality and feasibility of its technical approach to accomplishing the 
work described.  In particular, the Government will evaluate the Offeror’s understanding and 
effectiveness of its approach for (a) Network and Desktop Support Administration; (b) Facility  
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Management Services; and (c) System Development, System Planning, and Information Systems 
Security.  The Government will pay particular attention to the Offeror’s understanding of Information 
Security as it applies across all three of these areas.   
 

(a) Network and Desktop Support Administration Approach 
 

Network Approach and Experience 
 

Provide information to demonstrate understanding, approach, and experience in managing 
networks, down to the desktop.  The experience shall have involved infrastructure management 
reflective of the solicitation’s requirements.  Provide a description of how this experience will be 
applied in the approach for the requirements and environment described in the solicitation’s 
requirements.  Resumes for proposed staff whom the Offeror considers Key Personnel shall be 
included with Tab E, Staffing submission.  These staff will be incorporated into the Key 
Personnel clause in Section I.7 of the resulting contract.  Include the following information for a 
minimum of one and no more than two clients: 
 

• Client name 
• Federal Government client (Yes/No) 
• Contract type 
• Client Contracting Officer and telephone number 
• Contract Period of performance (month/year to month/year) 
• Remote Support (Yes/No) 
• Automated Tools Used other that Client-specified Tools (Yes/No) 
• Brief description of WAN support (Identify general device types and quantities) 
• Brief description of LAN support (Identify general device types and quantities) 
• Brief description of desktop computer support (Identify general device types and 

quantities) 
 

Do not provide general information on the Offeror’s performance on the contracts.  General 
performance information will be obtained from the past performance reports. 

 
Desktop Approach and Experience 

 
Provide information to demonstrate understanding, approach, and experience for help desks, 
down to the desktop.  The experience shall have involved help desk support reflective of the 
solicitation’s requirements.  Provide a description of how this experience will be applied in the 
approach for the requirements and environment described in the solicitation’s requirements.  
Resumes for proposed staff whom the Offeror considers Key Personnel shall be included with 
Tab E, Staffing submission.  These staff will be incorporated into the Key Personnel clause in 
Section I.7 of the resulting contract.  Include the following information for a minimum of one and 
no more than two clients: 

• Client name 
• Federal Government client (Yes/No) 
• Contract type 
• Client Contracting Officer and telephone number 
• Contract Period of performance (month/year to month/year) 
• Brief description of client environment 
• Brief description of support and service levels provided (Include help desk capabilities 

and identify automated tools used to deliver service) 
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• Number of users 
• COTS software supported 
• Operating systems supported (network and desktop) 
• Number of help desk call logged annually. 

 
Do not provide general information on the Offeror’s performance on the contracts.  General 
performance information will be obtained from the past performance reports. 
 
(b) Facility Management Services Approach 

 
Asset Management Approach and Experience 

 
Provide information to demonstrate understanding, approach, and experience in managing network 
assets for clients.  The experience shall have involved asset management reflective of the 
solicitation’s requirements.  Provide a description of how this experience will be applied in the 
approach for the requirements and environment described in the solicitation’s requirements.  Resumes 
for proposed staff whom the Offeror considers Key Personnel shall be included with Tab E, Staffing 
submission.  These staff will be incorporated into the Key Personnel clause in Section I.7 of the 
resulting contract.  Include the following information for a minimum of one and no more than two 
clients: 

 
• Client name 
• Federal Government client (Yes/No) 
• Contract type 
• Client Contracting Officer and telephone number 
• Contract Period of performance (month/year to month/year) 
• Total contract and annual values. For Government and non-price sensitive commercial 

contracts specify actual values.  For commercial contracts that are price sensitive, specify 
the values according to the following ranges: 
• Under $1,000,000.00 
• Over $1,000,000.00 and under $5,000,000.00 
• Over $5,000,000.00 and under $10,000,000.00 
• Over $10,000,000.00 
• Client’s Architecture (Summary of client assets prior to contract start) 
• Inventory control methodology 
• Technology refreshment/enhancement (repeat for each major 

refreshment/enhancement); 
• Asset burn-in location and methodology 
• Scheduled or unscheduled  
• Technology refreshment/enhancement justification (e.g., performance problems, new 

technology released) 
• Impact of technology refreshment/enhancement (e.g. reduced cost, higher service 

levels) 
• Assets introduced (Identify general equipment types and quantities) 
• Assets replaced (Identify equipment types and quantities) 
• Asset disposal methodology 
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Do not provide general information on the Offeror’s performance on the contracts.  General 
performance information will be obtained from the past performance reports. 

 
Maintenance Approach and Experience 

 
Provide information to demonstrate understanding, approach and experience with maintenance 
support.  The experience shall have involved maintenance support reflective of the solicitation’s 
requirements.  Provide a description of how this experience will be applied in the approach for 
the requirements and environment described in the solicitation’s requirements.  Resumes for 
proposed staff whom the Offeror considers Key Personnel shall be included with Tab E, Staffing 
submission.  These staff will be incorporated into the Key Personnel clause in Section I.7 of the 
resulting contract.  Include the following information for each client. 

 
• Client name 
• Federal Government client (Yes/No) 
• Contract type 
• Client Contracting Officer and telephone number 
• Contract Period of performance (month/year to month/year) 
• Brief description of client environment 
• Brief description of support and service levels provided (identify hardware supported and 

automated tools used to deliver service) 
• Number of users supported 

 
Do not provide general information on the Offeror’s performance on the contracts.  General 
performance information will be obtained from the past performance reports. 

 
(c)  System Development, System Planning, and Information Systems Security Approach 

 
System Development Approach and Experience 
 
Provide information to demonstrate understanding, approach, and experience with system 
development and support.  The experience shall have involved system development and support 
reflective of the solicitation’s requirements.  Provide a description of how this experience will be 
applied in the approach for the requirements and environment described in the solicitation’s 
requirements.  Resumes for proposed staff whom the Offeror considers Key Personnel shall be 
included with Tab E, Staffing submission.  These staff will be incorporated into the Key 
Personnel clause in Section I.7 of the resulting contract.  Include the following information for a 
minimum of one and no more than two clients: 

 
• Client name 
• Federal Government client (Yes/No) 
• Contract type 
• Client Contracting Officer and telephone number 
• Contract Period of performance (month/year to month/year) 
• Brief description of client environment 
• Brief description of systems developed, types of development activities and support 

levels provided (identify hardware supported and automated tools used to deliver service) 
• Number of users supported 
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Do not provide general information on the Offeror’s performance on the contracts.  General 
performance information will be obtained from the past performance reports. 

 
System Planning Approach and Experience 

 
Provide information to demonstrate understanding, approach, and experience with system 
planning activities.  The experience shall have involved system planning reflective of the 
solicitation’s requirements.  Provide a description of how this experience will be applied in the 
approach for the requirements and environment described in the solicitation’s requirements.  
Resumes for proposed staff whom the Offeror considers Key Personnel shall be included with 
Tab E, Staffing submission.  These staff will be incorporated into the Key Personnel clause in 
Section I.7 of the resulting contract.  Include the following information for a minimum of one and 
no more than two clients: 

 
• Client name 
• Federal Government client (Yes/No) 
• Contract number 
• Contract type 
• Client Contracting Officer and telephone number 
• Client Program Manager and telephone number 
• Contract Period of performance (month/year to month/year) 
• Location of client’s facility(ies) 
• Brief description of client environment 
• Brief description of system planning activities and support levels provided (identify 

hardware supported and automated tools used to deliver service) 
• Number of users supported 

 
Do not provide general information on the Offeror’s performance on the contracts.  General 
performance information will be obtained from the past performance reports. 

 
Information Systems Security Approach and Experience 

 
Provide information to demonstrate understanding, approach, and experience with information 
systems security support.  The experience shall have involved information systems security 
reflective of the solicitation’s requirements.  Provide a description of how this experience will be 
applied in the approach for the requirements and environment described in the solicitation’s 
requirements.  Resumes for proposed staff whom the Offeror considers Key Personnel shall be 
included with Tab E, Staffing submission.  These staff will be incorporated into the Key 
Personnel clause in Section I.7 of the resulting contract.  Include the following information for 
each client: 

 
• Client name 
• Federal Government client (Yes/No) 
• Contract number 
• Contract type 
• Client Contracting Officer and telephone number 
• Client Program Manager and telephone number 
• Contract Period of performance (month/year to month/year) 
• Location of client’s facility(ies) 
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• Brief description of client environment 
• Brief description of information security methods uses, types of information security 

activities and support levels provided (identify hardware supported and automated tools 
used to deliver service) 

• Number of users supported 
 

Do not provide general information on the Offeror’s performance on the contracts.  General 
performance information will be obtained from the past performance reports. 

 
2. Management Approach 
 
The Offeror shall describe the organizational structure for accomplishing the functions described in CLIN 
0002, Section C.3., of the SOW.  Roles, responsibilities, lines of authority, and LOE should be clearly 
described.  Resumes for proposed staff whom the Offeror considers Key Personnel shall be included with 
Tab E, Staffing submission.  These staff will be incorporated into the Key Personnel clause in Section I.7 
of the resulting contract. Offerors shall include an organizational chart and a matrix that maps functions 
identified in the SOW to specific staff and LOE.   
 
3. Transition Plan Approach 
 
Provide a draft transition plan based on a 45-calendar-day period.   
 
4. Past Performance  
 
The Offeror shall submit past performance information for both the Offeror and major (over 20 percent of 
the total contract estimated value) proposed subcontractors.  
 
Each Offeror will be evaluated on its performance under existing and prior contracts for similar products 
or services.  Performance information will be used both for responsibility determinations and for 
evaluation purposes.  The Government may contact references other than those provided by the 
Contractor and the information received will be used in the evaluation of the Offeror’s past performance. 
 
The Offeror’s team (prime and major subcontractors) must provide a list of contracts that it is currently 
performing or has completed within the past three years.  The Offeror must make a good faith effort to 
ensure that the list includes all prime contracts with a value over $500,000 with the Federal Government. 
If the Offeror can demonstrate that including information on all prime contracts with the Federal 
Government over $500,000 would create an undue burden on the Offeror because of the large number of 
applicable contracts, then the list may be reduced to reflect contracts that are most relevant and for which 
data is readily available.  The Offeror must describe in its proposal what types of contracts were excluded, 
and what process was utilized to ensure that all prime contracts with the Federal Government over 
$500,000 relevant to the SOW were included.  However, the list must include all contracts that are clearly 
relevant such as those applicable contracts reflecting the involvement of the proposed Program Manager 
and other proposed Key Personnel.  The list may also include other contracts considered relevant by the 
Offeror, including those with customers other than the Federal Government.  Information regarding the 
Offeror’s performance as a subcontractor with the Federal Government will be obtained from the prime 
Contractor.  Include the following information for each contract: 
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a. Name and address of customer; 
b. Contract number; 
c. Contract type; 
d. Total contract value; 
e. Description of contract work; 
f. Contracting Officer’s address and telephone number; 
g. Contracting Officer’s Technical Representative’s address and telephone number; 
h. Administrative Contracting Officer’s address and telephone number, if different from item 6; 
i. List of major subcontractors; and 
j. Assessment of relevance to requirements identified in this solicitation.   

 
Copies of the final or most current past performance report must be submitted for the five most relevant 
contracts to the solicitation requirements or an explanation of their absence provided.   Copies of reports 
on other than the five contracts considered most relevant by the Offeror should not be submitted as part of 
the proposal but may be obtained by the Government if the Government considers the contracts relevant. 
 
The Offeror must select no more than five contracts that it considers the most relevant in demonstrating 
its ability to perform the proposed effort. This list of most relevant contracts must be separate from the 
above list.  Offerors may also include information on problems encountered on the five identified 
contracts and the Offeror’s corrective actions. 
 
The Offeror is responsible for making all reasonable efforts to ensure that a completed evaluation report is 
provided for each of the five cited contracts no later than the due date for receipt of proposals.  If the 
contracting activity has completed a Contractor evaluation report and provided a copy to the Offeror, 
particularly those completed in accordance with Subpart 42.15 of the FAR, a copy of this report is 
sufficient.  If not, the Offeror is responsible for making all reasonable efforts to ensure that a copy of the 
performance evaluation report is provided directly to the Volpe Center CO by the appropriate customer 
responding official no later than the due date for receipt of proposals.  If the customer has not developed 
its own past performance evaluation report form, please refer that customer to the Contractor Performance 
Report format found at National Institutes of Health Contractor Performance System website at: 
http://cps.od.nih.gov/files/Standard_Eval.doc. 
 
This format, including the associated numeric ratings and criteria, should be used to submit the required 
past performance information for your proposal.  Information contained in the evaluation reports shall be 
considered sensitive and shall not be released to other Offerors. Failure of the Offeror to demonstrate that 
it has made all reasonable efforts to provide the required past performance reports will result in an 
unacceptable rating for this criteria. The Government reserves the right to obtain additional information 
from any of the referenced contract contacts and from other Government sources. If the Government 
receives negative past performance information (indicating that performance was less than satisfactory) 
which is not accompanied by a response from the Offeror, a copy of the adverse information will be 
provided to the Offeror, which will be given a limited period in which to provide a response. If no 
response is received within the specified timeframe, the negative past performance information will be 
evaluated as submitted. 
 
The Offeror must send a Client Authorization Letter, included as Exhibit A to the Technical Proposal 
Instructions, to all non-Federal Government references listed in its proposal to assist in the timely 
processing of past performance evaluations.  Client Authorization Letters must be mailed to individual 
references no later than the proposal submission date.  The Offeror shall include a copy of all completed 
Client Authorization Letters as part of the past performance submission. 
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If the Offeror has no relevant past performance history, it must affirmatively so state.  Offerors with no 
relevant past performance history or Offerors that are unable to provide past performance reports after 
making all reasonable efforts will not be evaluated favorably or unfavorably under this criteria, in 
accordance with FAR 15.305. 
 
In the case of a relatively new firm, the Offeror may submit past performance information for contracts on 
which its corporate management has performed to supplement any past performance information for the 
firm itself; this shall be specifically noted in the proposal submission. 
 
If the Offeror does not include either past performance history or does not affirmatively state that 
no past performance history exists or can be obtained, the Offeror’s proposal will be ineligible for 
award. 
 
The overall page limit for the list of the five most relevant contracts (including any information on the 
problems encountered on the contracts) is 25. This page limit does not apply to the list of other less 
relevant contracts required, or any information submitted by the Offeror to demonstrate that it has made 
its best efforts to ensure that customers provide past performance reports to the Government. 
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 EXHIBIT A – CLIENT AUTHORIZATION LETTER 
 
 
       [Company Name] 
       [Street Address] 
       [City, State/Province    
       [Zip/Postal Code] 
       [Date]  
 
[Recipient Name] 
[Address] 
[City, State/Province Zip/Postal Code] 
 
Dear [Client]: 
 
We are currently responding to the Volpe Center Request for Proposals No. DTRS57-02-R-20032 for the 
procurement of information technology support services.  The Volpe Center is placing increased emphasis 
in their acquisitions on past performance as a source selection evaluation factor.  The Volpe Center 
requires Offerors to inform references identified in proposals that the Volpe Center may contact them 
about contract performance information. 
 
If you are contacted by the Volpe Center for information on work we have performed under contract for 
your company/agency/state or local Government, you are hereby authorized to respond to Volpe Center 
inquiries. 
 
Your cooperation is appreciated.  Please direct any questions to ___________________________. 
(Offeror’s point of contact) 
 
 
       Sincerely, 
       [Your name] 
       [Your position] 
[Typist’s initials] 
Enclosure: [Number] 
 
cc:  [Name] 
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5. Staffing  
 
It is expected that there will be some turnover of staff at the commencement of the new contract, even if 
the incumbent contractor is the Awardee, and that the successful Offeror will need to provide additional 
staff in order to fully perform all required tasks beginning on day one of the new contract.    
 
Accordingly, Offerors shall provide the resumes described below which demonstrate the qualifications of 
the Offeror's proposed personnel in terms of their technical expertise, experience, education, capabilities 
and accomplishments relevant to the functional area requirements of this contract.   
 
Resumes 
 
The Offeror shall submit resumes of Key Personnel for the labor categories from CLINs 0002, 0003, 
0004, and 0005. 
 
The resumes will be by name and shall include the position currently held by the individual, his/her 
responsibilities, total years with the firm, and a brief description of experience, education, and 
accomplishments.  Proposal assignments shall be keyed to personnel requirements as shown in the SOW 
and should relate to proposed organizational structure.  In addition to applicable technical experience, 
resumes should reflect experience (if any) in managing and/or directing projects in a multi-task/multi-
disciplinary/ non-personal support services environment.  Resumes should be provided for only those 
personnel for whom the Offeror can make a firm commitment to this contract.  Any uncertainties and/or 
part-time staff assignments should be clearly identified.  Resumes must also be verifiable in that relevant 
dates, names, and addresses of educational institutions and employers must be provided for all 
experience, education, and specialized training claimed.  The individuals whose resumes are submitted 
and accepted by the Government will be incorporated into the Key Personnel clause in Section I.7 of the 
resulting contract.   
 
 
PART 2 - STRUCTURED ORAL PRESENTATION  
 
The structured oral presentation shall consist of three separate sections:  (1) Technical Excellence, (2) 
Management Approach, and (3) Transition Approach.  The structured oral presentation shall not 
encompass proposed price, cost, or fee.   
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ORAL PRESENTATION SCHEDULE 

 Evaluation Criteria Topic Time Limit Presenters 
1a. Technical Excellence Presentation of hypothetical 

task responses. 
30 minutes Program Manager 

and/or any of the Key 
Personnel  

1b. Technical Excellence Structured Questions and 
Answers on Technical 
Excellence Approach. 

20 minutes Presenters from #1a 
above 

Break 
2a. Management Approach  Presentation of 

Management Approach 
20 minutes Program Manager 

and/or any of the Key 
Personnel  

2b. Management Approach Structured Questions and 
Answers on Management 
Approach  

20 minutes Presenters from #2a 
above 

Break 
3a. Transition Approach Understanding, approach 

and allocation of resources 
for transition 

20 minutes Program Manager, 
and/or any Key 
Personnel  

3b. Transition Approach Structured Questions and 
Answers on Transition 
Approach 

15 minutes Presenters(s) from 
#3a above 

 
 
1. Technical Excellence 
 
In order to allow evaluation of its capability to provide on-site information technology support services, 
the Offeror shall have 30 uninterrupted minutes to present its response to the two hypothetical tasks 
below.  At the end of the presentation, a structured question-and-answer period of approximately 20 
minutes will take place. 
 
HYPOTHETICAL TASKS 
 
The Offeror shall give an oral presentation response to both hypothetical tasks.  Each response to a 
hypothetical task must identify the principal author.  This author must be part of the Key Personnel 
proposed for CLIN 0002, CLIN 0003, CLIN 0004, or CLIN 0005.  The total length of time for both 
hypothetical task presentations is 30 minutes with the Offeror choosing how to distribute the time for the 
two presentations. 
 
TASK 1 
 
Background 
 
The timely and proper maintenance of equipment, electronic business services, and networks for local and 
wide area is essential to the Volpe Center.   The internal Volpe information system is an essential part of 
the organization and contains elements whose absence, even for brief periods of time, would cause 
serious program delays.   



DTRS57-02-R-20032 

 101 

 
The Volpe Center has both newly hired employees requiring internal information system access and 
support as well as existing employees whose current access to the information system is critical to their 
project work.  One of the main functions of the Volpe Data Center is to ensure that Volpe information 
system capabilities are functioning appropriately and that all Volpe employees have access to the internal 
Volpe information system.   
 
Task 
 
Describe the basic procedures that would need to be accomplished to provide a new employee with Volpe 
Center information system access.  Include a description of any interconnectivity required between CLINs 
0002, 0003, 0004, and 0005. 
 
Describe the necessary procedures needed to resolve a basic information system access issue for a current 
Volpe Center employee.  Include a description of any interconnectivity required between CLINs 0002 
through 0005.  Describe any changes to this procedure if it were a: 
 

• Local Area Network issue, 
• Wide Area Network issue, 
• DOT network access issue, 
• Direct Volpe Center internal application issue, or, 
• Printer access issue. 

 
 
TASK 2 
 
Background 
 
The development and maintenance of the Volpe Center administrative applications is critical to the Volpe 
business requirements.  These applications range across a broad set of business functions that are 
influenced by changing Federal policies and directives.  Many of the business requirements are planned 
for in advance but on occasion unanticipated requirements will occur, for example, the Section 508 
requirements and the new information security requirements.   

 
Task 
 
Based on changes in Federal reporting requirements, the Volpe Center needs to create a new project 
management tool that follows the Capital Planning Information Technology requirements and will 
automatically generate the information needed for the Capital Planning Exhibit 300 (OMB Circular No. 
A-11 (2002) Section 300-1).  Describe the steps that would need to be followed to prepare for this 
application development; what types of expertise you would bring to bear; and the resources, 
methodology, and implementation process you would use to respond to this new application requirement.  
In addition, describe any impacts this would have on CLIN 0002, CLIN 0003 and CLIN 0004. 
 
2. Management Approach  
 
In order to allow complete evaluation of its capability to effectively and efficiently manage the work 
represented by this contract as described in Contract Management and Administration, CLIN 0002, the 
Offeror shall have 20 uninterrupted minutes to present its Management Approach.  At the end of the 
presentation a structured question-and-answer period of approximately 20 minutes will take place. 
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3. Transition Approach 
 
In order to allow complete evaluation of its capability to effectively and efficiently transition to this 
contract as described in Transition, CLIN 0001, the Offeror shall have 20 uninterrupted minutes to 
demonstrate its understanding, approach, and allocation of resources.  The Offeror shall describe how it 
plans to meet the requirements of CLIN 0001 and demonstrate that it has the necessary understanding, 
expertise, and experience to successfully accomplish a transition.   At the end of the presentation,  a 
structured question-and-answer period of approximately 15 minutes will take place. 
 
4. Logistics of Structured Oral Presentation  
 
Offeror’s Media Presentation: 
 
All presentations will take place at the Volpe Center, 55 Broadway, Cambridge, Massachusetts, in a 
meeting room sufficiently large enough to hold 20 people.  The Offeror will present from the front of the 
room.  The Government will provide a viewgraph overhead projector and screen for overhead slides as 
well as a flip chart and markers.  Offerors may not use any other equipment or media.  The Government 
will videotape the presentations.  
 
The Offeror must use 8 1/2-inch by 11-inch overhead slides to provide visual support for its presentation.  
Slide text must be black on a white background.  The Offeror may use colors other than black on white on 
graphical slides; e.g., bar charts or pie charts, etc, when color is useful in conveying information.   
 
It is preferred that slide text conforms to the following or other similar type face easily readable in an 
overhead presentation format. 

 
Font: Times New Roman 
Size of heading font: 44 points 
Size of main text line font: 32 points 
Size of sub text line font: 28 points 
Lines of text per slide (i.e., number of bullets): no more than eight. 

 
The above specifications of font sizes do not apply to captions and annotations on graphical slides.  The 
purpose of these specifications is to reduce emphasis on the appearance of the presentation, as opposed to 
content, and to reduce the cost of presentations.  The Offeror may place its name and company logo on 
the slides.  The Offeror should not use meaningless design elements, such as lines, bars, swirls, etc. that 
may contribute to visual attractiveness but communicate no useful information. 
 
There is no limitation on the number of slides that an Offeror may use.  However, the Government will 
not consider the slides to be stand alone documents or evaluate the information on the slides except as 
visual aids to the presentation.  When reviewing and evaluating the structured oral presentations, the 
Government will not review any slide that was not projected and addressed during the presentation.  What 
the presenters say will take precedence over the information that appears on the slides.  The production 
and use of an excessive number of slides may be detrimental to an Offeror’s interest.   
 
The Government will not accept for evaluation any documentation in addition to the information 
submitted with the proposal.   
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Participants and Attendees:  
 
The Offeror’s presentation must be made by the proposed Program Manager and individuals identified as 
Key Personnel.  The Offeror may bring no more than six persons to the structured oral presentation, 
including no more than two non-presenting Offeror officials or employees.  The Offeror may not use 
company senior or general managers or other employees or consultants to make any part of the structured 
oral presentation, including caucusing and responding to questions, unless these individuals meet the 
criteria above.  During the question-and-answer sessions, all questions will be directed to the proposed 
Program Manager who may direct one or more of the other staff to respond.  
 
In order to protect the integrity of the oral evaluation process, employees of firms that are included as 
subcontractors under more than one proposal shall not be allowed to participate.  At the time of the 
notification of the date and time for its structured oral presentation, the CO will inform an Offeror if any 
of its proposed subcontractor participants are ineligible to participate.  
 
The Offeror must direct its presentation to the Technical Evaluation Team.  Other Government officials 
such as the Contracting Officer, individuals with oversight roles, and an audio-visual specialist will also 
be in attendance at every presentation.  
 
Structured Question-and-Answer Periods: 
 
The Offeror will be presented a series of questions related to the Government’s requirements and program 
objectives.  The Offeror will have up to five minutes per question for response time.  The Government 
may request clarification of any points arising from the Offeror’s presentation or responses that are 
unclear.  Any such interchange between the Offeror and the Government will not constitute discussions or 
communications within the meaning of FAR 15.306(a).  The Offeror will not be able to modify its offer 
in response to questions or requests for clarification that may occur during such question-and-answer 
periods.  The time required for clarifications will not be counted against the Offeror’s time limit. 
 
L.6 COST PROPOSAL - INSTRUCTIONS TO OFFERORS 
 
L.6.A FORMAT 
 
The Cost Proposal shall be submitted in two sections as follows: 
 

Section I - Solicitation Documents 
Section II -  Information Other Than Cost and Pricing Data 

 
In Section I, the Offeror shall submit a completed and signed Standard Form SF 33 (Section A/page 1 of 
the solicitation), including acknowledgment of any amendments; and Representation, Certifications, and 
Other Statements of Offerors (Section K of the solicitation). 
 
In Section II, the Offeror shall submit a signed Proposal Cover Sheet (Schedule 1) and information other than 
cost and pricing data as set forth below.  Summary data shall be placed on the Proposal Cover Sheet and the 
Schedules should support it. 
 
L.6.B. INTRODUCTION 
 
The purpose of the Cost Proposal is to permit the Government to determine whether the proposed costs 
demonstrate cost realism, to permit the Government to calculate probable cost, and to evaluate the  
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competitiveness and reasonableness of proposed award fee and profit.  “Cost realism” means that the 
costs in an Offeror’s proposal are realistic for the work to be performed, reflect a clear understanding of 
the requirements, and are consistent with the various elements of the Offeror’s Technical Proposal.  If the 
CO determines that an Offeror’s initially proposed costs do not reflect what it would reasonably cost that 
Offeror to perform the requirements, then the CO may make adjustments to the proposed costs to 
determine probable cost. 
 
All information relating to cost or pricing must be included in this volume of the proposal; under no 
circumstances shall cost or pricing data be included elsewhere.  It is the Offeror’s sole responsibility to 
provide sufficient, meaningful information and clear, detailed supporting documentation so that the 
Government can complete its evaluation of the Cost Proposal (including any subcontractors) and 
accomplish those objectives without additional correspondence with the Offeror. 
 
If the instances described in the paragraphs below are applicable, an Offeror may request an exception by 
providing the information described in the following subparagraphs of L.6.C. in place of submitting 
detailed “other than cost or pricing data.”  The CO may request additional information, but only to the 
extent necessary to determine whether an exception is appropriate and whether the price is fair and 
reasonable. 
 

Identification of the law or regulation establishing the price offered. If the price is controlled 
under law by periodic rulings, reviews, or similar actions of a governmental body, attach a copy 
of the controlling document unless it was previously submitted to the CO. 
 
Commercial item (FAR 2.101) exception.  For a commercial item exception, the Offeror shall 
submit, at a minimum, information on prices at which the same item or similar items have 
previously been sold in the commercial market that is adequate for evaluating the reasonableness 
of the price for this acquisition.  Such information may include: 

 
1. For catalog items, a copy of or identification of the catalog and its date, or the appropriate 

pages for the offered items, or a statement that the catalog is on file in the buying office 
to which the proposal is being submitted.  Provide a copy or describe current discount 
policies and price lists (published or unpublished), e.g., wholesale, original equipment 
manufacturer, or reseller. Also explain the basis of each offered price and its relationship 
to the established catalog price, including how the proposed price relates to the price of 
recent sales in quantities similar to the proposed quantities; 

 
2. For market-priced items, the source and date or period of the market quotation or other 

basis for market price, the base amount, and applicable discounts. In addition, describe 
the nature of the market; and 

 
3. For items included on an active Federal Supply Service Multiple Award Schedule 

contract, proof that an exception has been granted for the schedule item. 
 
The Offeror grants the CO or authorized representative the right to examine, at any time before award, 
books, records, or documents to verify any request for an exception under this provision, and the 
reasonableness of price. For items priced using catalog or market prices, or law or regulation, access does 
not extend to cost or profit information or other data relevant to the Offeror's establishment of the prices 
to be offered in the catalog or marketplace. 
 
If the Offeror is not granted an exception from the requirement to submit cost or pricing data, the detailed 
instructions should be followed. 
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L.6.C.  GENERAL INSTRUCTIONS AND INFORMATION 
 
1. Performance Period 
 
For Cost Proposal preparation purposes only, the performance periods for the transition and contract are 
shown in the following table:  
 

Transition March 17, 2003-April 30, 2003 
Contract Year One May 1, 2003-April 30, 2004 
Contract Year Two May 1, 2004-April 30, 2005 
Contract Year Three May 1, 2005-April 30, 2006 
Contract Year Four May 1, 2006-April 30, 2007 
Contract Year Five May 1, 2007-April 30, 2008 

 
2. Consistency Between the Cost Proposal and the Technical Proposal 
 
Offerors are responsible for making certain that there is consistency between the Cost Proposal and the 
Technical Proposal.  Offerors should ensure that the labor and other resources as depicted and evaluated 
in the Technical Proposal are clearly identified in the Cost Proposal and are properly and realistically 
reflected in the proposal amount.  Offerors are required to provide information about the salaries of 
persons whose resumes are submitted to ensure labor cost proposed is realistic. 
 
3. Labor  
 
Offerors shall explain the extent to which the existing staff will be integrated into its workforce. 
 
The Offeror shall fully support and document its labor rates, clearly show their development, and present 
its rationale.  In so doing, an Offeror will demonstrate to the Government that the labor rates are realistic 
for its staffing approach. 
 
To the extent that an Offeror intends not to utilize the existing staff but to utilize new staff, it must clearly 
show the development of and rationale for the labor rates and also demonstrate why the labor rates are 
realistic for the staffing plan. 
 
Although some of the labor categories are covered by the Service Contract Act, those rates are minimum 
rates only.   
 
The Government encourages Offerors to be innovative in staffing plans and strategies that will be 
efficient, streamlined, and ultimately minimize labor cost; however, an Offeror who attempts to minimize 
labor cost by simply reducing labor rates may be viewed as not fully understanding the Government’s 
requirement.  The Government may associate risk with such a proposal. 
 
4. Uncompensated Overtime 
 
The Offeror shall comply fully with the requirements of FAR 52.237-10, “Identification of 
Uncompensated Overtime,” which is incorporated in Section L.1. 
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5. Compensation 
 
FAR clause 52.222.46, Evaluation of Compensation for Professional Employees, is incorporated in 
Section L.1.  The Offeror must provide the detailed information concerning compensation and fringe 
benefits required by the clause.   
 
In addition to detailed salary information, the Offeror shall provide policies on all employee benefits, 
including but not limited to vacation pay; sick or family leave pay; holidays; medical, dental, and life 
insurance plans; overtime and shift differentials; employee stock option plans; bonus plans or other 
incentive programs; retirement plans; policies concerning training and career development; credit or 
compensatory time; and transportation reimbursement benefits. 
 
The Offeror shall show how the compensation and fringe benefit information relates to, and impacts the 
costs of, the subject procurement.  The Offeror shall provide cost information about each fringe benefit, 
including how the cost will be recovered.   
 
If a non-incumbent Offeror’s staffing plan includes retention of the existing staff, it shall explain how the 
retained staff’s benefits will be integrated into its company, e.g., accrued sick pay, seniority for accruing 
vacation time, etc. 
 
6. Labor Rates  
 
In addition to the detailed instructions in the preceding paragraphs, the Offeror shall show all calculations 
used to compute the proposed direct labor rates and provide the basis and rationale for the labor rates; 
e.g., company-wide bidding rates, current salary data for named individuals, survey data, anticipated new 
hires, etc.   
 
Specific labor rate information is required to ensure that the labor cost reflects the salaries of employees 
whose resumes are submitted.  For individuals whose resumes are provided in the Technical Proposal, 
provide their current labor rates from payroll records (salary divided by 2,080), escalate the rates to 
contract year one, and show the labor rate for that labor category for contract year one.  If the escalated, 
individual’s rate is within 5 percent of the category, year one rate, no additional information is needed.   
But if the individual’s rate is not within 5 percent of the category, year one rate, the Offeror must explain 
how the category rate is realistic.  For contingent hires or new employees, the Offeror shall indicate the 
extent of commitment; e.g., a separate offering letter showing the agreed upon salary signed by the 
contingent hire.  
 
7. Staffing Requirements 
 
The Government has identified labor categories and associated roles and responsibilities in Section C.7.A. 
for CLINs 0003 (Network and Desktop Support Administration) and 0004 (Facility Management 
Services) and in Section C.7.B. for CLIN 0005 (System Development, System Planning, and Information 
Systems Security).  The Offeror may substitute its own internal labor category names for CLINs 0003 and 
0004; however, for CLIN 0005, a roadmap must be provided to “map” the Offeror’s categories to the 
Section C.7.B. labor categories.   
 
The Offeror must estimate staffing requirements necessary to accomplish the described requirements in 
the SOW for CLIN 0001 (Transition), CLIN 0002 (Contract Management and Administration), CLIN 
0003, and CLIN 0004.   The Government’s estimate of direct labor hours required to perform CLIN 0005 
is provided in Section B.2.  The Offeror must use the level of effort to estimate costs for CLIN 0005. 
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8. Labor Cost Escalation  
 
Actual labor escalation experienced during contract performance is unlikely to be significantly different 
between Offerors; therefore, the Government is providing the escalation factor for labor (see below).  
Offerors are encouraged to use the factors, but may utilize different factors as long as substantive, 
convincing documentation (including method of calculation and historical information) is provided.   
 
Annual Escalation Factor:  3.4 percent. 
 
9. Indirect Rates 
 
All effort under this contract will be performed at a Government-provided facility; therefore, the 
Government anticipates that the Offeror (and its subcontractors) will use a field overhead rate; that is, an 
overhead rate that reflects the fact that the work is not being performed in the Offeror’s own facility.  If 
for any portion of any line item the Offeror intends to draw on corporate or subcontract resources where a 
Government site overhead rate is not available or not appropriate, that effort should be clearly shown and 
appropriately burdened. 
 
The Offeror shall identify indirect rates that a Government audit agency has approved for forward pricing.  If 
not approved, the Offeror shall state the basis of the proposed rate (e.g., previous year’s actuals, current fiscal 
year to date, business plan, etc).  The Offeror shall provide historical rate information, rationale, and other 
factors used to develop the proposed indirect rates used to cost the proposal.  Also, the Offeror shall provide 
actual expense pool amounts, allocation bases, and rates which have been submitted to the Defense Contract 
Audit Agency (DCAA) (or other cognizant Government audit agencies) in its overhead rate proposal for 
establishing final indirect rates. 
 
The Offeror is required to provide a schedule of its indirect rates and explain the allocation bases.  Include 
all rates that the Offeror maintains in its accounting records  which may be used during performance of 
this contract.  Identify indirect rates that a Government audit agency has approved for forward pricing.  
Show the rates, allocation bases, and evidence of Government review and approval.   
 
If an Offeror has not previously maintained a field overhead rate but proposes one for this effort, it should 
ensure that sufficient information and documentation is provided so that the rate may be evaluated 
without discussion.  A copy of that documentation should also be forwarded to the Offeror’s cognizant 
DCAA office. 
 
10. Other Direct Costs (ODCs) 
 
For purposes of proposal preparation, the Government distinguishes between two types of ODCs:  (a) 
those that are consistent among Offerors and/or would be difficult for Offerors to estimate, referred to as 
RFP-stipulated ODCs; and (b) those costs that are a function of each Offeror’s (and subcontractor’s) 
accounting practices and must be estimated by the Offeror, referred to as Offeror-estimated ODCs. 
 

a. RFP-stipulated ODCs 
 
Each Offeror shall include  the following RFP-stipulated ODCs in the designated CLIN.  The 
ODCs must be burdened in accordance with the Offeror’s accounting practice.  The ODCs are for 
Government-directed travel and for hardware and software purchases. 
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 Estimated Amount 

CLIN Annual All Years 
0003 $75,000 $375,000 
0004 $100,000 $500,000 
0005 $75,000 $375,000 
Total $250,000 $1,250,000 

 
 
b. Offeror-estimated ODCs 
 

The Offeror must provide an estimate for Offeror-estimated ODCs that it expects will be 
necessary to support each CLIN.  Each type of ODC must be identified and an amount estimated.  
ODCs not identified and priced in the Offeror’s proposal will not be billable during performance 
without prior approval by the CO.  The Offeror is discouraged from the use of “miscellaneous,” 
but may do so provided the nature of the cost is identified and the amount is relatively 
insignificant.  Recovery of “miscellaneous” cost, if proposed, will be limited to the amount 
proposed. 

 
In addition, the table below should be completed to assist the Government in its realism analysis.  
The Offeror must indicate whether the cost is direct or indirect.  If direct, an amount must be 
estimated for this effort and clearly shown including rationale.   
 

 
Cost Method of Recovery 

Advertising for recruitment  
Employment agency fees  
Relocation costs during transition  
Ordinary relocation costs during contract performance  
Depreciation or lease costs for cellular telephones, cellular 
telephone service, and personal data assistants  

 

Meals other than long distance travel  
Local parking and mileage  
Postage, freight, courier costs other than direct costs to 
projects 

 

Travel to/from corporate/divisional office  
Employee training (other than Government-directed) and 
tuition reimbursement  

 

 
 

The Offeror does not need to estimate the specific costs for the items listed below for its 
dedicated staff located at the Volpe Center because the Government will provide these items.   
 

a. Office space for on-site employees; 
b. Office furniture and equipment such as: desks, chairs, tables, personal computers, 

printers, office software; 
c. Office supplies; 
d. Convenience copier (not for production copying) and supplies 
e. Utilities associated with provided office space including electricity, heat/air 

conditioning, lights; 
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f. Telephones and service including local and long-distance service (but not cellular 
telephones or service), voice mail, and facsimile machines; 

g. LAN support; and  
h. Transit benefit. 

 
11.  Severance Cost 
 
The Offeror shall state its policy concerning the payment of severance cost, provide an estimate of any 
severance pay that may be due upon completion of the contract term (including option years) in 
accordance with its severance pay policy, and state how those severance costs will be recovered, either 
through direct costs or through an indirect rate.  If severance is not proposed either directly or indirectly, 
it will not be recoverable. 
 
12. Parking 
 
The Government intends to provide on-site parking spaces for up to 45 percent of the Contractor (and 
subcontractor) personnel at the time of contract award.  The Offeror must state whether or not it will 
provide parking in addition to the spaces the Government makes available, the cost of the additional 
parking if provided, and how the cost will be recovered. 
 
13. Subcontracts 
 
Subcontractors must submit a Cost Proposal in accordance with the Cost Proposal instructions in this section.  
Subcontracts estimated to exceed $500,000 should be supported by a Proposal Cover Sheet.  All 
subcontractors must follow the same Cost Proposal instructions as the prime, except where noted.  
Regardless of dollar value, subcontract proposals must be adequately documented to facilitate an 
evaluation of proposed costs. 
 
The Government anticipates that significant subcontractors will be cost-plus-award-fee.  However, 
Offerors that enter into subcontracts other than on a cost-reimbursement type basis may make appropriate 
adjustments to the instructions and schedules.  Information as to the type of subcontract contemplated and 
documentation to show why the contract type is anticipated must be included.  The guidance in FAR Part 
16 should be followed.  For example, those Offerors contemplating time-and-material or labor-hour 
subcontracts shall follow the procedures specified in FAR Subpart 16.6.  The following information 
should also be provided for time-and-material or labor-hour agreements (such as those with consultants):  
(a) details of what cost elements are included in the rate and what costs, if any, will be charged in addition 
to the rate; (b) the result of the Offeror’s analysis of invoices submitted to other clients by the 
subcontractor or consultant which support the proposed rate or rates; (c) a signed statement from the 
consultant or the subcontractor that the proposed rate is a “Most Favored Customer Rate" or the reason it 
was not offered; and (d) a rate comparison from the Offeror that indicates that the rate proposed is 
comparable to the rates other consultants or subcontractors receive for performing similar types of work.  
 
It is the responsibility of the prime Contractor to review and evaluate the subcontract proposal and 
accompanying cost or pricing data and furnish the results of such review to the Government as part of its 
cost submission regardless of whether the details are provided to the prime Offeror or separately to the 
Government.  The prime’s review should be as detailed as the information provided by the subcontractor 
directly to the prime permits.   
 
14. Cost of Money 
 
The Offeror must attach supporting calculations and appropriate forms. 
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15. Award Fee and Profit Objectives 
 
Fee and profit are a function of competition, but the weighted guidelines method in TAM 12.15.404-4 and 
Appendix A may be used to evaluate them.  The Cost Proposal should contain adequate data and rationale 
for any consideration the Offeror wants included for Contract Risk and Special Factors. 
 
16. Accounting System  
 
The Government cannot award a cost-type contract (or approve a cost-type subcontract) if the Offeror (or 
subcontractor) does not have an accounting system approved by the DCAA or other Government audit 
agency.  Provide evidence of approval.  If the accounting system has not been approved, provide 
information that will satisfy the Government that the Offeror understands the requirements of an 
accounting system for Government cost-type contracts, thereby convincing the Government that 
accounting system approval is likely.   
 
17. Checklist 
 
To facilitate Cost Proposal preparation, a checklist is provided as Schedule 2 for use by the prime Offeror 
and each subcontractor.  The checklist should be completed and submitted as part of the proposal. 
 
18. Instructions 
 
The Offeror shall submit a signed Proposal Cover Sheet (Schedule 1) and information other than cost and 
pricing data as set forth below.  Summary data shall be placed on the Proposal Cover Sheet and Schedules 
2 through 19 should support it.  In addition, tables must be provided showing the development of labor 
cost.   
 
The Offeror may modify the schedules (font size, portrait orientation, etc.) provided the requested 
information is furnished in similar format. 
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Schedule 1 
Proposal Cover Sheet 
 
PROPOSAL COVER SHEET 
 

1.  SOLICITATION/CONTRACT/MODIFICATION NUMBER 

2a.  NAME OF OFFEROR 3a.  NAME OF OFFEROR’S POINT OF CONTACT 

2b.  FIRST LINE ADDRESS 3b.  TITLE OF OFFEROR’S POINT OF CONTACT 

2c.  STREET ADDRESS  
 3c.  TELEPHONE 3d.  FACSIMILE 
2d.  CITY 2e. STATE 2f.  ZIP 

CODE 
AREA CODE NUMBER AREA CODE NUMBER 

       

4.  TYPE OF CONTRACT OR SUBCONTRACT 5.    PRIME OFFEROR 
  FFP 
  FPI 

  CPFF        
CPIF 

  OTHER 

  
CPAF 

       SUBCONTRACTOR      ____________________________________ 
   PRIME OFFEROR’S NAME 

6.  ESTIMATED COST, FEE AND PROFIT INFORMATION 
 A. ESTIMATED COST 

B. FIXED FEE 
C. AWARD FEE 
D. PROFIT 
E. TOTAL COST, FEE, & PROFIT 
 

 

   
7.  PROVIDE THE FOLLOWING  
NAME OF COGNIZANT CONTRACT 
ADMINISTRATIVE AGENCY 

NAME OF COGNIZANT GOVERNMENT AUDIT AGENCY 

STREET ADDRESS STREET ADDRESS 

CITY STATE ZIP CODE CITY STATE ZIP CODE 

TELEPHONE AREA 
CODE 

NUMBER TELEPHONE AREA 
CODE 

NUMBER 

FACSIMILE AREA 
CODE 

NUMBER FACSIMILE  AREA 
CODE 

NUMBER 

NAME OF 
CONTACT 

 NAME OF 
CONTACT 

 

PROPERTY 
SYSTEM 

  Reviewed by cognizant 
contract administrative 

APPROX DATE OF 
LAST AUDIT 

 

   Reviewed by cognizant 
contract administrative 

PURPOSE OF 
AUDIT 

 
 

   Never reviewed  (e.g. proposal review, establishment of billing rates, finalize 
indirect rates, etc.) 

PURCHASING 
SYSTEM 

  Reviewed by cognizant 
contract admin agency; 
determined acceptable 

  Reviewed by cognizant 
contract admin agency; 

ACCOUNTING 
SYSTEM 

  Audited and determined acceptable 
  Audited and determined  not acceptable 
  Never audited 

 

   Never reviewed OFFEROR’S FISCAL 
YEAR 

 

8a.  NAME OF OFFEROR  (Typed) 9.  NAME OF FIRM 

8b.  TITLE OF OFFEROR  (Typed)  

10.  SIGNATURE 11.  DATE OF SUBMISSION 
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Schedule 2 
Offeror and Subcontractor Checklist 
 
 
Cost Proposal:  Original and Three Copies 

Page Reference 
in Proposal 

  
Section I:  Solicitation Documents SF 33, including acknowledgements and 
Section K of solicitation 

 

Schedule 1:  Proposal Cover Sheet  
Comprehensive support and calculations for direct labor rates  
Information on salaries and fringe benefits required by FAR Clause 52.222-
46 Evaluation of Compensation for Professional Employees 

 

Explanation of fringe benefits applicable to retained existing staff, if any  
Information on integration of existing staff into the new contract or the 
hiring of new staff 

 

Identification of employees whose resumes are provided in the Technical 
Proposal 

 

Identification of labor and other resources required for CLINs 0001, 0002, 
0003, and 0004 

 

Offeror’s allocation of labor hours in CLIN 0005  
Calculations and documentation for proposed labor escalation, if different 
from Government recommended 

 

Detailed information for all indirect rates  
Inclusion of RFP-stipulated ODCs    
Explanation and calculations to support Offeror-estimated ODCs  
Complete subcontract packages, including Prime’s comments on its 
evaluation of them 

 

Calculations supporting Cost of Money, if proposed  
Comments for CO’s consideration for award fee and profit  
Information on accounting system  
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Schedule 3 
Proposal Summary 
 
Contract 
Line Item 
Number 
(CLIN) 

 
CLIN Title 

 
Estimated Cost 

 
Award Fee 

 
Profit 

 
Total Cost 
and 
Fee/Profit 
 

0001  
 

Transition $  $ $ 

0002  Contract 
Management and 
Administration 
 

$ $  $ 

0003  Network and Desktop 
Support 
Administration 
 

$ $  $ 

0004 
 

Facility Management 
Services 

$ $  $ 

0005 System Development, 
System Planning, and 
Information Systems 
Security 

$ $  $ 

 Total $ $ $ $ 
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CLIN 0001 Transition 
 
1.  Direct labor.  Required resources are estimated by the Offeror.  Provide labor rate information in 
accordance with L.6.C.3 to L.6.C.6.  Labor cost should come from Schedule 5. 
 
2.  Escalation instructions are provided in L.6.C.8 
 
3.  Indirect rates instructions are included in L.6.C.9.  Note: the transition could involve effort not 
performed at the Volpe Center. 
 
4.  ODCs.  No RFP-stipulated ODCs.  There could be considerable Offeror-estimated, non-recurring 
ODCs including, for example, utilization of corporate resources, travel, and relocation expenses 
 
5.  Cost of Money.  See L.6.C.14. 
 
6.  Profit.  See L.6.C.15 
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Schedule 4 
CLIN 0001 Transition 
Schedule of Cost Details and Profit 
 

Cost Category Rates Amount 

Direct Labor (from Schedule 5)   $ 

Fringe Benefits * % $ 

Field Overhead  % $ 

Other (specify)  $ 

Subcontracts  $ 

1.  $ 

2.  $ 

3.  $ 

Total Subcontracts  $ 

Offeror-Estimated ODCs (specify)  $ 

1.  $ 

2.  $ 

Total Offeror-Estimated ODCs  $ 

Subtotal  $ 

G&A % $ 

Cost of Money  $ 

Total Costs  $ 

Profit  $ 

Total Cost and Profit  $ 

* If accounted for separately from overhead. 
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Schedule 5 
CLIN 0001 Transition 
Summary of Direct Labor Cost 
 
 
Labor Category Hours Hourly Rate Amount 
Category A (specify)  $ $ 
Category B (specify)  $ $ 
Category C (specify)  $ $ 
Category D (specify)  $ $ 
 Total Hours:  Total Labor: $ 
    
 
 
 
Labor 
Category 

Name of Resumed 
Person 

Employee’s 
Present Hourly 
Rate 

Escalated to 
Contract Year One 

Labor Category 
Bid Rate (from 
above) 

  $ $ $ 
  $ $ $ 
  $ $ $ 
  $ $ $ 
  $ $ $ 
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CLIN 0002  Contract Management and Administration 
 
1.  Direct labor.  Required resources are estimated by the Offeror.  Provide labor rate information in 
accordance with L.6.C.3 to L.6.C.6.  Labor cost should come from Schedule 8. 
 
2.  Escalation instructions are provided in L.6.C.8 
 
3.  Indirect rates instructions included  L.6.C.9.   
 
4.  ODCs.  No RFP-stipulated ODCs.  Offerors must estimate all ODCs consistent with its accounting 
practices. 
 
5.  Cost of Money.  See L.6.C.14. 
 
6.  Award Fee.  See L.6.C.15 
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Schedule 6 
CLIN 0002 Contract Management and Administration 
Summary of Estimated Cost and Award Fee 
 
 
CLIN 0002 Contract Management and Administration 
 Estimated Cost Award Fee Estimated Cost and Fee 
Contract Year One $ $ $ 
Contract Year Two $ $ $ 
Contract Year Three $ $ $ 
Contract Year Four $ $ $ 
Contract  Year Five $ $ $ 
Total $ $ $ 
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Schedule 7 
CLIN 0002 Contract Management and Administration 
Schedule of Cost Details and Award Fee 
 
 

Cost Category Rates* Year 1 Year 2 Year 3 Year 4 Year 5 Total 

Direct Labor (show details)   $ $ $ $ $ $ 

Fringe Benefits ** % $ $ $ $ $ $ 

Field Overhead  % $ $ $ $ $ $ 

Other (specify)  $ $ $ $ $ $ 

Subcontracts  $ $ $ $ $ $ 

1.  $ $ $ $ $ $ 

2.  $ $ $ $ $ $ 

3.  $ $ $ $ $ $ 

Total Subcontracts  $ $ $ $ $ $ 

Other Direct Costs  (ODCs)  $ $ $ $ $ $ 

RFP-Stipulated  $ $ $ $ $ $ 

Offeror-Estimated ODCs  $ $ $ $ $ $ 

1.  $ $ $ $ $ $ 

2.  $ $ $ $ $ $ 

Total Offeror-Estimated 
ODCs 

 $ $ $ $ $ $ 

Subtotal  $ $ $ $ $ $ 

G&A % $ $ $ $ $ $ 

Cost of Money  $ $ $ $ $ $ 

Total Costs  $ $ $ $ $ $ 

Award Fee  $ $ $ $ $ $ 

Total Cost Plus Award Fee  $ $ $ $ $ $ 

*  The table may be altered if different rates are used for different years. 
** If separate from overhead. 
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Schedule 8 
CLIN 0002 Contract Management and Administration 
Summary of Direct Labor Cost 
 
 Contract Year One Contract Year Two Contract Year Three Contract Year Four Contract Year Five 
Labor Category Hours Rate Amount Hours Rate Amount Hours Rate Amount Hours Rate Amount Hours Rate Amount 
Category A 
(specify) 

 $ $  $ $  $ $  $ $  $ $ 

Category B  $ $  $ $  $ $  $ $  $ $ 
Category C  $ $  $ $  $ $  $ $  $ $ 
Category D  $ $  $ $  $ $  $ $  $ $ 
Category E  $ $  $ $  $ $  $ $  $ $ 
Category F  $ $  $ $  $ $  $ $  $ $ 
Category G  $ $  $ $  $ $  $ $  $ $ 
Category H  $ $  $ $  $ $  $ $  $ $ 
                
Grand Total #  $ #  $ #  $ #  $ #  $ 
 
 
Labor Category Name of Resumed 

Person 
Employee’s Present 
Hourly Rate 

Escalated to Contract 
Year One 

Labor Category Bid 
Rate 

  $ $ $ 
  $ $ $ 
  $ $ $ 
  $ $ $ 
  $ $ $ 
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CLIN 0003  Network and Desktop Support Administration 
 
1.  Direct labor.  Required resources are estimated by the Offeror.  Provide labor rate information in 
accordance with L.6.C.3 to L.6.C.6.  Labor cost should come from Schedule 11. 
 
2.  Escalation instructions provided are L.6.C.8 
 
3.  Indirect rates instructions are included  L.6.C.9. 
  
4.  ODCs.  RFP-Stipulated ODCs included in L.6.C.10  Offerors must estimate ODCs consistent with its 
accounting practices, also. 
 
5.  Cost of Money.  See L.6.C.14. 
 
6.  Award Fee.  See L.6.C.15 
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Schedule 9 
CLIN 0003 Network and Desktop Support Administration 
Summary of Estimated Cost and Award Fee 
 

CLIN 0003 Network and Desktop Support Administration 
 Estimated Cost Award Fee Estimated Cost and Fee 
Contract Year One $ $ $ 
Contract Year Two $ $ $ 
Contract Year Three $ $ $ 
Contract Year Four $ $ $ 
Contract  Year Five $ $ $ 
Total $ $ $ 
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Schedule 10 
CLIN 0003 Network and Desktop Support Administration 
Schedule of Cost Details and Award Fee 
 

Cost Category Rates* Year 1 Year 2 Year 3 Year 4 Year 5 Total 

Direct Labor   $ $ $ $ $ $ 

Fringe Benefits **  % $ $ $ $ $ $ 

Field Overhead  % $ $ $ $ $ $ 

Other (specify)  $ $ $ $ $ $ 

Subcontracts  $ $ $ $ $ $ 

1.  $ $ $ $ $ $ 

2.  $ $ $ $ $ $ 

3.  $ $ $ $ $ $ 

Total Subcontracts  $ $ $ $ $ $ 

Other Direct Costs  
(ODCs) 

 $ $ $ $ $ $ 

RFP-Stipulated  $ $ $ $ $ $ 

Offeror-Estimated 
ODCs 

 $ $ $ $ $ $ 

1.  $ $ $ $ $ $ 

2.  $ $ $ $ $ $ 

Total Offeror-
Estimated ODCs 

 $ $ $ $ $ $ 

Subtotal  $ $ $ $ $ $ 

G&A % $ $ $ $ $ $ 

Cost of Money  $ $ $ $ $ $ 

Total Costs  $ $ $ $ $ $ 

Award Fee  $ $ $ $ $ $ 

Total Cost Plus 
Award Fee 

 $ $ $ $ $ $ 

 
*  The table may be altered if different rates are used for different years. 
** If separate from overhead. 
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Schedule 11 
CLIN 0003 Network and Desktop Support Administration 
Summary of Direct Labor Cost 
 
 Contract Year One Contract Year Two Contract Year Three Contract Year Four Contract Year Five 
Labor 
Category 

Hours Rate Amount Hours Rate Amount Hours Rate Amount Hours Rate Amount Hours Rate Amount 

Category A 
(specify) 

 $ $  $ $  $ $  $ $  $ $ 

Category B  $ $  $ $  $ $  $ $  $ $ 
Category C  $ $  $ $  $ $  $ $  $ $ 
Category D  $ $  $ $  $ $  $ $  $ $ 
Category E  $ $  $ $  $ $  $ $  $ $ 
Category F  $ $  $ $  $ $  $ $  $ $ 
Category G  $ $  $ $  $ $  $ $  $ $ 
Category H  $ $  $ $  $ $  $ $  $ $ 
                
Grand 
Total 

#  $ #  $ #  $ #  $ #  $ 

 
 
Labor Category Name of Resumed 

Person 
Employee’s Present 
Hourly Rate 

Escalated to Contract 
Year One 

Labor Category Bid 
Rate 

  $ $ $ 
  $ $ $ 
  $ $ $ 
  $ $ $ 
  $ $ $ 
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CLIN 0004  Facility Management Services 
 
1.  Direct labor.  Required resources are estimated by the Offeror.  Provide labor rate information in 
accordance with L.6.C.3 to L.6.C.6.  Labor cost should come from Schedule 14. 
 
2.  Escalation instructions are provided in L.6.C.8 
 
3.  Indirect rates instructions included  L.6.C.9.   
 
4.  ODCs.  No RFP-stipulated ODCs.  Offerors must estimate all ODCs consistent with its accounting 
practices. 
 
5.  Cost of Money.  See L.6.C.14. 
 
6.  Award Fee.  See L.6.C.15 
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Schedule 12 
CLIN 0004 Facility Management Services 
Summary of Estimated Cost and Award Fee 
 

CLIN 0004 Facility Management Services 
 Estimated Cost Award Fee Estimated Cost and 

Award Fee 
Contract Year One $ $ $ 
Contract Year Two $ $ $ 
Contract Year Three $ $ $ 
Contract Year Four $ $ $ 
Contract  Year Five $ $ $ 
Total $ $ $ 
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Schedule 13 
CLIN 0004 Facility Management Services 
Schedule of Estimated Costs and Award Fee 
 

Cost Category Rates * Year 1 Year 2 Year 3 Year 4 Year 5 Total 

Direct Labor   $ $ $ $ $ $ 

Fringe Benefits**  % $ $ $ $ $ $ 

Field Overhead  % $ $ $ $ $ $ 

Other (specify)  $ $ $ $ $ $ 

Subcontracts  $ $ $ $ $ $ 

1.  $ $ $ $ $ $ 

2.  $ $ $ $ $ $ 

3.  $ $ $ $ $ $ 

Total Subcontracts  $ $ $ $ $ $ 

Other Direct Costs (ODCs)  $ $ $ $ $ $ 

RFP-Stipulated  $ $ $ $ $ $ 

Offeror-Estimated ODCs (4)  $ $ $ $ $ $ 

1.  $ $ $ $ $ $ 

2.  $ $ $ $ $ $ 

Total Offeror-Estimated 
ODCs 

 $ $ $ $ $ $ 

Subtotal  $ $ $ $ $ $ 

G&A % $ $ $ $ $ $ 

Cost of Money  $ $ $ $ $ $ 

Total Costs  $ $ $ $ $ $ 

Award Fee  $ $ $ $ $ $ 

Total Cost Plus Award Fee  $ $ $ $ $ $ 
* The table may be altered if different rates are used for different years. 
** If separate from overhead. 
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Schedule 14 
CLIN 0004 Facility Management Services 
Summary of Direct Labor Cost 
 
 
 Contract Year One Contract Year Two Contract Year Three Contract Year Four Contract Year Five 
Labor 
Category 

Hours Rate Amount Hours Rate Amount Hours Rate Amount Hours Rate Amount Hours Rate Amount 

Category A 
(specify) 

 $ $  $ $  $ $  $ $  $ $ 

Category B  $ $  $ $  $ $  $ $  $ $ 
Category C  $ $  $ $  $ $  $ $  $ $ 
Category D  $ $  $ $  $ $  $ $  $ $ 
Category E  $ $  $ $  $ $  $ $  $ $ 
Category F  $ $  $ $  $ $  $ $  $ $ 
Category G  $ $  $ $  $ $  $ $  $ $ 
Category H  $ $  $ $  $ $  $ $  $ $ 
                
Grand 
Total 

#  $ #  $ #  $ #  $ #  $ 

 
 
 
Labor Category Name of Resumed Person Employee’s Present Hourly 

Rate 
Escalated to Contract Year 
One 

Labor Category Bid Rate 

  $ $ $ 
  $ $ $ 
  $ $ $ 
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CLIN 0005 System Development, System Planning, and Information Systems Security 
 
1.  Direct labor.  Offerors must use Government-estimated level of effort in Section B.2.  Provide labor 
rate information in accordance with L.6.C.3 to L.6.C.6.  Labor cost should come from Schedule 17. 
 
2.  Escalation instructions are provided in L.6.C.8 
 
3.  Indirect rates instructions included  L.6.C.9.   
 
4.  ODCs.  Offerors incorporate Government-estimated ODCs and any Offeror-specific ODCs consistent 
with its accounting practices. 
 
5.  Cost of Money.  See L.6.C.14. 
 
6.  Award Fee.  See L.6.C.15 
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Schedule 15 
CLIN 0005 System Development, System Planning, and Information Systems Security 
Summary of Estimated Cost and Award Fee 
 

CLIN 0005 System Development, System Planning, and Information Systems Security  
 Estimated Cost Award Fee Estimated Cost and  

Award Fee 
Contract Year One $ $ $ 
Contract Year Two $ $ $ 
Contract Year Three $ $ $ 
Contract Year Four $ $ $ 
Contract  Year Five $ $ $ 
Total $ $ $ 
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Schedule 16 
CLIN 0005 System Development, System Planning, and Information Systems Security 
Schedule of Estimated Costs and Award Fee 
 

Cost Category Rates * Year 1 Year 2 Year 3 Year 4 Year 5 Total 

Direct Labor   $ $ $ $ $ $ 

Fringe Benefits**  % $ $ $ $ $ $ 

Field Overhead  % $ $ $ $ $ $ 

Other (specify)  $ $ $ $ $ $ 

Subcontracts  $ $ $ $ $ $ 

1.  $ $ $ $ $ $ 

2.  $ $ $ $ $ $ 

3.  $ $ $ $ $ $ 

Total Subcontracts  $ $ $ $ $ $ 

Other Direct Costs (ODCs)  $ $ $ $ $ $ 

RFP-Stipulated  $ $ $ $ $ $ 

Offeror-Estimated ODCs (4)  $ $ $ $ $ $ 

1.  $ $ $ $ $ $ 

2.  $ $ $ $ $ $ 

Total Offeror-Estimated 
ODCs 

 $ $ $ $ $ $ 

Subtotal  $ $ $ $ $ $ 

G&A % $ $ $ $ $ $ 

Cost of Money  $ $ $ $ $ $ 

Total Costs  $ $ $ $ $ $ 

Award Fee  $ $ $ $ $ $ 

Total Cost Plus Award Fee  $ $ $ $ $ $ 
* The table may be altered if different rates are used for different years. 
** If separate from overhead. 
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Schedule 17 
CLIN 0005 System Development, System Planning, and Information Systems Security 
Summary of Direct Labor Cost 
 
 Contract Year One Contract Year Two Contract Year Three Contract Year Four Contract Year Five 
Category Hours Rate Amount Hours Rate Amount Hours Rate Amount Hours Rate Amount Hours Rate Amount 
                
Software Systems Engineer III  $ $  $ $  $ $  $ $  $ $ 
Software Systems Engineer IV  $ $  $ $  $ $  $ $  $ $ 
Software Systems Engineer V  $ $  $ $  $ $  $ $  $ $ 
Applications Systems Analyst/ 
Programmer II 

 $ $  $ $  $ $  $ $  $ $ 

Software Systems Analyst/ 
Programmer II 

 $ $  $ $  $ $  $ $  $ $ 

Systems Analyst III  $ $  $ $  $ $  $ $  $ $ 
Web Designer I  $ $  $ $  $ $  $ $  $ $ 
Web Software Developer III/ 
Web Architect 

 $ $  $ $  $ $  $ $  $ $ 

Data Control Clerk  $ $  $ $  $ $  $ $  $ $ 
Senior Data Control Clerk  $ $  $ $  $ $  $ $  $ $ 
Systems Analyst IV  $ $  $ $  $ $  $ $  $ $ 
Information Security Specialist I  $ $  $ $  $ $  $ $  $ $ 
Information Security Specialist II  $ $  $ $  $ $  $ $  $ $ 
Information Security Specialist III  $ $  $ $  $ $  $ $  $ $ 
                
Grand Total  $ $  $ $  $ $  $ $  $ $ 
 
 
 
Labor Category Name of Resumed 

Person 
Employee’s Present 
Hourly Rate 

Escalated to Contract 
Year One 

Labor Category Bid Rate 

  $ $ $ 
  $ $ $ 
  $ $ $ 
  $ $ $ 
  $ $ $ 
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Schedule 18 
CLIN 0005 System Development, System Planning, and Information Systems Security 
Annual Allocation of Direct Labor Hours 
 
 
Labor Category Prime Subcontractor A Subcontractor B Total 
Software Systems Engineer III    7,440 
Software Systems Engineer IV    3,720 
Software Systems Engineer V    1,860 
Applications Systems Analyst/Programmer II    11,160 
Software Systems Analyst/Programmer II    3,720 
Systems Analyst III    1,860 
Web Designer I    1,860 
Web Software Developer III/Web Architect    3,720 
Data Control Clerk    1,860 
Senior Data Control Clerk    1,860 
Systems Analyst IV    1,860 
Information Security Specialist I    5,580 
Information Security Specialist II    1,860 
Information Security Specialist III    1,860 
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Schedule 19 
Table of Indirect Rates Used in the Proposal 
 

Rate  
Nomenclature Year One Year Two Year Three Year Four Year Five 

 
Allocation Base 

Fringe Benefits*       
Field Overhead       
G&A       
Other (specify)       
Other (specify)       
* If separate from overhead. 
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SECTION M - EVALUATION FACTORS FOR AWARD 

 
M.1 GENERAL 
 
M.1.A. BASIS FOR AWARD 
 
It is the Government’s intent to make award based upon initial offers without entering into discussions or 
negotiations.  Award will be made to the responsive and responsible Offeror whose offer will provide the 
greatest overall value to the Government based on the Technical Proposal, the Cost Proposal, and other 
factors.  While it is the Government's intent to make award based upon initial offers, the Government 
may, nevertheless, determine during the evaluation period that it is necessary to conduct discussions.  In 
that case, the Contracting Officer (CO) will proceed to establish a competitive range and conduct 
negotiations with the firms in that range. 
 
M.1.B. ORDER OF IMPORTANCE  
 
The technical evaluation factors that are addressed in the Technical Proposal, when combined, are more 
important than cost in the selection of a Contractor for award.  Notwithstanding this fact, Offerors are 
cautioned not to minimize the importance of the Cost Proposal.  As the difference in ratings of submitted 
Technical Proposals decreases, the importance of evaluated cost will increase.  When the Technical 
Proposals are evaluated as essentially equal, evaluated cost may become the determining factor in making 
an award. 
 
M.1.C. RISK ASSESSMENT 
 
Each proposal will be assessed as to the level of risk it represents in terms of its probable accomplishment 
of schedule, cost, and performance objectives.  
 
M.2 TECHNICAL PROPOSAL EVALUATION  
 
The Offeror’s Technical Proposal will be evaluated in accordance with the criteria described below. 
 
The first two factors (Technical Excellence and Management Approach) are of equal importance.  The 
third factor (Transition Approach) is of lesser importance than either of the first two factors.  The fourth 
and fifth factors (Past Performance and Staffing) are also of equal importance, and each is of lesser 
importance than the third factor. 
 
M.2.A. TECHNICAL EXCELLENCE (WRITTEN AND ORAL) 
 
The purpose of this factor is to assess the Offeror’s understanding of technical work described in the 
solicitation requirements, and the quality and feasibility of its technical approach to accomplishing the 
work described, including approach to staffing.   In particular, the Government will evaluate the Offeror’s 
understanding and the effectiveness of its approach for (1) Network and Desktop Support Administration; 
(2) Facility Management Services; and (3) System Development, System Planning, and Information 
Systems Security. These sub-factors are of equal importance.  The Government will pay particular 
attention to the Offeror’s understanding of Information Security as it applies across all three of 
these areas.   
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M.2.B. MANAGEMENT APPROACH (WRITTEN AND ORAL) 
 
The purpose of this factor is to assess: (1) the Offeror’s management team and approach to managing the 
overall contract; (2) the Offeror’s approach to staffing; (3) the Offeror’s approach to quality control; (4) 
the Offeror’s approach to cost control; and (5) the Offeror’s approach to the contract administration 
function.  These sub-factors are of equal importance. 

 
M.2.C. TRANSITION APPROACH (WRITTEN AND ORAL) 
 
The purpose of this factor is to assess the Offeror’s approach to transitioning from the current Institutional 
Automated Data Processing Support Services contract to the new Information Technology Support 
Services contract.  This factor includes assessment of: (1) the degree to which disruption to ongoing tasks 
and sponsoring organization relationships is minimized; (2) effectiveness and efficiency; and (3) 
probability of success.  These sub-factors are of equal importance.  

 
M.2.D. PAST PERFORMANCE (WRITTEN) 
 
The purpose of this factor is to assess the ability of the Offeror to perform successfully based upon an 
evaluation of its relevant past performance history on tasks of the type and complexity described in the 
solicitation requirements (SOW). Contracts/tasks on which proposed Key Personnel played a significant 
role will be considered relevant.  This factor includes assessment of: (1) quality of product/service; (2) 
timeliness of performance; (3) cost control; and (4) business relations.  These sub-factors are of equal 
importance.  
 
Only relevant Past Performance history will be considered.  The Government will determine relevance of 
past performance information based on the similarity of the nature of the previous work to the current 
requirement, the dollar value of the previous efforts (i.e., equal to or greater than $500,000), and the 
currency of the prior work (i.e., within the past three years). 
 
If an Offeror has affirmatively stated that it has no relevant past performance history, and there is no 
evidence to the contrary, the Offeror will not be rated favorably or unfavorably on past performance. 

 
M.2.E. STAFFING (WRITTEN) 
 
The purpose of this factor is to assess the depth and breadth of the proposed Key Personnel in each of the 
respective labor categories in terms of technical expertise, capabilities, and accomplishments relevant to 
the IT functional area requirements as described in the SOW.  
 
M.3 COST EVALUATION CRITERIA  
 
Proposed costs will be evaluated for reasonableness and realism.  Cost realism, as defined and discussed 
in FAR 15.401 and 15.404-1(d), will be conducted on all line items.  The Government will calculate 
probable cost for CLINs 0002, 0003, 0004, and 0005.  The probable cost developed as a result of cost 
realism analysis may differ from proposed cost and will be used for purposes of evaluation to determine 
the best value.  
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The following, not necessarily in order of importance, shall also be evaluated.  They will not be 
numerically scored. 
 

• Consistency between Cost and Technical Proposals; 
 

• Compensation of professional employees will be evaluated in accordance with Section L.1., FAR 
52.222-46; 

 
• Uncompensated overtime, if any, will be evaluated in accordance with Section L, FAR 52.237-

10; and 
 

• Proposed fees may be evaluated using weighted guidelines techniques as described in the 
Transportation Acquisition Manual.   
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ATTACHMENT J.1 - SAMPLE MONTHLY ACTIVITY REPORT 
 
 
 
 
 

Information Technology Support Services (ITSS) 
Monthly Activity Report 
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TABLE OF CONTENTS 
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ITSS MONTHLY ACTIVITY SUMMARY 
 
 
Status of Overall Task Orders (Executive Summary): 
 
Work in progress:  Description and upcoming activities. 
 
Overall Staffing:  Name, labor category, level of effort (by month and year to date), and cost (by month 
and year to date). 
 
Overall Monthly Activity Highlights:  include present or potential problems 
 
Summary of Special Interest Items:  Description 
 
Technical Topics:  Description of IT Topics 
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STATUS OF CONTRACT MANAGEMENT AND ADMINISTRATIVE TASK ORDERS: 
 
Task Order 1:  TITLE 
 
Work in progress:  Description and upcoming activities. 
 
Staffing:  Name, labor category, level of effort (by month and year to date), and cost (by month and year 
to date). 
 
Monthly Activity Highlights:  include present or potential problems 
 
Special Interest Items:  Description 
 
Task Order 2:  TITLE 
 
Work in progress:  Description and upcoming activities. 
 
Staffing:  Name, labor category, level of effort t (by month and year to date), and cost (by month and year 
to date). 
 
Monthly Activity Highlights:  include present or potential problems 
 
Special Interest Items:  Description 
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STATUS OF NETWORK AND DESKTOP SUPPORT ADMINISTRATION TASK ORDERS: 
 
Task Order 1:  TITLE 
 
Work in progress:  Description and upcoming activities. 
 
Staffing:  Name, labor category, level of effort (by month and year to date), and cost (by month and year 
to date). 
 
Monthly Activity Highlights:  include present or potential problems 
 
Performance Statistics:  Overview of performance statistics (e.g. network downtime)  
 
Special Interest Items:  Description 
 
Task Order 2:  TITLE 
 
Work in progress:  Description and upcoming activities. 
 
Staffing:  Name, labor category, level of effort (by month and year to date), and cost (by month and year 
to date). 
 
Monthly Activity Highlights:  include present or potential problems 
 
Performance Statistics:  Overview of performance statistics (e.g. desktop downtime) 
 
Special Interest Items:  Description 
 
 
STATUS OF FACILITY MANAGEMENT SERVICES TASK ORDERS: 
 
Task Order 1:  TITLE 
 
Work in progress:  Description and upcoming activities. 
 
Staffing:  Name, labor category, level of effort (by month and year to date), and cost (by month and year 
to date). 
 
Monthly Activity Highlights:  include present or potential problems 
 
Performance Statistics:  Overview of performance statistics (e.g. new operating systems installed) 
 
Special Interest Items:  Description 
 
Task Order 2:  TITLE 
 
Work in progress:  Description and upcoming activities. 
 
Staffing:  Name, labor category, level of effort (by month and year to date), and cost (by month and year 
to date). 
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Monthly Activity Highlights:  include present or potential problems 
 
Performance Statistics:  Overview of performance statistics (e.g. system activity summary) 
 
Special Interest Items:  Description 
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STATUS OF SYSTEM DEVELOPMENT, SYSTEM PLANNING, AND INFORMATION 
SYSTEMS SECURITY TASK ORDERS 
 
STATUS OF SYSTEM DEVELOPMENT TASK ORDERS. 
 
Task Order 1:  TITLE 
 
Work in progress:  Description and upcoming activities. 
 
Staffing:  Name, labor category, level of effort (by month and year to date), and cost (by month and year 
to date). 
 
Monthly Activity Highlights:  include present or potential problems 
 
Special Interest Items:  Description 
 
Task Order 2:  TITLE 
 
Work in progress:  Description and upcoming activities. 
 
Staffing:  Name, labor category, level of effort (by month and year to date), and cost (by month and year 
to date). 
 
Monthly Activity Highlights:  include present or potential problems 
 
Special Interest Items:  Description 
 
 
STATUS OF SYSTEM PLANNING TASK ORDERS. 
 
Task Order 1:  TITLE 
 
Work in progress:  Description and upcoming activities. 
 
Staffing:  Name, labor category, level of effort (by month and year to date), and cost (by month and year 
to date). 
 
Monthly Activity Highlights:  include present or potential problems 
 
Special Interest Items:  Description 
 
Task Order 2:  TITLE 
 
Work in progress:  Description and upcoming activities. 
 
Staffing:  Name, labor category, level of effort (by month and year to date), and cost (by month and year 
to date). 
 
Monthly Activity Highlights:  include present or potential problems 
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Special Interest Items:  Description 
 
 
STATUS OF INFORMATION SYSTEMS SECURITY TASK ORDERS. 
 
Task Order 1:  TITLE 
 
Work in progress:  Description and upcoming activities. 
 
Staffing:  Name, labor category, level of effort (by month and year to date), and cost (by month and year 
to date). 
 
Monthly Activity Highlights:  include present or potential problems 
 
Special Interest Items:  Description 
 
Task Order 2:  TITLE 
 
Work in progress:  Description and upcoming activities. 
 
Staffing:  Name, labor category, level of effort (by month and year to date), and cost (by month and year 
to date). 
 
Monthly Activity Highlights:  include present or potential problems 
 
Special Interest Items:  Description 
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ATTACHMENT J.2 - ELECTRONIC SUBMISSION REQUIREMENTS 
 
 
All documents that have been requested for submission in electronic format must meet the following 
requirements in addition to any specifications stated in other sections of this contract.  Documents must 
be: 
 

1. Year 2000 Compliant; 
 
2. Compatible with Microsoft Office 97 or Microsoft Office 97 compatible electronic 

products (Microsoft Office 97 products include Word 97, PowerPoint 97, and Excel 97); 
 
3. Virus free 

 
Electronic documents that do not satisfy these three requirements will not be accepted.  These 
specifications may be modified by the COTR during the performance of the contract. 
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ATTACHMENT J.3 - GOVERNMENT-FURNISHED PROPERTY LIST 
 

Property assigned to Information Technology Support Services Contractor 
 
           
           

Tag 
Number 

Date In Cost FSC Building Floor Room Receiver Noun Manufacturer Model Number

           
11747 940721 85 7910 3 0 37  CRONAN,M         CLEANER               PULLMAN                     JB90 
15871 940407 3386 7025 3 0 37  CRONAN,M         INTERFACE             VADIC                    VA
19784 950303 7900 7025 3 0 37  CRONAN,M         MODEM                 VADIC                     16
20666 941005 2409 7025 3 2 70  TULL,M           PRINTER               DEC                        LA120 
20892 940407 14850 6625 3 0 37  CRONAN,M         INSPECTOR             GMI                        MPC
21342 950303 515 7025 3 0 37  CRONAN,M         TERMINAL              DEC                VT-241
21974 940407 23512 7025 3 0 37  CRONAN,M         PRINTER               DEC                       LP27AA 

22124 941005 1266 7025 3 2 70  KERRIGAN,J       DISPLAYPHONE          NORTHERN TELECO           MTGK90 
22654 950303 751 7025 3 1  40A   KERRIGAN,J       TERMINAL              CITOH                     CIE220 
22704 950303 705 7025 3 2 70  INNIS, M.        TERMINAL              CITOH                   CIE
22824 940407 24975 7025 3 0 37  CRONAN,M         PRINTER               MEMOREX         
23969 941005 1580 7025 3 0 37  CRONAN,M         PRINTER               DEC                     LA
24060 940407 2720 7025 3 0 37  CRONAN,M         COMM. SERVER          BRIDGE COMM.          CS
25567 940420 461 7025 3 2 58  MERRIGAN, K.     DISPLAY UNIT          WYSE   
25644 940721 130 5805 3 1  18C   BARTOLO,G        ANSWERING UNIT        AT&T            

26050 930308 3800 7025 3 0 37  CRONAN,M         COMM. SERVER          DEC                        200MC 
26443 941005 3035 7025 3 0 37  CRONAN,M       COMM. SERVER          DEC                     DSRVB
26929 950303 907 7025 3 2 58  CRONAN,M         TERMINAL              DEC                        VT220 
27644 20611 1680 7025 6 1  BACK  UNICOR           COMM. SERVER          BRIDGE COMM.           CS/200
28201 950818 1635 7025 3 2  72B   KERRIGAN,J       PRINTER               HEWLETT PACKARD           33440A 
28474 921210 46 7420 3 1  18C   ARSENAULT,K      CALCULATING MACHINE   TEXAS INSTRU           T.I.
28796 950303 2000 7025 3 0 37  CRONAN,M         TERMINAL              DEC                        VT320 
28797 941005 700 7025 3 0 37  CRONAN,M         PRINTER               DEC                        LA
28799 941005 62609 7025 3 0 37  CRONAN,M         DISK DRIVE UNIT       DEC                       HSC
29186 940721 3650 7010 3 1  18B   KERRIGAN,J       PROCESSOR             APPLE                     CX8014 
29478 930603 3502 7010 1 3 23  SACANE,R         PROCESSOR             DELL                      SYS3
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30322 940721 22388 7025 3 0 37  CRONAN,M         DISK DRIVE UNIT       DEC                     SA600

30377 941005 13650 7025 3 0 37  CRONAN,M         TAPE DRIVE            SYSTEM INDUSTRY           SI2016 
30907 940407 22388 7025 3 0 37  CRONAN,M      DISK DRIVE UNIT       DEC                     SA600
31348 981230 2500 7025 3 2 70  HOWARD,E         DISPLAY UNIT          NEC             
31438 941005 305 7025 3 2 1  INNISS,M         DISPLAY UNIT          AT&T                    CRT
31454 940721 3165 7010 2 2 79  KERRIGAN,J       PROCESSOR             DELL                        325D 
31589 940721 2495 7010 3 1  40D   KERRIGAN,J       PROCESSOR             BELTRON                   486/33 
31673 940721 1800 7025 3 2  72A   PARECE,K         PRINTER               HEWLETT PACKARD              NMN 
32307 940721 15000 7010 3 0 37  KERRIGAN,J       PROCESSOR             NETWORK PROBE             NP7100 
32493 940721 2406 7025 3 2 79  KERRIGAN,J       SCANNER               MICROTEK                     NMN 
32622 940721 3775 7010 3 0 37  KERRIGAN,J       PROCESSOR             GATEWAY 2000              486/33 
32623 940721 500 7025 3 1  18C   KERRIGAN,J       DISPLAY UNIT          GATEWAY 2000             PMV14VC 
32629 941005 16444 7025 3 0 37  CRONAN,M         DISK DRIVE UNIT       SUBSYSTEM                    NMN 
32734 940721 299 7025 3 0 37  CHANCE,E         DISPLAY UNIT          PANASONIC                  C1381 
32994 940721 15495 7010 3 0 37  KERRIGAN,J   PROCESSOR             COMPAQ                       NMN 
33229 10612 1250 7025 4 1  46A   WT CHEN          DISPLAY UNIT          VIEWSONIC                    
33307 941005 3270 7025 3 0 37  JONES,R          TAPE DRIVE            DEC                         40GB 
33335 941005 5250 7025 3 0 37  JONES, R         DISK DRIVE UNIT       DEC                     SZ12J
33336 941005 13643 7010 3 0 37  JONES,R          PROCESSOR             DEC                     5000/240 
33337 941005 500 7025 3 2 37  JONES,R          DISPLAY UNIT          DEC                     VRT1
33420 940721 16422 7010 3 0 37  KERRIGAN,J       PROCESSOR             COMPAQ          
33504 20611 6500 7025 4 1 46  UNICOR           ROUTER                DEC                     DEMSA
33543 20611 2000 7010 4 1  46A   UNICOR           PROCESSOR             COMPAQ          
33698 970521 2000 7025 3 2  72B   BRENNICK,J       DISPLAY UNIT          DEC                       VR
33747 940721 450 7025 3 0 37  TERRLONGE,P      DISPLAY UNIT          DEC                     PC7XV
33748 940721 450 7025 3 2 51  SELLDORFF,C      DISPLAY UNIT          DEC                    PC
33793 941005 1992 7025 3 0 37  CRONAN,M         DISK DRIVE UNIT       DEC                         RA81 
34073 940721 500 7025 3 2 70  EATHERTON,P      DISPLAY UNIT          DEC                     PC7XV
34092 941006 500 7025 3 2 68  SACANE,R         DISPLAY UNIT          DEC                     PC7XV
34192 940831 3141 7025 3 0 37  CRONAN,M         DISK DRIVE UNIT       DEC                     SZ12J
34193 941006 4956 7010 3 0 37  CRONAN,M         PROCESSOR             DEC                     VS46K
34194 940831 500 7025 3 0 37  CRONAN,M         DISPLAY UNIT          DEC                     VRM17
34236 941006 8356 7010 3 0 37  CRONAN,M         PROCESSOR             DEC                      DEMSA
34273 940916 2500 7010 3 2 38  JOY,W            PROCESSOR             DEC                        PCP30 
34461 10612 500 7025 4 1  46A   WT CHEN  DISPLAY UNIT          VIEWSONIC                 1564
34470 940930 58 7420 3 2  72A   WILLIAMS,C       CALCULATING MACHINE   CASIO                   FR
34500 940721 800 7025 2 2 79  KERRIGAN,J       DISPLAY UNIT          DEC                     PC7XV
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34823 941006 348 7025 3 0 37  KERRIGAN,J       DISPLAY UNIT          DEC                   FR
34827 941006 1478 7010 3 2 1  PELLITIER,B      PROCESSOR             DEC                        433DX 
34828 941006 1478 7010 3 1  18B   KERRIGAN,J       PROCESSOR             DEC                        433DX

 
34830 941006 1478 7010 3 2  72B   KERRIGAN,J       PROCESSOR             DEC                        433DX 
34857 941006 5000 7025 3 2 37  CRONAN,M         DISPLAY UNIT          DEC                     VRT19
34858 941006 10484 7010 3 0 37  CRONAN,M         PROCESSOR             DEC                      4000
34859 941006 4295 7025 3 0 37  CRONAN,M         EXPANSION UNIT        DEC                     SZ16J
34926 960322 340000 7010 3 0 37  CRONAN,M         PROCESSOR             DEC                     7XAMA
35159 112 200 7025 3 1  18C   MUNDKUR,P        DISPLAY UNIT          CORNERSTONE            D16C
35174 941006 1500 7010 3 1  18C   KERRIGAN,J       PROCESSOR             DEC                   FR
35179 941006 500 7010 3 0 37  ARSENAULT,K      DISPLAY UNIT          DEC           PC7XV
35180 941006 500 7010 3 2  73A   KERRIGAN,J       DISPLAY UNIT          DEC                     PC7XV
35181 941006 500 7010 3 0 37  KERRIGAN,J       DISPLAY UNIT          DEC                     PC7XV
35183 941006 500 7010 3 0 37  KERRIGAN,J       DISPLAY UNIT          DEC                     PC7XV
35342 20605 6190 7010 4 1  46A   UNICOR           PROCESSOR         COMTRADE                  486
35358 941006 1500 7010 2 2 79  ARMSTRONG,B      PROCESSOR             DEC                  FR
35359 941006 1500 7010 3 2 51  KERRIGAN,J       PROCESSOR             DEC                 FFR
35362 941006 800 7010 3 0 37  KERRIGAN,J       PROCESSOR             COMPAQ          
35377 970625 315 7025 3 2 70  VALCHUIS,J       DISPLAY UNIT          COMPAQ                      420K 
35384 941006 1500 7010 3 1  18B   KERRIGAN,J       PROCESSOR             DEC                  FR
35455 941006 22952 7025 3 0 37  CRONAN,M         STORAGE UNIT          DEC                     SA900
35572 940831 1175 7010 1 11 29  KERRIGAN,J       PROCESSOR             IBM                       783SFA 
35749 941006 1500 7010 2 2 79  PARECE,K         PROCESSOR  DEC                   FR
35751 941006 2000 7010 3 2  72B   D'ALELIO,D       PROCESSOR             DEC                  FR
35764 941006 500 7025 3 2  72B   D'ALELIO,D       DISPLAY UNIT          DEC                     PCXBV
35766 941006 500 7025 3 2 67  BURKS,P          DISPLAY UNIT          DEC                     PCXBV
35786 940721 500 7025 3 0 37  KERRIGAN,J      DISPLAY UNIT          GATEWAY 2000          CS1024N12G 
35893 950303 1000 7010 3 0 37  CRONAN,M         PROCESSOR             DEC                     DSRVP
36019 941006 500 7025 3 0 37  CRONAN,M         DISPLAY UNIT          DEC                      VT420A4 
36020 941006 1500 7025 3 0 37  CRONAN,M         PRINTER               DEC                      LA70
36185 941006 1500 7010 3 0 37  KERRIGAN,J       PROCESSOR             DEC                     XL466
36186 940228 1900 7025 3 2  73B   DALELIO,D        PRINTER               HEWLETT PACKARD         
36192 941006 1500 7010 3 1  18C   KERRIGAN,J       PROCESSOR             DEC                   FR743AA
36200 941006 263 7430 3 2 70  KERRIGAN,J       TYPEWRITER            BROTHER                 EM
36204 940901 263 7430 3 2 65  DALELIO,D        TYPEWRITER            BROTHER                 EM
36205 941006 263 7430 3 2  70B   CHANCE,E         TYPEWRITER            BROTHER             EM
36212 940222 500 7025 4 2 50  CALI,J           DISPLAY UNIT          CTX                      CMS1461 
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36325 961003 2000 7010 3 2 39  BARTOLA,G        PROCESSOR             DEC                        PC766 
36366 961003 500 7025 3 2 39  BARTOLA,G        DISPLAY UNIT         DEC                        VRC16 
36379 940407 500 7025 3 2 39  ARSENAULT,K      DISPLAY UNIT          DEC                     30
36380 941006 500 7025 3 0 37  KERRIGAN,J       DISPLAY UNIT          DEC                     30

 
36383 941006 1399 7010 3 0 37  KERRIGAN,J       PROCESSOR             DEC                     FR
36387 940721 1500 7010 3 0 37  KERRIGAN,J       PROCESSOR     DELL                      AM466+ 
36394 941006 500 7025 3 2 58  PELLITIER,B      DISPLAY UNIT          DEC                        PCXBV 
36395 941006 500 7025 3 2 52  CULTRERA,A       DISPLAY UNIT          DEC                        PCXBV 
36397 941006 1500 7010 3 2  70B   CULTRERA,A       PROCESSOR             DEC                  FR
36484 940513 800 7025 3 0 37  ALLEN,H          DISPLAY UNIT          SUN MICROSYSTEM      GDM
36491 941006 1000 7025 3 2 69  CABBAGE,G        PRINTER               GBC                     1M3000
36566 10612 500 7025 4 1  46A   WT CHEN          DISPLAY UNIT          SONY                    CPD
36638 323 1200 7025 4 1  46A   MARTIN,P         DISPLAY UNIT          SONY                   GDM
36810 940706 3000 7010 3 2 70  DAWSON,P         PROCESSOR             DEC                        PC743 
36812 960821 800 7025 3 2 79  BRENNICK,J       SCANNER               RICOH                      IS410 
36852 940706 125 5805 3 2 70  BUTLER,S         ANSWERING UNIT        SANYO                        NMN 
36858 940706 461 7025 3 0 37  DOBSON,T         DISPLAY UNIT          WYSE                       W4
36859 940706 1500 7010 3 2  70A   TAYLOR,L         PROCESSOR    DEC                        PC753 
36865 940706 1500 7025 3 2  72B   ARMSTRONG,B      DISK DRIVE UNIT       TRIUMPH                      NMN 
36876 940707 750 5820 3 1  40A   MAHONEY,D        TRANSCEIVER           CABLETRON                 MT
36878 940707 1299 7010 3 1  18B   WELCH,M          PROCESSOR             TANDY           
36879 940707 89 5805 3 1  18B   KERRIGAN,J       ANSWERING UNIT        AT&T            
36882 940707 2500 7010 3 2 67  KERRIGAN,J       PROCESSOR             SUN MICROSYSTEM              NMN 
36902 941005 1025 7025 3 2 22  KERRIGAN,J       PRINTER               IBM             
36967 940706 1500 7025 3 0 37  CRONAN,M         SCANNER               SYMMETRICA                C2544T 
36968 940706 1500 7025 3 0 37  CRONAN,M         SCANNER               SYMMETRICA         
36974 940708 3800 7010 3 0 37  CRONAN,M         PROCESSOR             DEC                        200MC 
36975 940708 3800 7025 3 0 37  CRONAN,M         COMM. SERVER          DEC             
36977 940706 1500 7025 2 2 79  DERUSHA,G        PRINTER               HEWLETT PACKARD           C1602A 
36979 960410 1500 7025 3 0  37B   CRONAN,M         POWER SUPPLY          APC             
36981 940708 500 7025 3 0 37  CRONAN,M         DISPLAY UNIT          DEC                        VT220 
36982 940706 2000 7025 3 0 37  CRONAN,M         CONTROLLER            DEC                       HAC 95 
36985 940706 2000 7025 3 0 37  CRONAN,M         STORAGE UNIT          DEC                     SW812
36986 940706 2500 7010 3 0 37  CRONAN,M         PROCESSOR             DEC                 SEACD
36987 940706 2500 7010 3 0 37  CRONAN,M         PROCESSOR             DEC                    DP 222
36988 940708 500 7025 3 0 37  CRONAN,M         DISPLAY UNIT          DEC                     VT420
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36991 940708 23512 7025 3 0 37  CRONAN,M         PRINTER               DEC                      LP27
37032 971024 1500 7010 3 0 37  BRENNICK,J       PROCESSOR             DEC                       PCT
37366 950303 500 7025 3 2 69  CHANCE,E         DISPLAY UNIT          DEC                          NMN 
37368 941004 2000 7010 3 0 37  ARSENAULT,K      PROCESSOR             DEC                          NMN 
37369 941007 2000 7010 3 2 70  ROWE,J           PROCESSOR             DEC                          NMN 
37609 941005 500 7025 3 2  72A   ARSENAULT,K      DISPLAY UNIT          DEC              PCXBV
37645 940926 367924 7010 3 0 37  CRONAN,M         SUB SYSTEM            DEC                     DEC 7000 
37727 941024 1000 7025 3 1  18C   ARMSTRONG,B      DISPLAY UNIT          HITACHI                 CM2098MU 
37839 941007 865 7025 3 2 26  DERUSHA,G        DISPLAY UNIT          VIEWSONIC       
37855 940923 2000 5815 3 2 37  MAHONEY,D        FACSIMILE SET         HEWLETT PACKARD         HPC3510A 
37921 1219 4697 7025 3 2 27  HAVILAND,P       DISK DRIVE,OPTICAL    HEWLETT PACKARD           C1101A 
37977 941011 2000 7010 3 0 37  D'ALELIO,D       PROCESSOR             DELL                      PE
45198 1004 3869 7010 3 2 68  HUMPHREY,G       PROCESSOR             SAGER                      9200D 
45223 950118 1500 7025 3 0 37  CRONAN,M         PRINTER               DIGITAL                    LP27 
45377 20605 2000 7010 4 1  46A   UNICOR           PROCESSOR             GATEWAY 2000               P5
45437 10612 500 7025 4 1  46A   WT CHEN          DISPLAY UNIT          DELL            
45779 950504 3891 7025 3 0 37  ARSENAULT,K      PRINTER               DEC                     LPS17
46016 950515 1000 6630 3 0  37B   DIGIOVANNI,M     CONCENTRATOR          APEX                    EL
46018 950516 2000 7010 3 0 37  ARSENAULT,K      PROCESSOR             DEC                     PB41A
46019 950516 2000 7010 3 0 37  ARSENAULT,K      PROCESSOR             DEC                     PB41A
46020 950516 2000 7010 3 0 37  ARSENAULT,K      PROCESSOR             DEC                     PB41A
46021 950516 500 7025 3 0 37  ARSENAULT,K      DISPLAY UNIT          DEC                  VT510
46040 950524 500 7025 3 2 51  ARSENAULT,K      DISPLAY UNIT          DEC                  FR
46056 601 2500 7010 1 11 62  ARSENAULT,K      PROCESSOR             NEC                  PC
46077 970521 2000 7010 3 0 37  BRENNICK,J       PROCESSOR             DELL                     90C/XPS 
46086 950622 2000 7010 3 2 55  ARSENAULT,K      PROCESSOR             DEC                        921WW 
46162 10816 1390 7025 4 2 22  DAVENPORT,J      PRINTER               HEWLETT PACKARD              NMN 
46165 20605 1948 7010 4 1  46A   UNICOR           PROCESSOR             POWER SPEC                   NMN 
46200 10612 500 7025 4 1  46A   WT CHEN          DISPLAY UNIT          KDS                     KD
46224 950719 1000 7025 3 0  37B   ARSENAULT,K      TAPE DRIVE            EXABYTE         EXB
46238 950719 2000 7010 3 0 37  ARSENAULT,K      PROCESSOR             DEC                        873WW 
46309 950728 1500 7010 3 2  73A   ARSENAULT,K      PROCESSOR             DEC                        923WW 
46323 20611 800 7025 3 2 72  UNICOR           TAPE DRIVE            MOUNTAIN             01
46374 950817 500 7025 3 2 70  ARSENAULT,K      DISPLAY UNIT          DEC              FR
46430 10612 4958 7010 4 1  46A   WT CHEN          PROCESSOR             MACINTOSH                  165
46552 950825 800 7025 3 2  74C   ARSENAULT,K      SCANNER               HEWLETT PACKARD           C2527A 
46553 950825 1500 7010 3 0 37  KERRIGAN,J       PROCESSOR             DELL                         TML 
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46554 950825 500 7025 3 0 37  KERRIGAN,J       DISPLAY UNIT         DELL                   D1526T
46573 950906 3891 7025 3 0 37  ARSENAULT,K      PRINTER               DEC                     LPS17
46577 950907 1500 7010 3 2  73A   ARSENAULT,K      PROCESSOR             DEC                  FR
46580 950907 700 7025 3 0 37  ARSENAULT,K      DISPLAY UNIT          DEC                   FR
46581 950907 700 7025 3 2 27  ARSENAULT,K      DISPLAY UNIT          DEC                   FR
46584 950908 1000 7025 3 0 37  ARSENAULT,K      TAPE DRIVE            DEC                     TZ877
46585 950908 500 7025 3 0 37  ARSENAULT,K      DISPLAY UNIT          DEC                     VRC15
46586 950908 500 7025 3 2 70  ARSENAULT,K      DISPLAY UNIT          DEC                     VRC15
46680 20611 1000 7010 4 1  46A   UNICOR           PROCESSOR             HIQ                        P5

 
46701 20605 1243 7010 4 1  46A   UNICOR           PROCESSOR             DFI                     MD5860PA 
46740 970521 763 7025 3 2 58  BRENNICK,J       DISPLAY UNIT          VIEWSONIC                 1782PS 
46743 10612 763 7025 4 1  46A   WT CHEN          DISPLAY UNIT          VIEWSONIC                 1782PS 
46765 20605 1876 7010 4 1  46A   UNICOR,      PROCESSOR             DFI                     GD486EVB 
46774 20605 2000 7010 4 1  46A   UNICOR           PROCESSOR             DELL                         DPM 
46922 20611 1500 7010 4 1  46A   UNICOR           PROCESSOR             DTK                      5Q54D90 
47048 951226 500 7025 3 2 69  ARSENAULT,K      DISPLAY UNIT          MAG                       DX1795 
47053 951226 2000 7010 4 1 30 ARSENAULT, K PROCESSOR QUANTEX 
47226 960117 500 7025 1 11 54  ARSENAULT,K      DISPLAY UNIT          NEC                   JC
47243 20611 2000 7010 4 1  46A   UNICOR           PROCESSOR             MICRON          
47244 10612 500 7025 4 1  46A   WT CHEN          DISPLAY UNIT          MICRON                     15FGX 
47267 20611 500 7025 3 2 70  UNICOR           DISPLAY UNIT          NEC                   JC
47295 20611 1500 7010 4 1  46A   UNICOR           PROCESSOR             POWER SPEC      
47428 20611 2000 7010 4 1  46A   UNICOR           PROCESSOR             DELL                         MMS 
47439 960227 1000 7025 3 2 69  ARSENAULT,K      CD-ROM DRIVE          OPTIONS                 1969
47545 960403 500 7025 3 2 70  ARSENAULT,K      DISPLAY UNIT          DIGITAL                 VRT17
47546 960403 2000 7010 3 0 37  ARSENAULT,K      PROCESSOR             DIGITAL                 PB50A
47595 960416 1000 7025 3 2 69  ARSENAULT,K      CD-ROM DRIVE          PANASONIC                KXLD720 
47672 10612 300 7025 4 1  46A   WT CHEN          DISPLAY UNIT  DELL                         NMN 
47709 960522 3659 7010 3 2 51  GOLDBERG,H       PROCESSOR             GATEWAY 2000           P5
47711 970304 4200 7010 3 2 37  HUNT,K           PROCESSOR             GATEWAY 2000            P5
47712 970304 700 7025 3 2 38  HUNT,K           DISPLAY UNIT          GATEWAY 2000            NO
47722 960611 3270 7025 3 0 37  CRONAN,M         PRINTER               DEC                     LN03A
47764 822 500 7025 3 2 70  HUMPHREY,G       DISK DRIVE UNIT       CSC                     CFP10605 
47765 822 500 7025 3 2 70  HUMPHREY,G       DISK DRIVE UNIT       CSC                     CFP10605 
47827 10612 500 7025 4 1  46A   WT CHEN          DISPLAY UNIT          GATEWAY 2000            CPD15F23 
47849 970620 4630 7010 3 2  72A   BRENNICK,J       PROCESSOR             GATEWAY 2000          MDAP
47886 10612 2000 7010 4 1  46A   WT CHEN          PROCESSOR             DELL                         DPM 
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47950 960618 2394 7010 3 2 58  EATHERTON,P      PROCESSOR             MICRON           M55H1PLUS
47951 960618 500 7025 3 0 37  EATHERTON,P      DISPLAY UNIT          MICRON                   LM1764A 
48048 20605 2000 7010 4 1  46A   UNICOR           PROCESSOR             GATEWAY 2000                
48084 10612 500 7025 4 1  46A   WT CHEN          DISPLAY UNIT          SONY                    CPD17SF2 
48249 960730 659 7025 3 2  73A   SACANE,R         CD ROM DRIVE          NONE            
48250 960730 500 7025 2 2 79  SACANE,R         DISPLAY UNIT       DIGITAL                 PCXBV
48252 960730 2899 7010 3 0 37  GEIST,J          PROCESSOR             PC WAREHOUSE              P5
48254 960730 500 7025 3 2  72A   SACANE,R         DISPLAY UNIT          NONE                    PCXBV
48260 960801 800 7025 3 2 70  SACCANE,R        TAPE DRIVE            MOUNTAIN             01
48493 20605 2000 7010 4 1  46A   UNICOR           PROCESSOR             DELL                         MMM 
48505 331 389 7025 4 1  46A   HOWARD,E         DISPLAY UNIT          PRINCETON                   E070 

 
48506 20611 1341 7010 4 1  46A   UNICOR           PROCESSOR             THINKMATE           CPM1D1460DNP 
48507 20605 299 7025 4 1  46A   UNICOR           DISPLAY UNIT          DELL                   D1526TXHS 
48508 10612 2000 7010 4 1  46A   WT CHEN          PROCESSOR          DELL                         MMM 
48571 990811 2000 7010 4 2 34  HOWARD,E         PROCESSOR             MICRON                 M55HIPLUS 
48572 990811 500 7025 3 2 27  HOWARD,E         DISPLAY UNIT          MICRON                   LM1764A 
48575 323 500 7025 4 1  46A   HOWARD,E         DISPLAY UNIT          MICRON                   LM1764A 
48590 970616 300 7025 3 0 37  EATHERTON,P      POWER SUPPLY          APC             
48602 20605 1889 7010 4 1  46A   UNICOR           PROCESSOR             TRADEMARK                 AT
48603 20605 1889 7010 4 1  46A   UNICOR           PROCESSOR             TRADEMARK                 AT
48604 20605 1889 7010 4 1  46A   UNICOR           PROCESSOR             TRADEMARK                 AT
48606 20611 1889 7010 4 1  46A   UNICOR           PROCESSOR             TRADEMARK                 AT
48608 20605 2000 7010 4 1  46A   UNICOR           PROCESSOR             GATEWAY 2000          MDAPPRO200 
48609 10612 2000 7010 4 1  46A   WT CHEN          PROCESSOR             GATEWAY 2000          MDAPPRO200 
48679 970616 500 7025 3 2 27  EATHERTON,P      DISPLAY UNIT          MICRON                   LM1764A 
48681 970616 500 7025 3 2  72B   EATHERTON,P      DISPLAY UNIT          MICRON                   LM1764A 
48682 970616 500 7025 1 11 60  EATHERTON,P      DISPLAY UNIT          MICRON                   LM1764A 
48683 970616 1583 7010 3 2  74C   EATHERON,P       PROCESSOR             MICRON               VENUSP200MT 
48684 970616 1583 7010 1 11 60  EATHERTON,P      PROCESSOR             MICRON               VENUSP200MT 
48685 970616 1583 7010 3 2 69  EATHERTON,P      PROCESSOR             MICRON               VENUSP200MT 
48687 970616 1583 7010 3 2  72B   EATHERTON,P      PROCESSOR             MICRON               VENUSP200MT 
48688 970616 2694 7310 3 2 69  EATHERTON,P      SERVER                DEC                      FR973WW 
48689 970616 2694 7310 8 2 0  EATHERTON,P      SERVER                DEC                      FR973WW 
48720 961107 480 7025 3 2  72A   BRENNICK,J       SCANNER               MUSTEK                 MFS8000SP 
48721 961107 450 7025 3 2 51  BRENNICK,J       PRINTER               HEWLETT PACKARD           C3941A 
48722 961107 450 7025 3 2 69  BRENNICK,J       PRINTER               HEWLETT PACKARD           C3941A 
48731 970214 12700 7025 3 0 37  BRENNICK,J       TAPE DRIVE            DIGITAL                 TZ887
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48735 961126 2600 7025 3 2 69  BRENNICK,J   COMM. SERVER          DIGITAL                    943WW 
48806 20611 1500 7010 4 1  46A   UNICOR           PROCESSOR             MICRON                      P
48812 970618 2000 7010 3 0 37  EATHERTON,P      PROCESSOR             DELL                         SMS 
48813 970618 2000 7010 3 0 37  EATHERTON,P      PROCESSOR             DELL                         SMS 
48814 970618 2000 7010 3 0 37  EATHERTON,P  PROCESSOR             DELL                         SMS 
48817 970618 500 7025 3 2  72A   EATHERTON,P      DISPLAY UNIT          DELL                  D1526TX
48823 970618 1660 7010 3 2  72A   EATHERTON,P      PROCESSOR             MICRON                 M55HIPLUS 
48827 970618 1660 7010 3 0 37  EATHERTON,P      PROCESSOR             MICRON                 M55HIPLUS 
48829 970618 1660 7010 3 2 27  EATHERTON,P      PROCESSOR             MICRON                 M55HIPLUS 
48830 970618 1660 7010 3 1  18C   EATHERTON,P      PROCESSOR             MICRON                 
48831 970618 1660 7010 3 2  36B   EATHERTON,P      PROCESSOR             MICRON                 M55HIPLUS 

 
48832 970618 1660 7010 3 2 22  EATHERTON,P      PROCESSOR             MICRON                 M55HIPLUS 
48833 20611 1660 7010 4 2 82  UNICOR           PROCESSOR             MICRON                 M55HIPLUS 
48834 970618 1660 7010 3 2  73B   EATHERTON,P      PROCESSOR             MICRON         M55HIPLUS 
48835 970618 500 7025 3 2 27  EATHERTON,P      DISPLAY UNIT          MICRON                   LM1764A 
48836 970618 500 7025 4 1  46A   EATHERTON,P      DISPLAY UNIT          MICRON                   LM1764A 
48838 970618 500 7025 3 2  72A   EATHERTON,P      DISPLAY UNIT          MICRON                   LM1764A 
48839 970618 500 7025 3 2 39  EATHERTON,P      DISPLAY UNIT        MICRON                   LM1764A 
48840 970618 500 7025 3 2  72A   EATHERTON,P      DISPLAY UNIT          MICRON                   LM1764A 
48841 970618 500 7025 3 2  36B   EATHERTON,P      DISPLAY UNIT          MICRON                   LM1764A 
48842 970618 500 7025 3 2  73B   EATHERTON,P      DISPLAY UNTI          MICRON                   LM1764A 
48843 990331 500 7025 3 2  72A   EATHERTON,P      DISPLAY UNIT          MICRON                   LM1764A 
48844 970618 500 7025 3 2 39  EATHERTON,P      DISPLAY UNIT          MICRON                   LM1764A 
48845 970618 500 7025 4 2 70  EATHERTON,P      DISPLAY UNIT          MICRON                   LM1764A 
48858 20611 1583 7010 4 1  46A   UNICOR           PROCESSOR             MICRON                 M55HIPLUS 
48865 20605 1583 7010 4 1  46A   UNICOR           PROCESSOR             MICRON                 M55HIPLUS 
48874 20611 575 7025 4 1  46A   UNICOR           DISPLAY UNIT          MICRON                   LM176
48898 20611 1583 7010 4 1  46A   UNICOR           PROCESSOR             MICRON                 M55HIPLUS 
48902 20611 1583 7010 4 1  46A   UNICOR           PROCESSOR             MICRON                 M55HIPLUS 
48904 20605 1583 7010 4 1  46A   UNICOR           PROCESSOR             MICRON                 M55HIPLUS 
48905 10612 1583 7010 4 1  46A   WT CHEN          PROCESSOR             MICRON            M55HIPLUS 
48909 20605 1583 7010 4 1  46A   UNICOR           PROCESSOR             MICRON                 M55HIPLUS 
48925 970228 1583 7010 3 2  70A   EATHERTON,P      PROCESSOR             MICRON                     M55HI 
48926 970228 1583 7010 3 2  73B   EATHERTON,P      PROCESSOR             MICRON                     M55HI 
48929 970228 1583 7010 3 2 57  EATHERTON,P      PROCESSOR       MICRON                     M55HI 
48930 970228 575 7025 3 2  70A   EATHERTON,P      DISPLAY UNIT          MICRON                   LM1764A 
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48931 970228 575 7025 3 2 52  EATHERTON,P      DISPLAY UNIT          MICRON                   LM1764A 
48932 970228 575 7025 3 2 53  EATHERTON,P      DISPLAY UNIT          MICRON                   LM1764A 
48934 970228 575 7025 3 2  72B   EATHERTON,P      DISPLAY UNIT          MICRON                   LM1764A 
48945 20605 1583 7010 4 1  46A   UNICOR           PROCESSOR             MICRON                 M55HIPLUS 
48946 990420 1583 7010 4 2 65  HOWARD,E         PROCESSOR             MICRON                 M55HIPLUS 
48951 20605 1583 7010 4 1  46A   UNICOR           PROCESSOR             MICRON                 M55HIPLUS 
48955 970228 1583 7010 3 2 60  EATHERTON,P      PROCESSOR             MICRON                 M55HIPLUS 
48957 10612 575 7025 4 1  46A   WT CHEN          DISPLAY UNIT          MICRON                 
48958 970228 575 7025 1 11 29  EATHERTON,P      DISPLAY UNIT          MICRON                   LM1764A 
48964 970228 575 7025 3 2 60  EATHERTON,P      DISPLAY UNIT          MICRON                   LM1764A 
48967 980205 575 7025 3 2 27  BRENNICK,J       DISPLAY UNIT          MICRON                   LM1764A 
48970 20611 2000 7010 4 1  46A   UNICOR           PROCESSOR             DELL                        MMS 
48972 20605 1583 7010 4 1  46A   UNICOR           PROCESSOR             MICRON                 M55HIPLUS 

 
48973 629 1583 7010 2 1 21  HOWARD,E         PROCESSOR             MICRON                 M55HIPLUS 
48974 629 1583 7010 3 2 27  HOWARD,E         PROCESSOR             MICRON                 M55HIPLUS 
48976 20611 1583 7010 4 1  46A   UNICOR           PROCESSOR             MICRON                 M55HIPLUS 
48978 20605 1583 7010 4 1  46A   UNICOR           PROCESSOR             MICRON                 M55HIPLUS 
48982 20605 1583 7010 4 1  46A   UNICOR           PROCESSOR             MICRON                 M55HIPLUS 
48983 20611 1583 7010 4 1  46A   UNICOR           PROCESSOR             MICRON                 M55HIPLUS 
48984 970228 1583 7010 3 2 27  EATHERTON,P      PROCESSOR    MICRON                 M55HIPLUS 
48985 20611 1583 7010 4 1  46A   UNICOR           PROCESSOR             MICRON                 M55HIPLUS 
48989 629 575 7025 4 1  46A   HOWARD,E         DISPLAY UNIT          MICRON                   LM1764A 
48990 921 575 7025 3 2 37  HUMPHREY,G       DISPLAY UNIT          MICRON                   LM1764A 
48991 10612 575 7025 4 1  46A   WT CHEN          DISPLAY UNIT          MICRON                   LM1764A 
49009 970320 7768 7025 3 0 37  CRONAN,M         TAPE DRIVE            DIGITAL                    TSZ07 
49010 970320 7768 7025 3 0 37  CRONAN,M         TAPE DRIVE            DIGITAL                    TSZ07 
49011 20611 1872 7310 1 6 43  UNICOR           SERVER                DIGITAL                      NMN 
49100 20605 2298 7010 4 1  46A   UNICOR      PROCESSOR             EPS                      PENT166 
49176 20605 1657 7010 4 1  46A   UNICOR           PROCESSOR             MICRON                     M55HI 
49180 970521 1657 7010 1 1 40  EATHERTON,P      PROCESSOR             MICRON                     M55HI 
49181 20611 1657 7010 4 1  46A   UNICOR           PROCESSOR             MICRON                     M55HI 
49182 20605 1657 7010 4 1  46A   UNICOR           PROCESSOR             MICRON                     M55HI 
49185 20611 1657 7010 4 1  46A   UNICOR           PROCESSOR             MICRON                
49186 970521 1657 7010 1 1 17  EATHERTON,P      PROCESSOR             MICRON                     M55HI 
49194 10612 500 7025 4 1  46A   WT CHEN          DISPLAY UNIT          MICRON                   LM1764A 
49197 970521 500 7025 4 1  46A   EATHERTON,P      DISPLAY UNIT          MICRON                   LM1764A 
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49198 970521 500 7025 3 2 69  EATHERTON,P      DISPLAY UNIT          MICRON            LM1764A 
49205 20611 1657 7010 4 1  50BN  UNICOR           PROCESSOR             MICRON                     M55HI 
49206 970602 1657 7010 1 11 63  EATHERTON,P      PROCESSOR             MICRON                     M55HI 
49207 20611 1657 7010 4 1  46A   UNICOR           PROCESSOR             MICRON                     M55HI 
49208 970602 1657 7010 4 2 74  EATHERTON,P      PROCESSOR         MICRON                     M55HI 
49209 20611 1657 7010 2 1 42  UNICOR           PROCESSOR             MICRON                     M55HI 
49210 970602 1657 7010 1 11 32  EATHERTON,P      PROCESSOR             MICRON                     M55HI 
49211 970602 1657 7010 4 2 90  EATHERTON,P      PROCESSOR             MICRON                     M55HI 
49212 20611 1657 7010 4 1  46A   UNICOR           PROCESSOR             MICRON                     M55HI 
49213 20611 1657 7010 4 1  46A   UNICOR           PROCESSOR             MICRON                     M55HI 
49215 20611 1657 7010 4 1  46A   UNICOR           PROCESSOR             MICRON                     M55HI 
49216 970602 1657 7010 4 2 90  EATHERTON,P      PROCESSOR             MICRON                     M55HI 
49217 970602 500 7025 4 1  46A   EATHERTON,P      DISPLAY UNIT          MICRON                   LM1764A 
49218 970602 500 7025 2 1 42  EATHERTON,P      DISPLAY UNIT          MICRON                   LM1
49221 970602 500 7025 4 1  46A   EATHERTON,P      DISPLAY UNIT          MICRON                   LM1764A 

 
49222 970602 500 7025 2 1 29  EATHERTON,P      DISPLAY UNIT          MICRON                   LM1764A 
49228 970602 500 7025 2 1 36  EATHERTON,P      DISPLAY UNIT          MICRON                   LM1764A 
49230 302 1660 7010 4 1  46A   HOWARD,ERICK     PROCESSOR             MICRON                     M55HI 
49232 20611 1660 7010 4 1  46A   UNICOR           PROCESSOR             MICRON                     M55HI 
49238 10612 1660 7010 4 1  46A   WT CHEN          PROCESSOR             MICRON                     M55HI 
49239 20611 1660 7010 4 1  46A   UNICOR           PROCESSOR             MICRON                     M55HI 
49240 20605 1660 7010 4 1  46A   UNICOR           PROCESSOR             MICRON                     M55HI 
49253 20611 1660 7010 4 1  46A   UNICOR           PROCESSOR             MICRON                     M55HI 
49259 20605 1660 7010 4 1  46A   UNICOR           PROCESSOR             MICRON                     M55HI 
49261 20605 1660 7010 4 1  46A   UNICOR,          PROCESSOR             MICRON                     M55HI 
49262 20605 1660 7010 4 1  46A   UNICOR,          PROCESSOR             MICRON                     M55HI 
49305 1106 500 7025 4 1  46A   GLENNY,A         DISPLAY UNIT          DELL                      D825HT 
49451 970317 725 7025 3 1 22  BRENNICK,J       PRINTER               HEWLETT PACKARD           C3980A 
49507 970326 200 7025 3 0 37  CRONAN,M         PRINTER               DEC                     LJ520
49508 970326 200 7025 3 2 55  CRONAN,M         PRINTER               DEC                     LJ500
49566 970912 389 7025 3 0 37  CRONAN,M         PRINTER               DEC                       600DPI 
49671 970617 575 7025 3 2 55  EATHERTON,P      DISPLAY UNIT          MICRON                   LM1764A 
49672 970617 575 7025 3 0 37  EATHERTON,P      DISPLAY UNIT          MICRON                   LM1764A 
49673 970617 575 7025 3 2 65  EATHERTON,P      DISPLAY UNIT          MICRON                   LM1764A 
49674 970617 575 7025 3 2 65  EATHERTON,P      DISPLAY UNIT          MICRON                   LM1764A 
49675 970617 575 7025 3 2  70B   EATHERTON,P      DISPLAY UNIT          MICRON                   LM1764A 
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49676 970617 1500 7010 3 2 55  EATHERTON,P      PROCESSOR             MICRON                   PP200MT 
49677 970617 1500 7010 3 2 65  EATHERTON,P    PROCESSOR             MICRON                   PP200MT 
49678 970617 1500 7010 3 2 55  EATHERTON,P      PROCESSOR             MICRON                   PP200MT 
49679 970617 1500 7010 3 2  70B   EATHERTON,P      PROCESSOR             MICRON                   PP200MT 
49680 970617 1500 7010 3 2 65  EATHERTON,P      PROCESSOR             MICRON                   PP200MT 
49846 20611 2000 7010 4 1  46A   UNICOR           PROCESSOR             NEC             
50159 822 500 7025 3 0 37  HUMPHREY,G       DISPLAY UNIT          CTX                     CMS
50184 970827 400 7025 3 2 68  BRENNICK,J       PRINTER               HEWLETT PACKARD          C33990A 
50187 970827 550 7025 3 2  74C   BRENNICK,J       DISPLAY UNIT          MAGNAVOX                  CM4018 
50189 20611 550 7010 3 2 58  UNICOR           PROCESSOR             POWER SPEC      
50190 302 199 7025 3 2 70  HOWARD,ERICK     HARD DRIVE            APPLE                      M2115 
50227 20611 2000 7010 1 9 46  UNICOR           PROCESSOR             MICRON                    166MMT 
50265 970822 500 7025 3 0 37  BRENNICK,J       DISPLAY UNIT          DELL                      D825HT 
50274 20611 2000 7010 4 1  46A   UNICOR           PROCESSOR             MICRON                      P166 
50290 20611 1000 7010 4 1  46A   UNICOR           PROCESSOR             MICROXPERT               MXV2000 
50298 20611 2000 7010 4 1  46A   UNICOR           PROCESSOR             MICRO X                  MXV2000 
50371 20605 500 7025 4 1  46A   UNICOR           DISPLAY UNIT          DELL            

 
50421 990630 6694 7310 3 0 37  LUCAS,R          SERVER                MOD.AMERICAN              PRO200 
50430 970909 200 7025 3 0 37  EATHERTON,P      TAPE DRIVE            DEC                      TZ88NTA 
50432 970909 200 7025 3 0 37  EATHERTON,P      TAPE DRIVE            DEC                      TZ88NTA 
50438 20611 2000 7010 4 1  46A   UNICOR           PROCESSOR             DELL               
50466 629 500 7025 3 2 27  HOWARD,E         DISPLAY UNIT          MICRON                   M7F34MR 
50703 10612 1570 7010 4 1  46A   WT CHEN          PROCESSOR             MICRON                LXE200ATCX 
50705 20605 1570 7010 4 1  46A   UNICOR           PROCESSOR             MICRON                LXE200ATCX 
50706 20611 1570 7010 4 1  46A   UNICOR           PROCESSOR             MICRON                LXE200ATCX 
50707 20611 1570 7010 4 1  46A   UNICOR           PROCESSOR             MICRON                LXE200ATCX 
50709 20605 1570 7010 4 1  46A   UNICOR,          PROCESSOR             MICRON                LXE200ATCX 
50710 20611 1570 7010 4 1  46A   UNICOR           PROCESSOR             MICRON                LXE200ATCX 
50711 20611 1570 7010 4 1  46A   UNICOR           PROCESSOR             MICRON                LXE200ATCX 
50714 20605 1570 7010 4 1  46A   UNICOR           PROCESSOR             MICRON                LXE200ATCX 
50715 20611 1570 7010 4 1  46A   UNICOR           PROCESSOR             MICRON                LXE200ATCX 
50716 20611 1570 7010 4 1  46A   UNICOR           PROCESSOR             MICRON                LXE200ATCX 
50717 20611 1570 7010 4 1  46A   UNICOR           PROCESSOR             MICRON                LXE2
50718 20611 1570 7010 4 1  46A   UNICOR           PROCESSOR             MICRON                LXE200ATCX 
50782 971003 2000 7010 3 2 52  EATHERTON,P      PROCESSOR             DELL                         SMS 
50787 971007 500 7025 3 0 37  EATHERTON,P      STORAGE UNIT          STORAGE DIMEN.     SFX7B18W3PDGR 
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50789 971007 500 7025 3 0 37  EATHERTON,P      STORAGE DIMEN.        STORAGE DIMEN.     SFX7B18W
50911 20605 1400 7010 4 1  46A   UNICOR           PROCESSOR             MICRON                   LXE200N 
50912 20611 1400 7010 4 1  46A   UNICOR           PROCESSOR             MICRON                   LXE200N 
50913 20611 1400 7010 4 1  46A   UNICOR           PROCESSOR             MICRON                   LXE200N 
50914 20605 1400 7010 4 1  46A   UNICOR           PROCESSOR             MICRON           LXE200N 
50917 20605 1400 7010 4 1  46A   UNICOR           PROCESSOR             MICRON                   LXE200N 
50918 20611 1400 7010 4 1  46A   UNICOR           PROCESSOR             MICRON                   LXE200N 
50920 20605 1400 7010 4 1  46A   UNICOR           PROCESSOR             MICRON                   LXE200N 
50964 10612 1400 7010 4 1  46A   WT CHEN          PROCESSOR   MICRON                   LXE200N 
50984 980205 2000 7010 3 2  73A   BRENNICK,J       PROCESSOR             MICRON                     MT200 
50985 980205 500 7025 3 2 67  BRENNICK,J       DISPLAY UNIT          MICRON                   M7F34MR 
51201 525 3522 7010 3 2 38  DUFRESNE,R       PROCESSOR             TRADEMARK                MP
51202 509 3522 7010 3 2 27  DUFRESNE,R       PROCESSOR          TRADEMARK                MP
51205 712 3522 7010 3 2 38  DUFRESNE,R       PROCESSOR             TRADEMARK               MP
51206 525 3522 7010 3 2 38  DUFRESNE,R       PROCESSOR             TRADEMARK                MP
51208 525 3522 7010 3 2  72A   DUFRESNE,R       PROCESSOR             TRADEMARK                MP
51243 971105 2000 7010 3 0 37  EATHERTON,P      PROCESSOR       COMPAQ                    PL2500 
51244 971105 2000 7010 3 0 37  EATHERTON,P      PROCESSOR             COMPAQ                    PL2500 
51245 971105 2000 7010 3 0 37  EATHERTON,P      PROCESSOR             COMPAQ                    PL2500 

 
51248 20611 2000 7010 4 1  46A   UNICOR           PROCESSOR             MICRON                       NMN 
51279 20611 1500 7010 4 1  46A   UNICOR           PROCESSOR             MICRON                  200MT 
51331 971126 1500 7010 3 2 69  EATHERTON,P      PROCESSOR             MICRON                  P11233M+ 
51332 971126 500 7025 3 2 37  EATHERTON,P      DISPLAY UNIT          MICRON                   RMO7L11 
51361 20605 2000 7010 4 1  46A   UNICOR           PROCESSOR             MICRON                    200MMT 
51410 20611 1469 7010 4 1  46A   UNICOR           PROCESSOR             SWAN                     LB94506 
51451 970819 250 7025 3 2 79  BRENNICK,J       CD-ROM DRIVE          IBM                     PXCDS
51454 941108 1500 7010 3 2 55  ARSENAULT,K      PROCESSOR             DEC                  FR
51513 971224 500 7025 3 0 37  EATHERTON,P      DISPLAY UNIT          DIGITAL                  PCXBVE2 
51521 980102 2000 7010 3 0 37  EATHERTON,P      PROCESSOR             DIGITAL               
51639 980506 35 7420 3 2 38  WILLIAMS,C       CALCULATING MACHINE   ROYAL                      770HD 
51651 980205 1500 5820 8 2  04J   BRENNICK,J       HUB UNIT              CABLETRON             MMAC
51652 980205 1500 5820 8 2  21P   BRENNICK,J       HUB UNIT              CABLETRON             MMAC
51800 980215 200 7025 3 2 52  EATHERTON,P      DISK DRIVE UNIT       IOMEGA              V1000S 
51942 10504 999 7010 3 2 38  DUFRESNE,R       PROCESSOR             MICRON                 ATCX
51943 1004 999 7010 1 8 48  HUMPHREY,G       PROCESSOR             MICRON                 ATCX
51945 10504 999 7010 3 2 38  DUFRESNE,R       PROCESSOR             MICRON                 ATCX
51947 1004 999 7010 1 8 48  HUMPHREY,G       PROCESSOR             MICRON                 ATCX
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51949 1004 999 7010 1 8 48  HUMPHREY,G       PROCESSOR             MICRON                 ATCX
54053 980325 700 6730 1 11 62  EATHERTON,P      PROJECTOR             INFOCUS                    LP730 
54074 980327 2000 7010 3 0 37  EATHERTON,P    PROCESSOR             MICRON                    233MCR 
54118 980402 500 7025 3 2  73A   DOWNING,D        DISPLAY UNIT          MICRON                  RM07L11T 
54119 980402 500 7025 1 12 38  DOWNING,D        DISPLAY UNIT          MICRON                   RM07L11 
54122 980403 300 7025 1 11 55  EATHERTON,P      TAPE DRIVE            IOMEGA                    V2000S 
54195 980504 1250 7010 3 1  18C   EATHERTON        PROCESSOR             MICRON                    233MMT 
54196 980504 1250 7010 3 1  18C   EATHERTON,P      PROCESSOR             MICRON               
54252 980514 2000 7010 3 0 37  EATHERTON,P      PROCESSOR             DELL                         SMS 
54603 980630 200 7025 1 11 57  EATHERTON,P      CD-ROM DRIVE          EXP                      CDS2020 
54604 980630 200 7025 3 2 69  EATHERTON,P      CD-ROM DRIVE          EXP                      CDS2020 
54894 980904 1000 7010 3 2 53  EATHERTON,P      PROCESSOR             MICRON                   400ATCX 
54895 980904 1000 7010 3 2 67  EATHERTON,P      PROCESSOR             MICRON                   400ATCX 
54896 980904 1000 7010 1 11 31  EATHERTON,P      PROCESSOR             MICRON                   400ATCX 
54897 980904 500 7025 3 2 67  EATHERTON,P      DISPLAY UNIT          MICRON                     700VX 
54898 980904 500 7025 3 2 53  EATHERTON,P      DISPLAY UNIT          MICRON                     700VX 
54899 980904 700 7025 1 11 31  EATHERTON,P      DISPLAY UNIT          MICRON                     700VX 
54991 211 4841 7010 3 2 69  EATHERTON,P      PROCESSOR             IBM             
55335 981015 2000 7010 3 2 52  EATHERTON,P      PROCESSOR   DELL                      KH40TS 
55336 981015 2000 7010 3 2 51  EATHERTON,P      PROCESSOR             DELL                      KH40TS 

 
55337 981015 500 7025 3 2 52  EATHERTON,P      DISPLAY UNIT          DELL            
55338 981015 500 7025 3 2 51  EATHERTON,P      DISPLAY UNIT          DELL            
55342 981019 250 7025 1 12 54  EATHERTON,P      DISPLAY UNIT          MICRON        MNN00106900 
55343 981019 250 7025 3 2 27  EATHERTON,P      DISPLAY UNIT          MICRON               MNN00106900 
55345 981019 250 7025 3 2 22  EATHERTON,P      DISPLAY UNIT          MICRON               MNN00106900 
55379 981027 2000 7010 3 2 69  EATHERTON,P      PROCESSOR             DELL                       GYB72 
55450 981120 2000 7010 3 0 37  EATHERTON,P      PROCESSOR             DELL                 KH45TN 
55451 981120 500 7025 3 2 52  EATHERTON,P      DISPLAY UNIT          DELL            
55455 981125 2000 7010 3 0 37  EATHERTON,P      PROCESSOR             DELL                      CH4506 
55489 981218 1500 7010 3 0 37  EATHERTON,P      PROCESSOR             MICRON                    MILO78 
55494 981221 2500 7010 3 0 37  EATHERTON,P      PROCESSOR             DELL                       HVMP2 
55510 991112 37 7420 3 2 1  ESCAJADILLO,E    CALCULATING MACHINE   ROYAL                      770HD 
55516 990408 37 7420 3 2 1  TULL,M           CALCULATING MACHINE   ROYAL                      770HD 
55616 981229 1500 7010 3 2 53  EATHERTON,P      PROCESSOR             MICRON                    MILO78 
55701 990201 700 7025 3 2 67  EATHERTON,P      PRINTER               HEWLETT PACKARD           C6410A 
55766 990218 300 7025 3 0 37  EATHERTON,P      POWER SUPPLY          APC                    SU2200NET 
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55767 990218 300 7025 3 0 37  EATHERRON,P      POWER SUPPLY          APC                    SU2200NET 
55774 990224 700 7025 3 2 65  EATHERTON,P      PRINTER               HEWLETT PACKARD           C42252 
55783 990301 400 7025 3 0 37  EATHERTON,P      DISPLAY UNIT          DELL            
55784 990301 3676 7025 3 0 37  EATHERTON,P      SERVER                DELL                      CH350C 
55793 990305 1500 7010 3 2 69  CHEN,J           PROCESSOR             MICRON                    MIL098 
55794 990305 1500 7010 3 2  73A   CHEN,W           PROCESSOR            MICRON                    MIL098 
55795 990305 1500 7010 3 2 57  CHEN,W           PROCESSOR             MICRON                    MIL098 
55796 990305 500 7025 2 2 79  CHEN,W           DISPLAY UNIT          MICRON               MNN00106900 
55797 990305 500 7025 3 2 69  CHEN,W           DISPLAY UNIT          MICRON               MNN00106900 
55798 990305 500 7025 3 2 57  CHEN,W           DISPLAY UNIT          MICRON               MNN00106900 
55803 990316 700 7025 1 12 31  GARRO,D          PRINTER               TEKTRONIX                   Z840 
55813 990301 1425 5815 3 1  18C   EATHERTON,P      FACSIMILE SET         SHARP                     F04500 
55816 990315 2000 7010 3 0 37  CHEN,W           PROCESSOR             DELL                    SMM3113P 
55826 990317 2000 7010 3 0 37  CHEN,W           PROCESSOR             DELL                         MMP 
55827 990317 2000 7010 3 0 37  CHEN,W           PROCESSOR             DELL                         MMP 
55840 990323 2000 7010 3 2  72A   LUCAS,R          PROCESSOR             DELL                       3289D 
55846 990320 2000 7010 3 0 37  CHEN,W           PROCESSOR             DELL                    MMP6741D 
55847 990320 500 7025 3 0 37  CHEN,W           DISPLAY UNIT          DELL          
55898 990420 1000 7010 3 0 37  KOSTOJOHN,E      PROCESSOR             MICRON                    M1L079 
55914 990504 2000 7010 3 0 37  EATHERTON,P      PROCESSOR             COMPAQ                    P35016 
56013 990525 13335 7025 3 0 37  EARTHERTON,P     TAPE DRIVE            DEC                    DST2891NT 

 
56014 990525 13335 7025 3 0 37  EARTHERTON,P     TAPE DRIVE            DEC                   DSTL891NT 
56067 990609 1969 7010 3 2 70  EATHERTON,P      PROCESSOR             DELL                     XPST450 
56350 525 3522 7010 3 2 38  DUFRESNE,R       PROCESSOR             TRADEMARK                MP
56351 525 3522 7010 3 2 38  DUFRESNE,R       PROCESSOR             TRADEMARK                MP
56402 990920 200 7025 1 8  46A2  STALEY,L         CD ROM DRIVE          LACIE                 4X12 
56439 990813 1500 7010 3 0 37  EATHERTON,P      PROCESSOR             MIRCON                    CLT082 
56615 990929 5137 7310 3 0 37  EATHERTON,P      SERVER                DELL                       5JJLA 
56682 990927 300 7025 3 2 51  EATHERON,P       DISPLAY UNIT          DELL                       5322D 
56683 990927 1544 7010 3 2 51  EATHERTON,P      PROCESSOR             DELL                     
57256 991208 2980 7010 3 2 52  GLENNY,A         PROCESSOR             COMPAQ          
57319 991215 500 7025 3 0 37  LUCAS,R          DISPLAY UNIT          HITACHI                   CM7510 
57348 991222 3619 7025 1 11 61  WTCHEN/PHIL   PRINTER               TEKTRONIX       
57349 991222 3619 7025 1 11 61  WTCHEN/PHIL      PRINTER               TEKTRONIX       
57351 110 500 7025 3 0 37  LUCAS, R         DISPLAY UNIT          HITACHI                   CM751U 
57373 105 2081 7010 3 0 37  EATHERTON,P      PROCESSOR             DELL                      PE1300 
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57374 105 2081 7010 3 0 37  EATHERTON,P      PROCESSOR            DELL                      PE1300 
57376 105 2081 7010 3 2 22  EATHERTON,P      PROCESSOR             DELL                      PE1300 
57519 124 2000 7310 3 0 37  GLENNY,A         SERVER                DELL                      PE1300 
57563 204 300 7025 3 0 37  EATHERTON,P      POWER SUPPLY          APC                    SU2200NET 
57564 204 300 7025 3 0 37  EATHERTON,P      POWER SUPPLY          APC                    SU2200NET 
57565 204 300 7025 3 0 37  EAHTERTON,P      POWER SUPPLY          APC                    SU2200NET 
57566 204 300 7025 3 0 37  EATHERTON,P      POWER SUPPLY          APC                    SU2200NET 
57624 223 299 7025 3 2  70B   EATHERTON,P      BINDING MACHINE       GBC                       IMB001 
57716 306 2671 7010 3 2 69  GLENNY,A         PROCESSOR             DELL            GE50VK 
57717 306 2671 7010 3 2 69  GLENNY,A         PROCESSOR             DELL                      GE50VK 
57778 403 2000 7010 1 11 31  DONNOE,J         PROCESSOR             DELL            
57780 403 2000 7010 3 2 69  GLENNY,A         PROCESSOR             MICRON                     CH023 
58012 427 2000 7310 3 0 37  GLENNY,A         SERVER                DELL                  PE1300/500 
58063 602 365 7025 3 2 69  GLENNY,A         CD WRITER             HEWLETT PACKARD           C4456A 
58081 612 7644 7010 3 2 69  GLENNY,A         PROCESSOR             DELL                      IG667R 
58082 612 7644 7010 3 2 69  GLENNY,A         PROCESSOR             DELL                      IG667R 
58098 619 6275 7310 3 2 69  GLENNY,A         SERVER                DELL                
58131 630 3275 7010 3 2 69  GLENNY,A         PROCESSOR             DELL                     XPST800 
58132 630 500 7025 3 2 69  GLENNY,A         DISPLAY UNIT          DELL            
58141 710 500 7025 3 2 69  GLENNY,A         DISPLAY UNIT          DELL               ULTRASCANP991 
58143 710 500 7025 3 2 69  GLENNY,A         DISPLAY UNIT          DELL               ULTRASCANP991 
58145 710 500 7025 3 2 69  GLENNY,A         DISPLAY UNIT          DELL               ULTRASCANP991 

 
58147 710 2000 7010 3 2 69  GLENNY,A         PROCESSOR             DELL                         MMS 
58148 710 2000 7010 3 2 69  GLENNY,A         PROCESSOR             DELL                         MMS 
58149 710 2000 7010 3 2 69  GLENNY,A         PROCESSOR             DELL                         MMS 
58426 920 700 7025 3 2 69  GLENNY,A         PRINTER               HEWLETT PACKARD           C4171A 
58592 950301 2000 7010 3 0 37  ARSENAULT,K      PROCESSOR             DEC                        783WW 
59028 1101 37231 7310 3 2 69  GLENNY,A         SERVER                COMPAQ                    ML570T 
59200 950208 2000 7010 1 11 64  ARSENAULT,K      PROCESSOR             DEC                        783WW 
59206 950203 2000 7010 3 2 55  ARSENAULT,K      PROCESSOR             DEC                        854WW 
59222 950412 2000 7010 3 0 37  ARSENAULT,K      PROCESSOR             DEC                     BA350
59237 950222 4300 5805 3 0 37  ARSENAULT,K  MESSAGE,CONVERTER     DEC                        DTC01 
59241 950201 1500 7025 3 2 60  KERRIGAN,J       PRINTER               HEWLETT PACKARD           C3141A
59242 950315 2500 7010 3 0 37  KERRIGAN,J       PROCESSOR             DELL                     590
59243 950222 4300 5805 3 0 37  ARSENAULT,K      MESSAGE,CONVERTER     DEC                        DTC01 
59290 950302 1500 7025 3 0 37  KERRIGAN,J       COMM. SERVER          CISCO SYSTEMS   
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59291 950302 1500 7025 3 0 37  KERRIGAN,J       COMM. SERVER          CISCO SYSTEMS   
59327 950503 2000 7010 1 11 40  ARSENAULT,K      PROCESSOR             GATEWAY 2000              P5
59340 950414 2000 7010 3 0 37  ARSENAULT,K      PROCESSOR             DEC                     BA350
59344 1025 4275 7010 1 11 55  ARSENAULT,K      PROCESSOR             NEC         PC
59476 1218 1780 7310 3 2  72A   LUCAS,R          SERVER                COMPAQ                     ML370 
59869 10208 12000 7310 3 2 69  GLENNY,A         SERVER3               DELL                      PE4400 
59870 10208 855 7025 3 2 69  GLENNY,A         TAPE DRIVE            DELL                      DLT400 
59981 10205 9523 7025 3 2 69  GLENNY,A         SERVER                DELL                      PE4400 
59982 10205 9523 7025 3 2 69  GLENNY,A         SERVER                DELL                      PE4400 
59983 10205 9523 7025 3 2 69  GLENNY,A         SERVER                DELL                      PE4400 
59984 10205 9523 7025 3 2 69  GLENNY,A         SERVER                DELL                      PE4400 
82496 114 1 7010 3 0 37  LUCAS,R          PROCESSOR             COMPAQ          
90012 10216 8383 7310 3 2 69  GLENNY,A         SERVER                DELL                      PE2400 
90014 10216 1954 7310 3 2 69  GLENNY,A         SERVER                DELL                       PE300 
90015 10216 1954 7310 3 2 69  GLENNY,A         SERVER                DELL                       PE300 
90016 10216 3505 7310 3 2 69  GLENNY,A         SERVER                DELL                      PE
90017 10216 3505 7310 3 2 69  GLENNY,A         SERVER                DELL                      PE2400 
90018 10216 3505 7310 3 2 69  GLENNY,A         SERVER                DELL                      PE2400 
90019 10216 3505 7310 3 2 69  GLENNY,A         SERVER                DELL                      PE2400 
90176 10316 300 7025 3 2  72A   LUCAS,R          POWER SUPPLY          APC                    SU2200NET 
90177 10316 300 7025 3 2  72A   LUCAS,R          POWER SUPPLY          APC                    SU2200NET 
90574 10607 2000 7010 3 2 69  GLENNY,A         PROCESSOR             DELL                      PE1400 
90703 10612 2450 7010 3 2 69  GLENNY,A         PROCESSOR             SAGER                      8500V 

 
91028 10726 31182 7025 3 2 69  GLENNY,A         STORAGE UNIT          DELL                     660F 
91029 10726 16825 7310 3 2 69  GLENNY,A         SERVER                DELL            
91030 10726 16825 7310 3 2 69  GLENNY,A         SERVER                DELL            
91031 10726 16825 7310 3 2 69  GLENNY,A   SERVER                DELL            
91037 10730 359 7025 3 2 69  GLENNY,A         DISPLAY UNIT          DELL                        P780 
91092 10807 2420 7010 3 2 69  GLENNY,A         SERVER                DELL                      1400SC 
91197 10829 1087 7025 3 2 69  GLENNY,A         POWER SUPPLY          APC                   SU2200RM3U 
91198 10829 1087 7025 3 2 69  GLENNY,A         POWER SUPPLY          APC                   SU2200RM3U 
91217 10905 51520 7310 3 2 69  GLENNY,A         SERVER                COMPAQ                      ES40 
91218 10905 11950 7025 3 2 69  GLENNY,A         STORAGE UNIT          COMPAQ                     4314T 
91249 10905 625 7025 3 2 69  GLENNY,A         POWER SUPPLY          APC                    SU1400NET 
91276 10918 300 7025 3 2  72A   LUCAS,R      POWER SUPPLY          APC                    SU2200NET 
91277 10918 300 7025 3 2  72A   LUCAS,R          POWER SUPPLY          APC                    SU2200N
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91282 10919 10288 7310 3 2 69  GLENNY,A         SERVER                COMPAQ                     ML370 
91329 10927 3776 7310 3 2 69  GLENNY,A         SERVER                DELL                      PE2500 
91330 10927 3776 7310 3 2 69  GLENNY,A         SERVER                DELL                      PE2500 
91340 10928 1195 7010 3 2 69  GLENNY,A         PROCESSOR             DELL                   
91341 10928 400 7025 3 2 69  GLENNY,A         DISPLAY UNIT          DELL                        P793 
91387 11003 2493 7310 3 2 69  GLENNY,A         SERVER                DELL                      1400SC 
91388 11003 2493 7310 3 2 69  GLENNY,A         SERVER                DELL                      1400SC 
91389 11003 2493 7310 3 2 69  GLENNY,A         SERVER                DELL                
91390 11003 2493 7310 3 2 69  GLENNY,A         SERVER                DELL                      1400SC 
91397 11004 891 7025 3 2 69  GLENNY,A         POWER SUPPLY          APC                      2200NET 
91406 11010 891 7025 3 2 69  GLENNY,A         POWER SUPPLY          APC                    SU2200NET 
91407 11010 289 7025 3 2 69  GLENNY,A         DISPLAY UNIT          SUN                
91408 11010 17084 7310 3 2 69  GLENNY,A         SERVER                SUN             
91410 11010 999 7025 3 2 69  GLENNY,A         PRINTER               HEWLETT PACKARD           C2692A 
91411 11010 171 7025 3 2 69  GLENNY,A  SCANNER               HEWLETT PACKARD           C9883A 
91496 11019 400 7025 3 2 69  GLENNY,A         DISPLAY UNIT          DELL                        P99
91854 20130 2000 7010 3 2 69  GLENNY,A         PROCESSOR             DELL                    PE1500SC 
91855 20130 300 7025 3 2 69  GLENNY,A         POWER SUPPLE          APC                    SU2200NET 
91947 20328 654 7025 3 0 37  GLENNY,A         POWER SUPPLY          APC                   SU1400RM2U 
91968 20503 749 7025 3 2 29  MALLION,B        PRINTER               HEWLETT PACKARD              N
92002 20219 200 7025 3 2 69  GLENNY,A         PRINTER               HEWLETT PACKARD           C7063A 
92043 20312 1018 7025 3 2 69  GLENNY,A         PRINTER               HEWLETT PACKARD           C2692A 
92058 20315 1000 7010 3 2  72A   LUCAS,R          PROCESSOR             DELL            
92080 20326 925 7010 3 2 69  GLENNY,A         PROCESSOR             MICRON                 D

 
92081 20326 925 7010 3 2 69  GLENNY,A         PROCESSOR             MICRON                 D845HV0D4 
92082 20326 925 7010 3 2 69  GLENNY,A         PROCESSOR             MICRON                 D845HV0D4 
92083 20326 925 7010 3 2 69  GLENNY,A         PROCESSOR             MICRON                 D845HV0D4 
92087 20401 500 7025 3 2 69  GLENNY,A         DISPLAY UNIT          VIEWSONIC                   E90F 
92088 20401 500 7025 3 2 69  GLENNY,A         DISPLAY UNIT          VIEWSONIC                   E90F 
92089 20401 500 7025 3 2 69  GLENNY,A         DISPLAY UNIT          VIEWSONIC                   E90F 
92093 20402 500 7025 3 2 69  GLENNY,A         DISPLAY UNIT          VIEWSONIC               E90F 
92127 20410 700 5815 3 2 69  GLENNY,A         FACSIMILE SET         HEWLETT PACKARD           C8581A 
92167 20417 700 5815 3 2 69  GLENNY,A         FACSIMILE SET         HEWLETT PACKARD           C8581A 
92375 20613 2000 7310 3 0 37  A. GLENNY        SERVER                DELL                    PE1400SC 
92376 20613 2000 7310 3 0 37  A. GLENNY        SERVER                DELL                    PE1400SC 
92377 20613 2000 7310 3 0 37  A. GLENNY        SERVER                DELL                    PE1400SC 
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92378 20613 300 7025 3 0 37  A. GLENNY        DISPLAY UNIT          DELL                        E551 
92379 20613 300 7025 3 0 37  A. GLENNY        DISPLAY UNIT          DELL                        E551 
92380 20613 300 7025 3 0 37  A. GLENNY        DISPLAY UNIT          DELL                        E551 
92381 20614 300 7025 3 0 37  A. GLENNY        POWER SUPPLY          APC                    SU2200NET 
92382 20614 2000 7310 3 0 37  A. GLENNY        SERVER                DELL                    PE1400SC 
92383 20614 3776 7310 3 0 37  A. GLENNY        SERVER                DELL                      PE2500 
92384 20614 300 7025 3 0 37  A. GLENNY        DISPLAY UNIT          DELL                      E551 
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ATTACHMENT J. 4 - VOLPE CENTER ORDER 1370.4B 
 
 
Subject: Network and Computer-Based Institutional Applications Policy 
Date: 12-JUL-02 
OPI: Computer Center 
 
1. PURPOSE  
 
This Order establishes the policy for connection to and use of the Volpe Center’s Local Area 
Network (LAN) as well as for support of that LAN and the personal computers (PCs) attached to 
it. It includes provisions to ensure these connections do not adversely impact the security and 
performance aspects of the Volpe Center's Information Technology (IT) infrastructure and of the 
systems and data that can be accessed through that infrastructure.  

 

2. APPLICABILITY  
 
This Order applies to all Volpe Center employees, onsite contractors, and all other users of the 
Volpe Center LAN (Volpe Private Network).  

 
3. CANCELLATION  
 
Volpe Center 1370.4A, LOCAL AREA NETWORK (LAN) AND PERSONAL COMPUTER 
(PC) POLICY, of 1/14/97.  

 
4. REFERENCE  
 
Departmental Information Resource Management Manual (DIRMM), DOT Order 1350.2, of 
1/31/02.  

 
5. BACKGROUND  
 
In the late 1980s, the Volpe Center implemented its first campus LAN primarily to provide access 
from a limited number of remote locations within the Volpe Center to applications housed in the 
Volpe Data Center. In the early 1990s, this network was widely expanded to allow general use of 
e-mail by on-site Volpe Center and contractor staff. This, in turn, was quickly followed by what 
has been called in the industry the “networking revolution” with the Volpe Center LAN being 
expanded even further and becoming a “mission critical” resource to the Center. That expansion 
has included providing on-site staff with access to the Internet, to the Volpe Intranet (VolpeNet), 
to wide area links to the Department and Volpe Center customers, to application systems 
maintained both within the Data Center and elsewhere, and to each other through collaborative 
software applications. Most recently, the LAN has been part of the chain that provides Volpe 
customers access to data and applications managed for them at the Center.  
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6. POLICY  
 
As a “mission critical” resource, the Volpe Center LAN will:  

• Be used for only officially authorized purposes; 
• Be available to authorized users to perform their official duties; 
• Meet required performance levels; 
• Provide adequate protection for all sensitive systems, data, and  

resources; and 
• Comply with departmental network security policy and guidelines.  

 
7. RESPONSIBILITIES  
 

a. Network Administrator  
 
The Network Administrator in the Computer Center will administer the Volpe Center 
Backbone Local Area Network, associated Wide Area Networks, and support for institutional 
computer-based applications (desktop and server). Specifically, the Network Administrator's 
responsibilities include:  
 

(1) LAN Modifications  
The Network Administrator will: 

• Approve any modifications to be made to the Volpe Center LAN based on a 
review of the business case, architecture, and security implications; 

• Manage the implementation of LAN modifications; and 
• Ensure that the modified LAN meets all operational requirements including those 

related to security.  
 
(2) PC/Server Connectivity to the LAN  
The Network Administrator will: 

• Be the approving authority for connection of any PC or server to the network;  
• Provide registration services for those that are approved (through the Helpdesk) 

including providing a network address; 
• Be the approving authority to permit changes to any registered PC or server 

connected to the network; 
• Conduct an initial security assessment as a gating element to allowing physical 

connection to the network; 
• Conduct on-going assessments to identify any new security vulnerabilities in any 

server/PC connected to the LAN; and 
• Disconnect any server/PC that is not formally registered, does not meet Volpe 

standards, or is found to be configured in a way that is not in the best interest of 
the Volpe Center.  

 
(3) Other Connections  
The Network Administrator will:  

• Approve the connection of any wireless LAN, modem, DSL Internet Connection, 
Cable Internet Connection, Network Enabled Device, Wide Area Network, or 
other type of external network connection to the Volpe Center LAN; 
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• Approve the request for implementation of any Remote Access Service (RAS) 
facility connecting to the Volpe LAN; and 

• Approve any individual use of any RAS. 
 

(4) LAN/PC Support  
 
The Network Administrator and his technical support team will provide services to Volpe 
organizational entities, as follows: 
 

Support Area Personnel Supported Comments 
LAN Backbone 
and Servers 
 

Volpe Center 
employees and onsite 
contractors 
 

Contractors 
included 

Connectivity for 
Directorate 
Servers and PCs 
 

Office Directorates (1-
80), Deputy Director, 
and Administrative 
Staff 

Onsite 
contractors 
excluded 

Division PCs and 
Institutional 
Applications 
 

Division Office Staff 
and all Administration 
Staff 

Onsite 
contractors 
excluded 

Stand-alone 
Workstations 

 Volpe Center 
employees 

Onsite 
contractors 
excluded 

 
Support will cover installation, operation, maintenance, and trouble shooting of hardware 
and software as well as connectivity to the LAN. Software support will be limited to the 
current products that the Network Administrator has identified as “standard.” Volpe 
Center standards will be provided on an annual basis, or as needed, in a Volpe Center 
Announcement.  
 
The Network Administrator will establish and operate a central Helpdesk through which 
required support will be provided.  
 
(5) Independent LANs  
LANs independent of and isolated from the Volpe Center LAN are the responsibility of 
the initiating organization. However, if there is a future requirement for connection of 
such LANs to the Volpe Center LAN, the Network Administrator and the Volpe 
Information Systems Security Officer (ISSO) must review and approve those plans in 
accordance with this Order and Volpe Order 1640.5A (Computer Security Program).  
 
b. Chief, Facilities Management Division  
 
The Chief of the Facilities Management Division will review all approved plans for 
wiring changes associated with the LAN for adherence to OSHA and other requirements 
in accordance with Volpe Center LAN policies and procedures.  
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c. Volpe Center LAN Users  
 

Authorized LAN users must: 
• Register a network device (i.e., PCs, servers)or any application which requires 

network changes or modifications with the Network Administrator (through the 
Helpdesk) and obtain approval before connecting it to the Volpe LAN; 

• Inform the Network Administrator (through the Helpdesk) when planning 
changes to a connected device and follow the process defined for maintaining the 
approval for an altered connection; 

• Provide a System Security Plan (SSP)and receive formal certification from the 
Volpe ISSO for any application system that will run on a server directly 
connected to the LAN; 

• Ensure that any approved/registered network-connected devices connect only to 
the Volpe Center LAN and not to another network (Telework network 
connectivity guidelines will be addressed in the Telework policy); and 

• Refrain from using network “sniffers,” “probes”, or any other network 
monitoring hardware-software that would be directly connected to the Volpe 
Private Network.  

 
Edith Boyden 
Executive Director, Office of Strategic Programs and 
Resources 
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ATTACHMENT J. 5 - DEPARTMENTAL INFORMATION RESOURCE 
MANAGEMENT MANUAL (DIRMM) DOT ORDER 1350.2 
 
U.S. DEPARTMENT OF TRANSPORTATION 
OFFICE OF THE SECRETARY  
DOT H 1350.250 
  GUIDE TO ESTABLISHING AN INFORMATION SYSTEM PROTECTION PROGRAM 
    
TABLE OF CONTENTS  
1. PURPOSE  
2. SCOPE  
3. GOALS  
4. REFERENCES  
5. OVERVIEW OF INFORMATION SYSTEM PROTECTION  
  A. Background  
  B. The GAO Study  
6. RISK MANAGEMENT  
  A. Five Principles of Risk Management  
  B. Sixteen Successful Practices  
7. INFORMATION SYSTEM PROTECTION ELEMENTS  
  A. Information Systems Security Plan  
  B. Risk Assessment  
  C. Continuity of Operations  
  D. Certification/Accreditation  
  E. Incident Handling  
  F. Personnel Security  
  G. Physical/Environmental Security  
  H. Information System Security Awareness, Training and Education  
PURPOSE 
  The purpose of the 1350.250 series of Guides is to provide guidance in the  
  establishment of an Information System Protection Program for the Department  
  of Transportation (DOT) and its Operating Administrations. The series consists  
  of this document, which contains an overview of the entire Risk Management  
  planning process, and individual documents that treat each major planning area  
  in depth. These supplemental documents include: 
    1350.251 - Departmental Guide to Developing an Information System Security  
    Plan 
    1350.252 - Departmental Guide to Risk Assessment Planning 
    1350.253 - Departmental Guide to Continuity of Operations Planning 
    1350.254 - Departmental Guide to Certification/Accreditation of Information  
    Systems 
    1350.255 - Departmental Guide to Incident Handling Planning 
    1350.256 - Departmental Guide to Personnel Security Planning 
    1350.257 - Departmental Guide to Physical/Environmental Security Planning  
    1350.258 - Departmental Guide to Developing an Information System Security  
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    Awareness/Training/Education Program 
SCOPE 
  The provisions of this document apply to all DOT employees, volunteers and  
  contractor support personnel. 
GOALS 
  The DOT Information Systems Security Program is designed to: 
    Satisfy Federal Requirements  
    Protect Information Technology  
    Provide Information System Security Awareness and Training  
    Provide Information System Security Program Planning Guidance  
 
REFERENCES 
  All references and terms used in this document are listed and explained in DOT  
  H 1350.2.1, ISS References/Definitions, dated March 3, 1999. 
OVERVIEW OF INFORMATION SYSTEM PROTECTION 
  Background 
    Recent break-ins to U.S. government and university computer systems  
    demonstrate just how vulnerable even the most sophisticated organizations  
    can be to technological assaults. While the new attacks caused no apparent  
    damage to information or to the systems, these incidents are unfortunate  
    reminders that the potential exists for severe damage. Systems are at risk  
    from fraud, user errors, accidents and natural disasters, as well as from  
    sabotage and other malicious acts. 
    It is a fact of life that organizations are becoming increasingly dependent  
    on interconnected information systems to conduct business and to provide  
    information and services to their customers. While the vulnerabilities of  
    systems are getting increasing attention, the General Accounting Office  
    (GAO) studied organizations that had successfully adopted superior security  
    programs to improve their information security. 
  The GAO Study 
    For many years, the GAO had found weaknesses in the information systems of  
    federal agencies. Many agencies had not instituted information security  
    programs to establish controls for their systems and to monitor those  
    controls for their effectiveness. To gain a broader understanding of how  
    security programs can be successfully implemented, GAO studied the  
    management practices of eight nonfederal organizations. The focus was on the  
    management framework that the organizations had established rather than on  
    specific controls that had been adopted.  
    The nonfederal organizations studied by the GAO manage the same types of  
    risks as federal organizations. Both federal and nonfederal organizations  
    are concerned with protecting the confidentiality, integrity and  
    availability of information. Secure information systems are essential to  
    providing high-quality services to customers, avoiding fraud and disclosure  
    of sensitive information, promoting efficient business operations, and  
    complying with laws and regulations. All of the organizations studied had  
    reoriented their security programs to make them visible, integral components  
    of their business operations. 
    The GAO findings have been published in an exposure draft executive guide  
    entitled Information Security Management, Learning from Leading  
    Organizations. The GAO discussed its findings with several government  
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    organizations concerned with federal security policies, including the  
    National Institute of Standards and Technology (NIST). 
RISK MANAGEMENT 
    Risk management is the process of assessing risk, taking steps to reduce  
    risk to an acceptable level, and maintaining that level of risk. Managers  
    analyze risks for many aspects of their business; they consider alternatives  
    and implement plans to maximize returns on their investments. A risk  
    management process for information systems enables managers and their  
    organizations to build an in-depth knowledge about their systems and how  
    they are interrelated.  
    Risk management is a vital element of a comprehensive information security  
    program. Several NIST publications deal with this topic (See DOT H  
1350.2.1). 
    Five Principles of Risk Management 
    The GAO identified five principles of risk management, which had been  
    adopted by the organizations studied:  
      Assess risk and determine needs  
 
      Establish a central management focus  
      Implement appropriate policies and related controls  
      Promote awareness  
      Monitor and evaluate policy and control effectiveness  
    The successful organizations applied these principles by linking them into a  
    cycle of activity that enabled the organizations to address risks on an  
    ongoing basis. The success of security programs depended upon the  
    recognition and understanding of the senior executives that their  
    information systems were subject to risks and that these risks affected  
    their business operations. After assessing risks of their business  
    operations, the organizations established policies and selected controls.  
    They emphasized increased awareness of users to the policies and controls.  
    They monitored the effectiveness of the policies and controls and used the  
    results to determine if modifications of policies and controls were needed.  
    Central security management offices coordinated this cycle of activities.  
    All organizations studied said that risk considerations and related  
    cost-benefit tradeoffs were a primary focus of their security programs.  
    Security was not an end in itself, but a set of policies and controls  
    designed to support business operations.  
    Sixteen Successful Practices 
    The GAO found that there were general practices associated with each risk  
    management principle and that these practices were common to the  
    organizations studied.  
    1) Principle: Assess the risk and determine needs. 
    Practice 1. Recognize information resources as essential organizational  
    assets that must be protected. The efforts of high-level executives to  
    understand and manage risks helped to ensure that security was taken  
    seriously at lower levels in the organization and that security programs had  
    adequate resources. Security specialists kept managers at all levels  
    informed of emerging security issues. For some organizations, the high-level  
    interest was driven by an incident that demonstrated system vulnerabilities.  
    Some organizations were exploring new ways to improve operational efficiency  
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    and services to customers through information technology and were concerned  
    about the security of these new systems.  
    Practice 2. Develop practical risk assessment procedures that link security  
    to business needs. While the organizations explored a variety of risk  
    management methodologies, they were generally satisfied with relatively  
    simple risk assessment practices that could be adopted by different  
    organizational units and that involved both technical people and those with  
    knowledge of business operations. In one organization, simple automated  
    checklists were used. Another organization established standard procedures  
    for requesting and granting new network connections, requiring documentation  
    of the business need for the connection and the risks associated with it.  
    None of the organizations tried to quantify the risks precisely because of  
    the difficulty of identifying such data. 
    Practice 3. Hold program and business managers accountable. The  
    organizations studied felt that business managers should be held accountable  
    for managing the information security risks associated with their  
    operations, just as they are held accountable for other business risks.  
    Security specialists in these organizations had an advisory role, including  
    keeping management informed about risks. Similarly, program managers in  
    federal agencies are also considered to be in the best position to determine  
    which of their information resources are the most sensitive and to assess  
    the impact of security problems.  
    Practice 4. Manage risk on a continuing basis. The organizations studied  
    emphasized continuous attention to security. The continuity of attention  
    helped to ensure that controls were appropriate and effective, and that  
    individuals who used and maintained information systems complied with the  
    organizational policies. For federal organizations, the Office of Management  
    and Budget has developed policies that promote a risk-based approach. These  
    policies have been issued in Circular A130, Appendix III, Security of  
    Federal Automated Information Resources.  
    2) Principle: Establish a central management focal point. 
    Practice 5. Designate a central group to carry out key activities. Central  
    security groups served as catalysts for ensuring that information security  
    risks are considered in planned and ongoing operations. These groups  
    provided advice and expertise to all organizational levels and kept managers  
    informed about security issues. They developed organization-wide policies  
    and guidance; educated users about information security risks; researched  
    potential threats, vulnerabilities and control techniques; tested controls;  
    assessed risks; and identified needed policies.  
    Practice 6. Provide the central group with ready and independent access to  
    senior executives. The organizations studied knew that security concerns  
    could be at odds with the desires of business managers and system developers  
    to develop new computer applications quickly and to avoid controls which  
    might impede efficiency and convenience. Elevating security concerns to  
    higher management levels helped to ensure that the risks were understood and  
    taken into account when decisions were made.  
    Practice 7. Designate dedicated funding and staff. Unlike many federal  
    agencies, the organizations studied defined budgets that enabled them to  
    plan and set goals for information security programs. The budgets covered  
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    central staff salaries, training, and security software and hardware. In  
    these organizations, information security responsibilities had been clearly  
    defined for the groups carrying out the security programs, and dedicated  
    staff resources had been provided to carry out these responsibilities. 
    Practice 8. Enhance staff professionalism and technical skills. The  
    organizations studied had taken steps to provide personnel involved in  
    information security programs with the skills and knowledge that they  
    needed. Staff expertise was updated frequently to keep skills and knowledge  
    current. Staff members attended technical conferences and specialized  
    courses, connected with other professionals in the field, and reviewed  
    technical literature and bulletins. Special training courses were provided  
    for system administrators who are the first line of defense against security  
    intrusions and often in the best position to notice unusual activities.  
    Because of the strong demand for security professionals, these organizations  
    made special efforts to attract and keep expert staff members. 
    3) Principle: Implement appropriate policies and related controls. 
    Practice 9. Link policies to business risks. The organizations studied  
    stressed the importance of up-to-date policies that made sense to users and  
    others who were expected to understand them. A current and comprehensive set  
    of policies is a key element in an effective security program. These  
    policies must be adjusted on a continuing basis to respond to newly  
    identified risks. The policies of the organizations studied paid particular  
    attention to user behavior. In today's interconnected network environment,  
    users can accidentally disclose sensitive information to many people through  
    electronic mail or introduce damaging viruses that are then transmitted to  
    other computers in the organization's networks. 
    Practice 10. Distinguish between policies and guidelines. Policies generally  
    outlined fundamental requirements that managers considered to be mandatory,  
    while guidelines contained more detailed rules for implementing the  
    policies. By distinguishing between the two, the organizations studied were  
    able to emphasize the most important elements of information security while  
    providing flexibility to unit managers in implementing policies.  
    Practice 11. Support policies through the central security group. The  
    organizations studied had central security management groups responsible for  
    writing policies in partnership with other organizational officials. The  
    central groups provided explanations, guidance, and support to the various  
    units in the organization. This practice encouraged business managers to  
    support centrally developed policies that addressed organizational needs and  
    were practical to implement.  
    4) Principle: Promote awareness. 
    Practice 12. Continually educate users and others on risks and related  
    policies. The central security management groups worked to improve  
    everyone's understanding of the risks associated with information systems  
    and of the policies and controls in place. They encouraged compliance with  
    policies and awareness on the part of users of the risks involved in  
    disclosing sensitive information or passwords. 
    Practice 13. Use attention-getting and user-friendly techniques. The  
    techniques used included intranet Web sites that explained policies,  
    standards, procedures, alerts and special notices; awareness videos with  
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    messages from top managers about the security program; interactive  
    presentations by security staff with various user groups; security awareness  
    days; and products with security related slogans.  
    5) Principle: Monitor and evaluate policy and control effectiveness. 
    Practice 14. Monitor factors that affect risk and indicate security  
    effectiveness. The organizations studied directly tested the effectiveness  
    of their controls. Most organizations relied primarily on auditors to carry  
    out this function. This enabled the security organizations to maintain their  
    role as advisors. The central security management groups kept track of audit  
    findings and the organization's progress in implementing corrective actions.  
    In some cases, the central security management groups conducted their own  
    tests, and some organizations allowed designated individuals to try to  
    penetrate systems. The testing of controls enabled the organizations to  
    identify unknown vulnerabilities and to eliminate or reduce them. All of the  
    organizations monitored compliance with policies, mostly through informal  
    feedback to the central security group from system administrators. All of  
    the organizations kept summary records of actual security incidents to  
    measure the types of violations and the damage suffered from the incidents.  
    The records were valuable input for risk assessments and budget decisions.  
    Many of the organizations expressed an interest in developing better  
    techniques to measure the benefits and costs of security policies and  
    controls.  
    Practice 15. Use results to direct future efforts and hold managers  
    accountable. Organization officials said that monitoring encourages  
    compliance with information security policies, but the full benefits of  
    monitoring are not achieved unless results are used to improve the security  
    program. Results can be used to hold managers accountable for their  
    information security responsibilities. 
    Practice 16. Be alert to new monitoring tools and techniques. Security  
    managers of the organizations studied said that they continually looked for  
    new tools to test the security of their systems. They found current  
    professional literature and involvement with professional organizations  
    useful in learning about the latest monitoring tools and research efforts. 
INFORMATION SYSTEM PROTECTION ELEMENTS 
    The process for planning an efficient and effective Information System  
    Protection Program consists of several discrete, yet interrelated elements,  
    as shown in Figure 1. 
      
  
Figure 1, Information System Protection Elements 
  
  Information Systems Security Plan 
    The purpose of the security plan is to provide an overview of the system and  
    describe the controls in place or planned for meeting security requirements.  
    The system security plan also delineates responsibilities and expected  
    behavior of all individuals who access the system. This plan is a required  
    portion of the Certification and Accreditation process. 
    Refer to DOT H 1350.251 - Departmental Guide to Preparing an Information  
    Systems Security Plan for additional information and guidance. 
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  Risk Assessment 
    A risk assessment is a process for measuring the compliance of an  
    organization with applicable security requirements. It identifies the  
    overall risks that could adversely affect a system, thereby compromising  
    sensitive data or the ability of the organization to fulfill its mission. A  
    risk assessment also identifies and analyzes those threats and  
    vulnerabilities that could adversely affect the system, evaluates in-place  
    security safeguards, and recommends new or improved security safeguards to  
    reduce and/or eliminate the risk of loss or damage to system assets or  
    disruption of system services. It also provides an assessment of risk as  
    part of a risk-based approach in determining adequate security for the  
    system. The risk assessment is a crucial element of the overall Risk  
    Management process. 
    Refer to DOT H 1350.252 - Departmental Guide to Risk Assessment Planning for  
    additional information and guidance. 
  Continuity of Operations 
    Continuity of Operations planning addresses how to keep an organization's  
    critical functions operating in the event of emergencies, disruptions, or  
    disasters. Such events include power outages, hardware failures, malicious  
    attacks, fires, or storms. If an event is very destructive, it is often  
    called a disaster. Like other government agencies, DOT depends on the  
    availability of accurate and timely information to manage a broad range of  
    programs and budgets with far-reaching effects. Virtually all vital DOT  
    information is processed in some form by computers. Hence a key aspect in  
    DOT's overall risk management program must be the ability to respond to  
    unplanned, adverse situations that may destroy, damage, degrade, or  
    compromise information systems data or computer processing capabilities so  
    that essential operations may continue. Ensuring that this ability exists,  
    and is indeed viable (proven via periodic testing) is the major function of  
    continuity of operations planning. 
    Refer to DOT H 1350.253 - Departmental Guide to Continuity of Operations  
    Planning for additional information and guidance. 
  Certification/Accreditation 
    System security accreditation is the formal authorization by the accrediting  
    official for system operation and an explicit acceptance of risk. It is  
    usually supported by a review of the system, including its management,  
    operational, and technical controls. This review may include a detailed  
    technical evaluation, security evaluation, risk assessment, audit, or other  
    such review. If the life cycle process is being used to manage a project  
    (such as a system upgrade), it is important to recognize that the  
    accreditation is for the entire system, not just for the new addition. 
    The best way to view computer security accreditation is as a form of quality  
    control. It forces managers and technical staff to work together to find the  
    best fit for security, given technical constraints, operational constraints,  
    and mission requirements. The accreditation process obliges managers to make  
    critical decisions regarding the adequacy of security safeguards. A decision  
    based on reliable information about the effectiveness of technical and  
    non-technical safeguards and the residual risk is more likely to be a sound  
    decision. 
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    After deciding on the acceptability of security safeguards and residual  
    risks, the accrediting official should issue a formal accreditation  
    statement. While most flaws in system security are not severe enough to  
    remove an operational system from service or to prevent a new system from  
    becoming operational, the flaws may require some restrictions on operation  
    (e.g., limitations on dial-in access or electronic connections to other  
    organizations). In some cases, an interim accreditation may be granted,  
    allowing the system to operate requiring review at the end of the interim  
    period, presumably after security upgrades have been made. 
    Refer to DOT H 1350.254 - Departmental Guide to Certification/Accreditation  
    of Information Systems for additional information and guidance. 
  Incident Handling 
    Incident handling is closely related to contingency planning as well as  
    support and operations. An incident handling capability may be viewed as a  
    component of contingency planning, because it provides the ability to react  
    quickly and efficiently to disruptions in normal processing. Broadly  
    speaking, contingency planning addresses events with the potential to  
    interrupt system operations. Incident handling can be considered that  
    portion of contingency planning that responds to malicious technical  
    threats. The primary benefits of an incident handling capability are  
    containing and repairing damage from incidents, and preventing future  
    damage. An incident handling capability also assists an organization in  
    preventing (or at least minimizing) damage from future incidents. Incidents  
    can be studied internally to gain a better understanding of the  
    organization's threats and vulnerabilities so more effective safeguards can  
    be implemented. 
    Refer to DOT H 1350.254 - Departmental Guide to Incident Handling Planning  
    for additional information and guidance. 
  Personnel Security 
    Many important issues in computer security involve human users, designers,  
    implementers, and managers. A broad range of security issues relates to how  
    these individuals interact with computers, and the access and authorities  
    they need to do their job. Personnel security addresses issues concerning  
    the staffing of positions that interact with computer systems, the  
    administration of users on a system (including considerations for  
    terminating employee access), and special considerations that may arise when  
    contractors or the public have access to systems. 
    Refer to DOT H 1350.255 - Departmental Guide to Personnel Security Planning  
    for additional information and guidance. 
  Physical/Environmental Security 
    The term physical and environmental security refers to those measures taken  
    to protect systems, buildings, and related supporting infrastructure against  
    threats associated with their physical environment. Physical and  
    environmental security controls include three broad areas: 
      The physical facility (usually the building, other structure, or vehicle  
      housing the system and network components). The physical characteristics  
      of these structures and vehicles determine the level of such physical  
      threats as fire, roof leaks, or unauthorized access.  
      The facility's general geographic operating location determines the  
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      characteristics of natural threats, which include earthquakes and  
      flooding; man-made threats such as burglary or interception of  
      transmissions; and damaging nearby activities, including toxic chemical  
      spills, and electromagnetic interference from emitters such as radar.  
      Supporting facilities are those services that underpin the operation of  
      the system. The system's operation usually depends on supporting  
      facilities such as electric power, heating and air conditioning, and  
      telecommunications.  
    Refer to DOT H 1350.256 - Departmental Guide to Physical/Environmental  
    Security Planning for additional information and guidance. 
  Information System Security Awareness, Training and Education 
    The major causes of loss due to an organization's own employees are errors  
    and omissions, fraud, and actions by disgruntled employees. One principal  
    purpose of security awareness, training, and education is to reduce errors  
    and omissions. However, it can also reduce fraud and unauthorized activity  
    by disgruntled employees by increasing employees' knowledge of their  
    accountability and the penalties associated with such actions. 
    Awareness stimulates and motivates those being trained to care about  
    security and to remind them of important security practices. Explaining what  
    happens to an organization, its mission, customers, and employees if  
    security fails motivates people to take security seriously. The purpose of  
    training is to teach people the skills that will enable them to perform  
    their jobs more securely. This includes teaching people what they should do  
    and how they should (or can) do it. Training can address many levels, from  
    basic security practices to more advanced or specialized skills. It can be  
    specific to one computer system or generic enough to address all systems.  
    Security education is more in-depth than security training and is targeted  
    for security professionals and those whose jobs require expertise in  
    security. 
    Refer to DOT H 1350.257 - Departmental Guide to Developing an Information  
    System Security Awareness/Training/Education Program for additional  
    information and guidance. 
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DEPARTMENTAL GUIDE TO DEVELOPING AN 
INFORMATION SYSTEMS SECURITY PLAN 
PURPOSE  
  The purpose of this Guide is to provide Department of Transportation (DOT) and  
  their Operating Administration managers, ISSO’s and network administrators  
  with a step-by-step approach for preparing an Information Systems Security  
  Plan. This Plan should provide an overview of the security requirements of an  
  information system, describe the controls in place or planned for meeting  
  those requirements, and delineate responsibilities and expected behavior of  
  all individuals who access the system. 
SCOPE  
  The provisions of this Guide apply to the Department of Transportation (DOT),  
  its Secretarial Offices and Operating Administrations. 
GOALS  
  The Goal of system security planning is to improve protection of information  
  technology (IT) resources. All federal systems have some level of sensitivity  
  and require protection as part of good management practice. This protection,  
  in turn, must be documented in an Information Systems Security Plan.  
REFERENCES  
  The DOT Departmental Information Resources Management Manual (DIRMM) DOT H  
  1350.2 implements statutory and regulatory Information Resources Management  
  (IRM) and security requirements for the Department. It also calls for ensuring  
  the confidentiality, integrity, and availability of information contained,  
  processed, or transmitted in/on sensitive systems. Refer to DOT H 1350.2.1  
  REGULATORY AND GUIDANCE DOCUMENTS for specific references. 
OVERVIEW OF INFORMATION SYSTEM SECURITY PLANNING  
  The completion of information system security plans is a requirement of the  
  Office of Management and Budget (OMB) Circular A-130, Management of Federal  
  Information Resources, A-130 Appendix III, Security of Federal Automated  
  Information Resources, and Public Law 100-235, Computer Security Act of 1987.  
  The level of detail included within the plan should be consistent with the  
  criticality and value of the system to the organization’s mission (i.e., a  
  more detailed plan is required for systems critical to the organization’s  
  mission). The security plan should fully identify and describe the controls  
  currently in place or planned for the system and should include a list of  
  rules of behavior. 
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  OMB Circular A-130, Appendix III, does not distinguish between sensitive and  
  non-sensitive systems. Rather, consistent with the Computer Security Act of  
  1987, the Circular recognizes that federal automated information systems have  
  varied sensitivity and criticality. All federal systems have some level of  
  sensitivity, and therefore require protection as part of good management  
  practice. The generic term "system" is used in this document to mean either a  
  major application or a general support system. 
  As defined in OMB Circular A-130, Appendix III, a major application is an  
  application "that requires special attention to security due to the risk and  
  magnitude of harm resulting from the loss, misuse, or unauthorized access to  
  or modification of its information". A major application may be comprised of  
  many hardware, software, and telecommunications components. These components  
  may include software applications or combinations of hardware and software  
  that support a specific mission-related function; they may also include  
  facilities, procedures, and operators. 
  A general support system, on the other hand, normally includes hardware,  
  software, information, data, applications, communications, facilities,  
  operational rules and procedures, and people. It provides support for a  
  variety of users and applications. Examples of general support systems include  
  local area networks (LANs), Virtual Private Networks (VPNs), Regional  
  Backbones, Metropolitan Area Networks (MANs) and communications networks. 
  All applications and systems must be covered by system security plans if they  
  are categorized as a major application or a general support system. Specific  
  security plans for other applications are not required because the security  
  controls for those applications or systems would be provided by the general  
  support systems in which they operate. For example, a department-wide  
  Financial Management System would be a major application requiring its own  
  security plan. A local program designed to track expenditures against an  
  office budget might not be considered a major application and would be covered  
  by a general support system security plan for an office automation system or a  
  LAN. Standard commercial off-the-shelf software (such as word processing  
  software, electronic mail software, utility software, or other general-  
  purpose software) would not typically be considered a major application and  
  would be covered by the plans for the general support system on which they are  
  installed. 
    
SECURITY PLAN DEVELOPMENT 
  Information system security planning, and its documentation in an Information  
  Systems Security Plan, involves the derivation of a detailed description of  
  the system and its components, an identification of the system’s sensitivity,  
  identification of the applicable protection requirements, and a list of the  
  security measures or controls that are currently being used or will be used to  
  protect the system’s components. The information system security planning  
  process is covered in five steps: 
  Step 1 – System Analysis. 
  Step 2 – Definition of Overall System Information. 
  Step 3 – Management Controls. 
  Step 4 – Operational Controls. 
  Step 5 – Technical Controls. 
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  Each of these steps is described in detail in the following paragraphs.  
  A. Step 1. System Analysis 
 
  Before beginning the development of the Plan itself, a systems analysis must  
  be performed, in order to define the system ‘boundaries’, i.e. what specific  
  elements are included within the system and what ones are not. Once this has  
  been accomplished, and the boundaries defined, the nature of the system,  
  either a major application or a general support system must be ascertained.  
  This difference is significant, in that there are differences between the  
  operational and technical controls for major applications and general support  
  systems, and hence those sections of the Security Plan dealing with these  
  areas will be quite different. Rules of behavior will also be different for  
  the two types of systems. 
    1. System Boundaries 
    Defining what constitutes an information system, for the purposes of this  
    guide, requires an analysis of both system boundaries and organizational  
    responsibilities. An information system is identified by constructing  
    logical boundaries around a set of processes, communications, storage and  
    related resources. The elements within these boundaries constitute a single  
    system, requiring its own security plan. Each element of the system must be  
    under the same direct management control, have the same function or mission  
    objective, have essentially the same operating characteristics and security  
    needs, and reside in the same general operating environment. 
    It is important to note that all components of a system need not be  
    physically connected to each other. A group of stand-alone personal  
    computers (PCs) in an office, a group of PCs placed in employees’ homes  
    under defined telecommuting program rules a group of portable PCs provided  
    to employees who require mobile computing capability for their jobs, and a  
    system with multiple identical configurations that are installed in  
    locations with the same environmental and physical safeguards, are all  
    examples of non-physically interconnected information systems. 
    In cases where an enterprise possesses multiple similar systems, i.e.  
    systems differing only in terms of which organization within that enterprise  
    is responsible for each one, or similar systems located in different  
    physical environments (e.g., air traffic control systems), it is appropriate  
    and recommended to use plans that are identical except for those particular  
    areas of difference. This approach provides consistent levels of protection  
    for similar information systems. 
    2. System Categories 
    Once the system boundaries have been established, the system must be  
    categorized as either a major application or as a general support system. 
    Major Application - All DOT applications have value and require some level  
    of protection. Certain applications, because of the information they  
    contain, process, or transmit or because of their criticality to the DOT  
    mission, require special management oversight. These applications are  
    designated as major applications. Determination as to which applications are  
    major applications is generally a matter of management judgment. However,  
    each application, whether major or not, should be covered by a security  
    plan. The application will either be covered individually, if it has been  
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    designated as a major application, or within the security plan of a general  
    support system if not. Note that management must ensure that the security  
    requirements of non-major applications are discussed as part of the security  
    plan for the applicable general support systems. Also, a system may be  
    designated as a major application even though it is also supported by a  
    system that has been designated as a general support system.  
 
    General Support System - A general support system consists of interconnected  
    information resources, all under the same direct management control, which  
    share common functionality. A general support system normally includes  
    hardware, software, information, data, applications, communications,  
    facilities, and people and provides support for a variety of users and/or  
    applications. Note that a major application can run on a general support  
    system In such cases, the Security Plan developed for the general support  
    system plan should reference the associated major application Security Plan  
    (or Plans, if multiple major applications are run) in its General  
    Description/Purpose. 
  B. Step 2. Definition of Overall System Information 
  The first section of an Information Systems Security Plan consists of that set  
  of information necessary to describe the system. This information includes:  
    System Identification, including the System Name, Responsible Organization,  
    and Information and Security Contacts.  
    System Operational Status  
    General System Description and Purpose  
    System Environment  
    System Interconnection and Information Sharing  
    Sensitivity of Information Handled  
  Although similar in nature, the specific types of information necessary to  
  describe the system will differ, depending on whether the system is a major  
  application or general support system. Figure 1 contains a template for major  
  application system information, while Figure 2 does the same for a general  
  support system. 
 
  Figure 1, Template for Overall Information - Major Application 
  Figure 2, Template for Overall Information – General Support System 
    
  Sensitivity of information, is a key requirement of the security plan, ---  
  identifying the sensitivity of the information processed by the system. This  
  may be accomplished by determining the type and relative importance of the  
  protection needed for the system. 
  A system may need protection for one or more of the following: 
    Confidentiality. The system contains information that requires protection  
    from unauthorized disclosure.  
    Integrity. This system contains information that must be protected from  
    unauthorized, unanticipated, or unintentional modification; and for which  
    the ability to detect attempts to modify data is important. 
    Availability. The system contains information or provides services which  
    must be available on a timely basis to meet mission requirements or to avoid  
    substantial losses. 
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  The type and relative importance of system protection needed may be matrixed,  
  as shown below. High indicates a critical concern of the organization. Medium  
  indicates an important concern, but not necessarily paramount in the  
  organization's priorities. Low indicates the need for some minimal security  
  protection. 
        Protection Requirements Level of Protection Needed 
        High Medium Low 
        Confidentiality 
        Integrity 
        Availability 
 
  Note that the overall protection level designation of an application should be  
  equal to or higher than the highest security level designation of any data it  
  processes or systems it runs. 
 
  This security level designation determines the minimum set of security  
  safeguards required to protect sensitive data files, and to ensure the  
  operational continuity of critical processing capabilities. A "High"  
  designation requires formal certification. A " Medium" designation normally  
  requires formal certification, and a "Low" designation normally does not  
  require formal certification.  
  NOTE: DOT systems are categorized as:  
  1). classified (level 1), 
  2). sensitive (level 2), or  
  3). non-sensitive (level 3).  
  High, medium, and low are subdivisions of sensitive (level 2) systems. 
  C. Step 3. Management Controls 
  With the definition of overall system information completed, the next step in  
  the process of developing an Information Systems Security Plan is the  
  description of management controls (in place or planned) that are intended to  
  meet the protection requirements of the major application or general support  
  system. Management Controls addresses security topics that can be  
  characterized as managerial in nature. They are techniques and concerns that  
  are normally addressed by management in an organization's computer security  
  program. In general, they focus on the management of the computer security  
  program and the management of risk within the organization. Management  
  controls focus on the management of the computer security system and the  
  management of risk for a system.  
  The types of control measures must be consistent with the need for protection  
  of the major application or general support system. 
  The areas which must be addressed within the Management Controls section of  
  the Plan include:  
    1. Risk Assessment and Management – OMB Circular A-130 no longer requires  
    the preparation of a formal risk analysis. It does, however, require an  
    assessment of risk as part of a risk-based approach to determining adequate,  
    cost-effective security for a system. Refer to DOT H 1350.252 Departmental  
    Guide to Risk Assessments for a detailed treatment of this subject. If no  
    risk assessment has been performed on the major application or general  
    support system, the Plan must include a milestone date (month and year) for  
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    the completion of one. If a risk assessment has been performed, but is more  
    than three years old or there have been major changes to the system or  
    functions, the Plan must include a milestone date (month and year) for  
    completion of a new or updated risk assessment. Assessing the risk to a  
    system should be an ongoing activity to ensure that new threats and  
    vulnerabilities are identified and appropriate security measures are  
    implemented. 
    2. Review of Security Controls – OMB Circular A-130 requires that at least  
    every three years an independent review of the security controls for each  
    major application be performed. For general support systems, OMB Circular  
    A-130 requires that the security controls be reviewed by an independent  
    audit or self review at least every three years. Hence, in this section, it  
    is necessary to describe the type of review and findings conducted on the  
    general support system or major application within the last three years.  
    The objective of these reviews is to provide verification that the controls  
    selected and/or installed provide a level of protection commensurate with  
    the acceptable level of risk for the system. The determination that the  
    level of risk is acceptable must be made relative to the system requirements  
    for confidentiality, integrity and availability as well as the identified  
    threats. 
    3. Rules of Behavior –A set of rules of behavior must be established for  
    each major application and general support system. The security required by  
    the rules should be only as stringent as necessary to provide adequate  
    security for the system and the information it contains. The acceptable  
    level of risk should form the basis for determining the rules. The rules of  
    behavior should clearly delineate responsibilities and expected behavior of  
    all individuals with access to the system, and should state the consequences  
    of inconsistent behavior or noncompliance. Rules of Behavior shall also  
    include appropriate limits on interconnections to other systems and define  
    service provision and restoration priorities. They should cover such matters  
    as work at home, dial-in access, connection to the Internet, use of  
    copyrighted works, unofficial use of government equipment, the assignment  
    and limitation of system privileges, and individual accountability. The  
    rules should be in writing and form the basis for security awareness and  
    training. In this section of the Plan, include either the rules themselves,  
    or a reference to an Appendix containing them. 
    4. Planning for Security in the Life Cycle –In this section of the Plan,  
    determine which phase(s) of the life cycle the system, or parts of the  
    system, are in. There are many models for the IT system life cycle but most  
    contain five basic phases: Initiation, development/acquisition,  
    implementation, operation, and disposal. Although a computer security plan  
    can be developed for a system at any point in the life cycle, the  
    recommended approach is to draw up the plan at the beginning of the computer  
    system life cycle. The purpose of this section is to identify how security  
    has been handled during the applicable life cycle phase. 
    5. Accreditation –System security accreditation is the formal authorization  
    by the accrediting (management) official for system operation and an  
    explicit acceptance of risk. It is usually supported by a review of the  
    system, including its management, operational, and technical controls.  
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    Accreditation provides a form of quality control and is required under OMB  
    Circular A-130. It forces managers and technical staff to find the best fit  
    for security, given technical constraints, operational constraints, and  
    mission requirements. By authorizing processing in a system, a manager  
    accepts the risk associated with it. Refer to DOT H 1350.253 Departmental  
    Guide to Certification/Accreditation of Information Systems for a detailed  
    treatment of this subject.  
    A Template for the Management Controls section of the Information Systems  
    Security Plan is contained in Figure 3. Note that this Template is the same  
    for both major applications and general support systems. 
  D. Step 4. Operational Controls 
  With management controls established, the next step is to treat the subject of  
  operational controls. Operational controls address security methods that focus  
  on mechanisms that primarily are implemented and executed by people (as  
  opposed to systems). These controls are put in place to improve the security  
  of a particular system (or group of systems). They often require technical or  
  specialized expertise – and often rely upon management activities as well as  
  technical controls In this section of the Plan, describe the operational  
  control measures (in place or planned) that are intended to meet protection  
  requirements. Note that operational controls differ, depending on whether the  
  system is a major application, or a general support system. Hence the  
  preparation of this section of the Plan should follow the guidelines for  
  either major application operational controls or general support system  
  operational controls, as presented in the following paragraphs.  
    1. Major Application Operational Controls 
  For major applications, the main areas of operational controls to be addressed  
  within the Plan include: 
      Major Application Personnel Security –The greatest harm/disruption to a  
      major application comes from the actions of individuals, both intentional  
      and unintentional. All too often, such systems experience disruption,  
      damage, loss, or other adverse impact due to the well-intentioned actions  
      of individuals authorized to use or maintain them. Refer to DOT H 1350.256  
      Departmental Guide to Personnel Security Planning for additional  
      information on this subject. Figure 4 details the personnel security  
      information to be placed within this section of the Plan.  
      Major Application Physical and Environmental Protection –Physical and  
      environmental security controls must be implemented to protect the  
      facility housing system resources, the system resources themselves, and  
      the facilities used to support their operation. Refer to DOT H 1350.257  
      Departmental Guide to Physical/Environmental Security Planning for  
      additional supporting data. In this section of the Plan, briefly describe  
      the physical and environmental controls in place for the major  
      application. Specific areas which must be addressed include access  
      controls, fire safety factors, failure of supporting utilities, structural  
      collapse, plumbing leaks, interception of data, and portable/mobile  
      systems. Figure 5 identifies the physical/environmental factors to be  
      considered within this section of the Plan.  
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        7. MANAGEMENT CONTROLS  
        7.1 Risk Assessment and Management  
          Describe the risk assessment methodology used to identify the threats  
          and vulnerabilities of the system. Include the date the review was  
          conducted. If there is no system risk assessment, include a milestone  
          date (month and year) for completion of the assessment.  
        7.2 Review of Security Controls  
          List any independent security reviews conducted on the system in the  
          last three years.  
          Include information about the type of security evaluation performed,  
          who performed the review, the purpose of the review, the findings, and  
          the actions taken as a result.  
        7.3 Rules of Behavior  
          A set of rules of behavior in writing must be established for each  
          system. The rules of behavior should be made available to every user  
          prior to receiving access to the system. It is recommended that the  
          rules contain a signature page to acknowledge receipt.  
          The rules of behavior should clearly delineate responsibilities and  
          expected behavior of all individuals with access to the system. They  
          should state the consequences of inconsistent behavior or  
          noncompliance. They should also include appropriate limits on  
          interconnections to other systems.  
          Attach the rules of behavior for the system as an appendix and  
          reference the appendix number in this section or insert the rules into  
          this section.  
        7.4 Planning for Security in the Life Cycle  
        Determine which phase(s) of the life cycle the system or parts of the  
        system are in. Describe how security has been handled in the life cycle  
        phase(s) that the system is currently in.  
        Initiation Phase  
          Reference the sensitivity assessment which is described in Section  
          3.7, Sensitivity of Information Handled.  
        Development/Acquisition Phase  
          During the system design, were security requirements identified?  
          Were the appropriate security controls with associated evaluation and  
          test procedures developed before the procurement action?  
          Did the solicitation documents (e.g., Request for Proposals) include  
          security requirements and evaluation/test procedures?  
          Did the requirements permit updating security requirements as new  
          threats/vulnerabilities are identified and as new technologies are  
          implemented?  
          If this is a purchased commercial application or the application  
          contains commercial, off-the-shelf components, were security  
          requirements identified and included in the acquisition  
          specifications?  
        Implementation Phase  
          Were design reviews and systems tests run prior to placing the system  
          in production? Were the tests documented? Has the system been  
          certified?  
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          Have security controls been added since development?  
          Has the application undergone a technical evaluation to ensure that it  
          meets applicable federal laws, regulations, policies, guidelines, and  
          standards?  
          Include the date of the certification and accreditation. If the system  
          is not authorized yet, include date when accreditation request will be  
          made.  
        Operation/Maintenance Phase  
          The security plan documents the security activities required in this  
          phase.  
        Disposal Phase  
          Describe in this section how information is moved to another system,  
          archived, discarded, or destroyed. Discuss controls used to ensure the  
          confidentiality of the information.  
          Is sensitive data encrypted?  
          How is information cleared and purged from the system?  
          Is information or media purged, overwritten, degaussed or destroyed?  
        7.5 Accreditation  
          Provide the date of accreditation, name, and title of management  
          official authorizing processing in the system.  
          If not accredited, provide the name and title of manager requesting  
          approval to operate and date of request.  
 
  Figure 3, Template for Management Controls 
    
        8. OPERATIONAL CONTROLS  
        8.1 Personnel Security  
          Have all positions been reviewed for sensitivity level?  
          Have individuals received background screenings appropriate for the  
          position to which they are assigned.  
          Is user access restricted to the minimum necessary to perform the job?  
          Is there a process for requesting, establishing, issuing, and closing  
          user accounts?  
          Are critical functions divided among different individuals (separation  
          of duties)?  
          What mechanisms are in place for holding users responsible for their  
          actions?  
          What are the friendly and unfriendly termination procedures?  
 
 
  Figure 4, Major Application Personnel Security Template 
    
        8.2 Physical and Environmental Protection  
          Discuss the physical protection in the area where application  
          processing takes place (e.g., locks on terminals, physical barriers  
          around the building and processing area, etc.)  
          Factors to address include physical access, fire safety, failure of  
          supporting utilities, structural collapse, plumbing leaks,  
          interception of data, mobile and portable systems.  
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  Figure 5, Major Application Physical/Environmental Protection Template  
    
    Major Application Production, Input/Output Controls - This section of the  
    Information Systems Security Plan for a major application should contain a  
    description of the controls used for the marking, handling, processing,  
    storage, and disposal of input and output information and media, as well as  
    labeling and distribution procedures for the information and media. The  
    controls used to monitor the installation of, and updates to, application  
    software should be listed. In this section, provide a synopsis of the  
    procedures in place that support the operations of the application. Figure 6  
    contains a sampling of topics that should be reported in this section.  
    Major Application Continuity of Operations Planning - Procedures are  
    required that will permit the organization to continue essential functions  
    if information technology support is interrupted. Development of these  
    procedures is treated in detail in DOT H 1350.254 Departmental Guide to  
    Continuity of Operations Planning. These procedures (contingency plans and  
    continuity plans) should be coordinated with the backup contingency, and  
    recovery plans of any general support systems, including networks used by  
    the major application. The contingency plans should ensure that interfacing  
    systems are identified and contingency/disaster planning coordinated. In  
    this section of the Security Plan, briefly describe the procedures that  
    would be followed to ensure the application continues to be processed if the  
    supporting IT systems were unavailable. If a formal Continuity of Operations  
    Plan (COOP) has been completed, reference that plan. A copy of the COOP may  
    be attached as an appendix. Figure 7 contains some of the questions to be  
    considered in this section.  
    
        8.3 Production, Input/Output Controls  
          User Support - Is there a help desk or group that offers advice and  
          can respond to security incidents in a timely manner? Are there  
          procedures in place documenting how to recognize, handle, and report  
          incidents and/or problems?  
          Procedures to ensure unauthorized individuals cannot read, copy,  
          alter, or steal printed or electronic information  
          Procedures for ensuring that only authorized users pick up, receive,  
          or deliver input and output information and media  
          Audit trails for receipt of sensitive inputs/outputs  
          Procedures for restricting access to output products  
          Procedures and controls used for transporting or mailing media or  
          printed output  
          Internal/external labeling for sensitivity (e.g., Privacy Act,  
          Proprietary)  
          External labeling with special handling instructions (e.g.,  
          log/inventory identifiers, controlled access, special storage  
          instructions, release or destruction dates)  
          Audit trails for inventory management  
          Media storage vault or library-physical, environmental protection  
          controls/procedures  
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          Procedures for sanitizing electronic media for reuse (e.g.,  
          overwriting or degaussing)  
          Procedures for controlled storage, handling, or destruction of spoiled  
          media or media that cannot be effectively sanitized for reuse  
          Procedures for shredding or other destructive measures for hardcopy  
          media when no longer required  
 
 
  Figure 6, Major Application Production, Input/Output Controls Template 
    
        8.4 Continuity of Operations Planning  
          Is a tested COOP in place to permit continuity of mission-critical  
          functions in the event of a catastrophic event?  
          Are tested COOPs in place for all supporting IT systems and networks?  
          Are formal written emergency operating procedures posted or located to  
          facilitate their use in emergency situations?  
          How often are COOPs tested?  
          Are all employees trained in their roles and responsibilities relative  
          to the COOP?  
          Include descriptions of the following controls:  
          Any agreements for backup processing (e.g., hotsite contract with a  
          commercial service provider).  
          Documented backup procedures including frequency (daily, weekly,  
          monthly) and scope (full backup, incremental backup, and differential  
          backup).  
          Location of stored backups (off-site or on-site).  
          Generations of backups kept.  
          Coverage of backup procedures, e.g., what is being backed up.  
 
  Figure 7, Major Application Continuity of Operations Planning Template 
    
    Major Application Software Maintenance Controls – Application software  
    maintenance controls are used to monitor the installation of, and updates  
    to, application software to ensure that the software functions as expected  
    and that a historical record is maintained of application changes. This  
    helps ensure that only authorized software is installed on the system. Such  
    controls may include a software configuration policy that grants managerial  
    approval to modifications and requires that changes be documented. Other  
    controls include products and procedures used in auditing for or preventing  
    illegal use of shareware or copyrighted software. Software maintenance  
    procedures may also be termed version control, change management, or  
    configuration management. Figure 8 contains questions that should be  
    addressed in responding to this section.  
    Major Application Data Integrity/Validation Controls - Data integrity  
    controls are used to protect data from accidental or malicious alteration or  
    destruction and to provide assurance to the user that the information meets  
    expectations about its quality and that it has not been altered. Validation  
    controls refer to tests and evaluations used to determine compliance with  
    security specifications and requirements. In this section of the Plan,  
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    describe any controls that provide assurance to users that the information  
    has not been altered and that the system functions as expected. The  
    questions in Figure 9 are examples of some of the controls that fit in this  
    category.  
    
        8.5 Application Software Maintenance Controls  
          Was the application software developed in-house or under contract?  
          Does the government own the software? Was it received from another  
          agency?  
          Is the application software a copyrighted commercial off-the-shelf  
          product or shareware? Has it been properly licensed and enough copies  
          purchased for all systems?  
          Is there a formal change control process in place and if so, does it  
          require that all changes to the application software be tested and  
          approved before being put into production?  
          Are test data live data or made-up data?  
          Are all changes to the application software documented?  
          Are test results documented?  
          How are emergency fixes handled?  
          Are there organizational policies against illegal use of copyrighted  
          software, shareware?  
          Are periodic audits conducted of users? computers to ensure only legal  
          licensed copies of software are installed?  
          What products and procedures are used to protect against illegal use  
          of software?  
          Are software warranties managed to minimize the cost of upgrades and  
          cost-reimbursement or replacement for deficiencies?  
 
 
  Figure 8, Major Application Software Maintenance Controls Template 
    
        8.6 Data Integrity/Validation Controls  
          Is virus detection and elimination software installed? If so, are  
          there procedures for updating virus signature files, automatic and/or  
          manual virus scans, and virus eradication and reporting?  
          Is reconciliation routines used by the system, i.e., checksums, hash  
          totals, record counts? Include a description of the actions taken to  
          resolve any discrepancies.  
          Is password crackers/checkers used?  
          Is integrity verification programs used by applications to look for  
          evidence of data tampering, errors, and omissions?  
          Are intrusion detection tools installed on the system?  
          Is system performance monitoring used to analyze system performance  
          logs in real time to look for availability problems, including active  
          attacks, and system and network slowdowns and crashes?  
          Is penetration testing performed on the system? If so, what procedures  
          are in place to ensure they are conducted appropriately?  
          Is message authentication used in the application to ensure that the  
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          sender of a message is known and that the message has not been altered  
          during transmission?  
 
  Figure 9, Major Application Data Integrity/Validation Controls Template 
    
    Major Application Documentation - Documentation is a security control in  
    that it explains how software/hardware is to be used and formalizes security  
    and operational procedures specific to the system. Documentation for a  
    system includes descriptions of the hardware and software, policies  
    standards, procedures, and approvals related to automated information system  
    security in the application and the support system(s) on which it is  
    processed, to include backup and contingency activities, as well as  
 
    descriptions of user and operator procedures. Ensure that documentation is  
    coordinated with the general support system and/or network manager(s) to  
    ensure that adequate application and installation documentation are  
    maintained to provide continuity of operations. In this section of the Plan,  
    list the documentation maintained for the application, as shown in Figure  
    10.  
    
        8.7 Documentation  
        Documentation for a system includes descriptions of the hardware and  
        software, policies, standards, procedures, and approvals related to  
        automated information system security in the application and the support  
        systems(s) on which it is processed, to include backup and contingency  
        activities, as well as descriptions of user and operator procedures.  
          List the documentation maintained for the application (vendor  
          documentation of hardware/software, functional requirements, security  
          plan, general system security plan, application program manuals, test  
          results documents, standard operating procedures, emergency  
          procedures, contingency plans, user rules/procedures, risk assessment,  
          certification/accreditation statements/documents, verification  
          reviews/site inspections.)  
 
 
  Figure 10, Major Application Documentation Template 
    Major Application Security Awareness and Training - The Computer Security  
    Act requires federal agencies to provide for the mandatory periodic training  
    in computer security awareness and accepted computer security practices for  
    all employees who are involved with the management, use, or operation of a  
    federal computer system within or under the supervision of the federal  
    agency. This includes contractors as well as employees of the agency. OMB  
    Circular A-130, Appendix III enforces such mandatory training by requiring  
    its completion prior to granting access to the system and through periodic  
    refresher training for continued access. Additional information regarding  
    security awareness and training may be found in DOT H 1350.258 Departmental  
    Guide to Developing an Information System Security  
    Awareness/Training/Education Program. Refer to Figure 11 for the types of  
    information required in this section of the Plan. Note that Contractor  
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    employees are required to receive the same level of information systems  
    security awareness and training as federal employees. Hence this training  
    requirement should be included as appropriate in all contracts.  
  Figure 11, Major Application Security Awareness and Training Template 
  2.  General Support System Operational Controls 
  For general support systems, the main areas of operational controls to be  
  addressed within the Plan include:  
    General Support System Personnel Controls - The greatest harm/disruption to  
    a major application comes from the actions of individuals, both intentional  
    and unintentional. All too often, such systems experience disruption,  
    damage, loss, or other adverse impact due to the well-intentioned actions of  
    individuals authorized to use or maintain them. Refer to DOT H 1350.256  
    Departmental Guide to Personnel Security Planning for additional information  
    on this subject. Figure 12 details the personnel security information to be  
    placed within this section of the Plan.  
    
        8. OPERATIONAL CONTROLS  
        8.1 Personnel Controls  
          Have all positions been reviewed for sensitivity level?  
 
          Have individuals received background screenings appropriate for the  
          position to which they are assigned.  
          Is user access restricted to the minimum necessary to perform the job?  
 
          Is there a process for requesting, establishing, issuing, and closing  
          user accounts?  
          Are critical functions divided among different individuals (separation  
          of duties)?  
          What mechanisms are in place for holding users responsible for their  
          actions?  
          What are the friendly and unfriendly termination procedures?  
 
 
  Figure 12, General Support System Personnel Controls Template 
    
    General Support System Physical and Environmental Protection - Physical and  
    environmental security controls must be implemented to protect the facility  
    housing system resources, the system resources themselves, and the  
    facilities used to support their operation. Refer to DOT H 1350.257  
    Departmental Guide to Physical/Environmental Security Planning for  
    additional supporting data. In this section of the Plan, briefly describe  
    the physical and environmental controls in place for the major application.  
    Specific areas which must be addressed include access controls, fire safety  
    factors, failure of supporting utilities, structural collapse, plumbing  
    leaks, interception of data, and portable/mobile systems. Figure 13  
    identifies the physical/environmental factors to be considered within this  
    section of the Plan.  
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        8.2 Physical and Environmental Protection  
          Discuss the physical protection for the system. Describe the area  
          where processing takes place (e.g., locks on terminals, physical  
          barriers around the building and processing area, etc.)  
          Factors to address include physical access, fire safety, failure of  
          supporting utilities, structural collapse, plumbing leaks,  
          interception of data, mobile and portable systems.  
 
 
  Figure 13, General Support System Physical and Environmental Protection  
  Template 
    
    General Support System Production, Input/Output Controls – In this section  
    of the Plan, describe the controls used for the marking, handling,  
    processing, storage, and disposal of input and output information and media,  
    as well as labeling and distribution procedures for the information and  
    media. The controls used to monitor the installation of, and updates to  
    software should be listed. Also in this section, provide a synopsis of the  
    procedures in place that support the general support system. Figure 14  
    contains a sampling of topics that should be reported in this section.  
    General Support System Continuity of Operations Planning - Procedures are  
    required that will permit the organization to continue essential functions  
    if information technology support is interrupted. Development of these  
    procedures is treated in detail in DOT H 1350.254 Departmental Guide to  
    Continuity of Operations Planning. General support systems require  
    appropriate emergency, backup, and contingency plans. These plans should be  
    tested regularly to assure the continuity of support in the event of system  
    failure. Also, these plans should be known to users and coordinated with  
    their plans for major applications. In this section of the Security Plan,  
    briefly describe the procedures that would be followed to ensure the  
    application continues to be processed if the supporting IT systems were  
    unavailable. If a formal Continuity of Operations Plan (COOP) has been  
    completed, reference that plan. A copy of the COOP may be attached as an  
    appendix. Figure 15 contains some of the questions to be considered in this  
    section.  
    
        8.3 Production, Input/Output Controls  
          User support - Is there a help desk or group that offers advice?  
          Procedures to ensure unauthorized individuals cannot read, copy,  
          alter, or steal printed or electronic information  
          Procedures for ensuring that only authorized users pick up, receive,  
          or deliver input and output information and media  
          Audit trails for receipt of sensitive inputs/outputs  
          Procedures for restricting access to output products  
          Procedures and controls used for transporting or mailing media or  
          printed output  
          Internal/external labeling for sensitivity (e.g., Privacy Act,  
          Proprietary)  
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          External labeling with special handling instructions (e.g.,  
          log/inventory identifiers, controlled access, special storage  
          instructions, release or destruction dates)  
          Audit trails for inventory management  
          Media storage vault or library-physical, environmental protection  
          controls/procedures  
          Procedures for sanitizing electronic media for reuse (e.g.,  
          overwriting or degaussing)  
          Procedures for controlled storage, handling, or destruction of spoiled  
          media or media that cannot be effectively sanitized for reuse  
          Procedures for shredding or other destructive measures for hardcopy  
          media when no longer required  
 
 
  Figure 14, General Support System Production, Input/Output Controls Template 
    
        8.4 Continuity of Operations Planning  
          Is a tested COOP in place to permit continuity of mission-critical  
          functions in the event of a catastrophic event?  
          Is a tested COOP in place for all supporting IT systems and networks?  
          Are formal written emergency operating procedure posted or located to  
          facilitate their use in emergency situations?  
          How often is the COOP tested?  
          Are all employees trained in their roles and responsibilities relative  
          to the COOP?  
        Include descriptions of the following controls.  
          Any agreements for backup processing (e.g., hotsite contract with a  
          commercial service provider).  
          Documented backup procedures including frequency (daily, weekly,  
          monthly) and scope (full backup, incremental backup, and differential  
          backup).  
          Location of stored backups (off-site or on-site).  
          Generations of backups kept.  
          Coverage of backup procedures, e.g., what is being backed up.  
 
 
 
  Figure 15, General Support System Continuity of Operations Planning Template 
    
    General Support System Hardware and System Software Maintenance Controls -  
    These controls are used to monitor the installation of, and updates to,  
    hardware, operating system software, and other software to ensure that the  
    hardware and software function as expected, and that a historical record is  
    maintained of application changes. These controls may also be used to ensure  
    that only authorized software is installed on the system. Such controls may  
    include a hardware and software configuration policy that grants managerial  
    approval (re-authorize processing to modifications and requires that changes  
    be documented. Other controls include products and procedures used in  
    auditing for, or preventing, illegal use of shareware or copyrighted  
    software. In this section, provide several paragraphs on the hardware and  
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    system software maintenance controls (in place or planned), as shown in  
    Figure 16.  
    
        8.5 Hardware and System Software Maintenance Controls  
          Restriction/controls on those who perform maintenance and repair  
          activities.  
          Special procedures for performance of emergency repair and  
          maintenance.  
          Procedures used for items serviced through on-site and off-site  
          maintenance (e.g., escort of maintenance personnel, sanitization of  
          devices removed from the site).  
          Procedures used for controlling remote maintenance services where  
          diagnostic procedures or maintenance is performed through  
          telecommunications arrangements.  
          Version control that allows association of system components to the  
          appropriate system version.  
          Procedures for testing and/or approving system components (operating  
          system, other system, utility, applications) prior to promotion to  
          production.  
          Impact analyses to determine the effect of proposed changes on  
          existing security controls to include the required training for both  
          technical and user communities associated with the change in  
          hardware/software.  
          Change identification, approval, and documentation procedures.  
          Procedures for ensuring contingency plans and other associated  
          documentation are updated to reflect system changes.  
          Are test data "live" data or made-up data?.  
          Are there organizational policies against illegal use of copyrighted  
          software or shareware?  
 
 
  Figure 16, General Support System Hardware and System Software Maintenance  
  Controls Template 
    General Support System Integrity Controls - Integrity controls are used to  
    protect the operating system, applications, and information in the system  
    from accidental or malicious alteration or destruction, and to provide  
    assurance to the user that the information meets expectations about its  
    quality and that it has not been altered. In this section of the Plan,  
    describe any controls that provide assurance to users that the information  
    has not been altered and that the system functions as expected. The  
    questions shown in Figure 17 are examples of some of the controls that fit  
    in this category.  
 
    General Support System Documentation - Documentation is a security control  
    in that it explains how software/hardware is to be used and formalizes  
    security and operational procedures specific to the system. Documentation  
    for a system includes descriptions of the hardware and software, policies,  
    standards, procedures, and approvals related to automated information system  
    security on the support system, including backup and contingency activities,  
    as well as descriptions of user and operator procedures. In this section of  
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    the Plan, list the documentation maintained for the application, as shown in  
    Figure 18.  
        8.6 Integrity Controls  
          Is virus detection and elimination software installed? If so, are  
          there procedures for updating virus signature files, automatic and/or  
          manual virus scans, and virus eradication and reporting?  
          Is reconciliation routines used by the system, i.e., checksums, hash  
          totals, record counts? Include a description of the actions taken to  
          resolve any discrepancies.  
          Is password crackers/checkers used?  
          Is integrity verification programs used by applications to look for  
          evidence of data tampering, errors, and omissions?  
          Are intrusion detection tools installed on the system?  
          Is system performance monitoring used to analyze system performance  
          logs in real time to look for availability problems, including active  
          attacks, and system and network slowdowns and crashes?  
          Is penetration testing performed on the system? If so, what procedures  
          are in place to ensure they are conducted appropriately?  
          Is message authentication used in the system to ensure that the sender  
          of a message is known and that the message has not been altered during  
          transmission?  
 
 
  Figure 17, General Support System Integrity Controls Template 
    
        8.7 Documentation  
        Documentation for a system includes descriptions of the hardware and  
        software, policies, standards, procedures, and approvals related to  
        automated information system security of the system to include backup  
        and contingency activities, as well as descriptions of user and operator  
        procedures.  
          List the documentation maintained for the system (vendor documentation  
          of hardware/software, functional requirements, security plan, program  
          manuals, test results documents, standard operating procedures,  
          emergency procedures, contingency plans, user rules/procedures, risk  
          assessment, authorization for processing, verification reviews/site  
          inspections).  
 
 
  Figure 18, General Support System Documentation Template 
    General Support System Security Awareness & Training - The Computer Security  
    Act requires federal agencies to provide for the mandatory periodic training  
    in computer security awareness and accepted computer security practices for  
    all employees who are involved with the management, use, or operation of a  
    federal computer system within or under the supervision of the federal  
    agency. This includes contractors as well as employees of the agency. OMB  
    Circular A-130, Appendix III enforces such mandatory training by requiring  
    its completion prior to granting access to the system and through periodic  
    refresher training for continued access. Additional information regarding  
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    security awareness and training may be found in DOT H 1350.258 Departmental  
    Guide to Developing an Information System Security  
    Awareness/Training/Education Program. Refer to Figure 19 for the types of  
    information required in this section of the Plan. Note that Contractor  
    employees are required to receive the same level of information systems  
    security awareness and training as federal employees. Hence this training  
    requirement should be included as appropriate in all contracts.  
    General Support System Incident Response Capability - A computer security  
    incident is an adverse event in a computer system or network caused by a  
    failure of a security mechanism or an attempted or threatened breach of  
    these mechanisms. Refer to DOT H 1350.255 Departmental Guide to Incident  
    Handling Planning for additional information on this subject. When faced  
    with an incident, an organization should be able to respond quickly in a  
    manner that both protects its own information and helps to protect the  
    information of others that might be affected by the incident. OMB Circular  
    A-130 requires each agency to ensure that there is a capability to provide  
    help to users when a security incident occurs in the system and to share  
    information concerning common vulnerabilities and threats. In this section  
    of the Plan, describe the incident handling procedures in place for the  
    general support system. Figure 20 illustrates some areas of consideration.  
    
        8.8 Security Awareness & Training  
          The awareness program for the system (posters, booklets, and trinkets)  
          Type and frequency of general support system training provided to  
          employees and contractor personnel (seminars, workshops, formal  
          classroom, focus groups, role-based training, and on-the job training)  
          The procedures for assuring that employees and contractor personnel  
          have been provided adequate for training  
 
 
  Figure 19, General Support System Security Awareness & Training Template  
    
        8.9 Incident Response Capability  
          Are there procedures for reporting incidents handled either by system  
          personnel or externally?  
          Are there procedures for recognizing and handling incidents, i.e.,  
          what files and logs should be kept, who to contact, and when?  
          Who receives and responds to alerts/advisories, e.g., vendor patches,  
          exploited vulnerabilities?  
          What preventive measures are in place, i.e., intrusion detection  
          tools, automated audit logs, penetration testing?  
 
 
  Figure 20, General Support System Incident Response Capability Template 
  E. Step 5. Technical Controls 
  The final step in the development of the Information Systems Security Plan is  
  the compilation of system technical controls. Technical controls focus on  
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  security controls that the computer system executes. The controls can provide  
  automated protection from unauthorized access or misuse, facilitate detection  
  of security violations, and support security requirements for applications and  
  data. The implementation of technical controls, however, always requires  
  significant operational considerations and should be consistent with the  
  management of security within the organization. In this section of the Plan,  
  describe the technical control measures (in place or planned) that are  
 
  intended to meet the protection requirements of the system, As with  
  operational controls, technical controls differ, depending on whether the  
  system is a major application, or a general support system. Hence the  
  preparation of this section of the Plan should also follow the guidelines for  
  either major application operational controls or general support system  
  operational controls, as presented in the following paragraphs. 
  1. Major Application Technical Controls 
  For major applications, the technical controls to be addressed within the Plan  
  include:  
    Major Application Identification and Authentication - Identification and  
    Authentication is a technical measure that prevents unauthorized people (or  
    unauthorized processes) from entering an IT system. Access control usually  
    requires that the system be able to identify and differentiate among users.  
    For example, access control is often based on least privilege, which refers  
    to the granting to users of only those accesses minimally required to  
    perform their duties. User accountability requires the linking of activities  
    on an IT system to specific individuals and, therefore, requires the system  
    to identify users. Identification is the means by which a user provides a  
    claimed identity to the system. The most common form of identification is  
    the user ID. Authentication is the means of establishing the validity of a  
    user’s claimed identity to the system. There are three means of  
    authenticating a user's identity which can be used alone or in combination:  
    something the individual knows (a secret -- e.g., a password, Personal  
    Identification Number (PIN), or cryptographic key); something the individual  
    possesses (a token -- e.g., an ATM card or a smart card); and something the  
    individual is (a biometrics -- e.g., characteristics such as a voice  
    pattern, handwriting dynamics, or a fingerprint). In this section of the  
    plan, briefly describe how the major application identifies access to the  
    system, and the major application’s authentication control mechanisms (refer  
    to Figure 21).  
    
        9. TECHNICAL CONTROLS  
        9.1 Identification and Authentication  
          Describe the major application’s authentication control mechanisms.  
          Describe the method of user authentication (password, token, and  
          biometrics)  
          Provide the following if an additional password system is used in the  
          application:  
            - password length (minimum, maximum) 
            - allowable character set,  
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            - password aging time frames and enforcement approach,  
            - number of generations of expired passwords disallowed for use 
            - procedures for password changes (after expiration and  
            forgotten/lost) 
            - procedures for handling password compromise 
          Indicate the frequency of password changes, describe how changes are  
          enforced, and identify who changes the passwords (the user, the  
          system, or the system administrator).  
          Describe how the access control mechanism support individual  
          accountability and audit trails (e.g., passwords are associated with a  
          user ID that is assigned to a single person).  
          Describe the self-protection techniques for the user authentication  
          mechanism (passwords are encrypted, automatically generated, are  
          checked against a dictionary of disallowed passwords, passwords are  
          encrypted while in transmission).  
          State the number of invalid access attempts that may occur for a given  
          user id or access location (terminal or port) and describe the actions  
          taken when that limit is exceeded.  
          Describe the procedures for verifying that all system-provided  
          administrative default passwords have been changed.  
          Describe the procedures for limiting access scripts with embedded  
          passwords (e.g., scripts with embedded passwords are prohibited,  
          scripts with embedded passwords are only allowed for batch  
          applications).  
          Describe any policies that provide for bypassing user authentication  
          requirements, single-sign-on technologies (e.g., host-to-host,  
          authentication servers, user-to-host identifiers, and group user  
          identifiers) and any compensating controls.  
          Describe any use of digital or electronic signatures and the standards  
          used. Discuss the key management procedures for key generation,  
          distribution, storage, and disposal  
 
 
  Figure 21, Major Application Identification and Authentication Template 
    
    Major Application Logical Access Controls - Logical access controls include  
    those system-based mechanisms used to specify who or what (e.g., in the case  
    of a process) is to have access to a specific system resource, and the type  
    of access that is permitted. In this section of the Plan, discuss the  
    controls in place to authorize or restrict the activities of users and  
    system personnel within the major application. Describe hardware or software  
    features that are designed to permit only authorized access to or within the  
    application, to restrict users to authorized transactions and functions,  
    and/or to detect unauthorized activities (e.g., access control lists). Areas  
    that should be considered are listed in Figure 22.  
    
        9.2 Logical Access Controls  
        For users and system personnel:  
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          Discuss the controls in place to authorize or restrict the activities  
          of users and system personnel within the application. Describe  
          hardware or software features that are designed to permit only  
          authorized access to or within the application, to restrict users to  
          authorized transactions and functions, and/or to detect unauthorized  
          activities (i.e., access control lists [ACLs]).  
          How are access rights granted? Are privileges granted based on job  
          function?  
          Describe the application’s capability to establish an ACL or register.  
 
          Describe how application users are restricted from accessing the  
          operating system, other applications, or other system resources not  
          needed in the performance of their duties.  
          Describe controls to detect unauthorized transaction attempts by  
          authorized and/or unauthorized users. Describe any restrictions to  
          prevent users from accessing the system or applications outside of  
          normal work hours or on weekends.  
          Indicate after what period of user inactivity the system automatically  
          blanks associated display screens and/or after what period of user  
          inactivity the system automatically disconnects inactive users or  
          requires the user to enter a unique password before reconnecting to  
          the system or application.  
          Indicate if encryption is used to prevent access to sensitive files as  
          part of the system or application access control procedures.  
          Describe the rationale for electing to use or not use warning banners  
          and provide an example of the banners used. Where appropriate, state  
          whether the Dept. of Justice, Computer Crime and Intellectual  
          Properties Section, approved the warning banner.  
        If the public accesses the major application, discuss the additional  
        security controls used to protect the integrity of the application and  
        the confidence of the public in the application. Such controls include  
        segregating information made directly accessible to the public from  
        official agency records. Others might include  
          Some form of identification and authentication  
          Access control to limit what the user can read, write, modify, or  
          delete  
          Controls to prevent public users from modifying information on the  
          system  
          Digital signatures  
          CD-ROM for on-line storage of information for distribution  
          Put copies of information for public access on a separate system  
          Prohibit public to access ?live? databases  
          Verify that programs and information distributed to the public are  
          virus-free  
          Audit trails and user confidentiality  
          System and data availability  
          Legal considerations  
 



DTRS57-02-R-20032 

 200 

 
  Figure 22, Major Application Logical Access Controls Template 
    Major Application Audit Trails - Audit trails maintain a record of system  
    activity by system or application processes and by user activity. In  
    conjunction with appropriate tools and procedures, audit trails can provide  
    a means to help accomplish several security-related objectives, including  
    individual accountability, reconstruction of events, intrusion detection,  
    and problem identification. In this section of the Plan describe the audit  
    trail mechanisms in place for the major application. A list of applicable  
    elements is contained in Figure 23.  
        9.3 Audit Trails  
          Does the audit trail support accountability by providing a trace of  
          user actions?  
          Are audit trails designed and implemented to record appropriate  
          information that can assist in intrusion detection?  
          Does the audit trail include sufficient information to establish what  
          events occurred and who (or what) caused them? (type of event, when  
          the event occurred, user id associated with the event, program or  
          command used to initiate the event.)  
          Is access to online audit logs strictly enforced?  
          Is the confidentiality of audit trail information protected if, for  
          examples, it records personal information about users?  
          Describe how frequently audit trails are reviewed and whether there  
          are guidelines.  
          Does the appropriate system-level or application-level administrator  
          review the audit trails following a known system or application  
          software problem, a known violation of existing requirements by a  
          user, or some unexplained system or user problem?  
 
 
 
  Figure 23, Major Application Audit Trails Template 
  2. General Support System Technical Controls 
  For general support systems, the technical controls to be addressed within the  
  Plan include: 
    General Support System Identification and Authentication - Identification  
    and Authentication is a technical measure that prevents unauthorized people  
    (or unauthorized processes) from entering an IT system. Access control  
    usually requires that the system be able to identify and differentiate among  
    users. For example, access control is often based on least privilege, which  
    refers to the granting to users of only those accesses minimally required to  
    perform their duties. User accountability requires the linking of activities  
    on an IT system to specific individuals and, therefore, requires the system  
    to identify users. Identification is the means by which a user provides a  
    claimed identity to the system. The most common form of identification is  
    the user ID. Authentication is the means of establishing the validity of a  
    user’s claimed identity to the system. There are three means of  
    authenticating a user's identity which can be used alone or in combination:  
    something the individual knows (a secret -- e.g., a password, Personal  
    Identification Number (PIN), or cryptographic key); something the individual  
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    possesses (a token -- e.g., an ATM card or a smart card); and something the  
    individual is (a biometrics -- e.g., characteristics such as a voice  
    pattern, handwriting dynamics, or a fingerprint). In this section of the  
    plan, briefly describe how the general support system identifies access to  
    the system, and the general support system’s authentication control  
    mechanisms (refer to Figure 24).  
    General Support System Logical Access Controls - Logical access controls are  
    the system-based mechanisms used to specify who or what (e.g., in the case  
    of a process) is to have access to a specific system resource and the type  
    of access that is permitted. In this section, discuss the controls in place  
    to authorize or restrict the activities of users and system personnel within  
    the general support system. Describe hardware or software features that are  
    designed to permit only authorized access to or within the system, to  
    restrict users to authorized transactions and functions, and/or to detect  
    unauthorized activities (e.g., access control lists). Areas that should be  
    considered are listed in Figure 25. In addition, documentation for a system  
    should include a standardized log-on banner. Public Law 99-474 requires that  
    a warning message be displayed, notifying unauthorized users that they have  
    accessed a U.S. Government computer system and unauthorized use can be  
    punished by fines or imprisonment.  
    General Support System Audit Trails - Audit trails maintain a record of  
    system activity by system or application processes and by user activity. In  
    conjunction with appropriate tools and procedures, audit trails can provide  
    a means to help accomplish several security-related objectives, including  
    individual accountability reconstruction of events, intrusion detection, and  
    problem identification. In this section of the Plan, describe the audit  
    trail mechanisms in place. A list of items to consider is provided in Figure  
    26.  
    
        9. TECHNICAL CONTROLS  
        9.1 Identification and Authentication  
          Describe the method of user authentication (password, token, and  
          biometrics).  
          If a password system is used, provide the following specific  
          information:  
          Allowable character set;  
          Password length (minimum, maximum); 
  
          Password aging time frames and enforcement approach;  
          Number of generations of expired passwords disallowed for use;  
          Procedures for password changes;  
          Procedures for handling lost passwords, and  
          Procedures for handling password compromise.  
          Procedures for training users and the materials covered.  
          Indicate the frequency of password changes, describe how password  
          changes are enforced (e.g., by the software or System Administrator),  
          and identify who changes the passwords (the user, the system, or the  
          System Administrator).  
          Describe any biometrics controls used. Include a description of how  
          the biometrics controls are implemented on the system.  
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          Describe any token controls used on this system and how they are  
          implemented.  
          Describe the level of enforcement of the access control mechanism  
          (network, operating system, and application).  
          Describe how the access control mechanism supports individual  
          accountability and audit trails (e.g., passwords are associated with a  
          user identifier that is assigned to a single individual).  
          Describe the self-protection techniques for the user authentication  
          mechanism (e.g., passwords are transmitted and stored with one-way  
          encryption to prevent anyone [including the System Administrator] from  
          reading the clear-text passwords, passwords are automatically  
          generated, passwords are checked against a dictionary of disallowed  
          passwords).  
          State the number of invalid access attempts that may occur for a given  
          user identifier or access location (terminal or port) and describe the  
          actions taken when that limit is exceeded.  
          Describe the procedures for verifying that all system-provided  
          administrative default passwords have been changed.  
          Describe the procedures for limiting access scripts with embedded  
          passwords (e.g., scripts with embedded passwords are prohibited,  
          scripts with embedded passwords are only allowed for batch  
          applications).  
          Describe any policies that provide for bypassing user authentication  
          requirements, single-sign-on technologies (e.g., host-to-host,  
          authentication servers, user-to-host identifier, and group user  
          identifiers) and any compensating controls.  
          If digital signatures are used, the technology must conforms with FIPS  
          186, Digital Signature Standard and FIPS 180-1, Secure Hash Standard  
          issued by NIST, unless a waiver has been granted. Describe any use of  
          digital or electronic signatures.  
 
 
  Figure 24, General Support System Identification and Authentication Template 
    
        9.2 Logical Access Controls  
          Discuss the controls in place to authorize or restrict the activities  
          of users and system personnel within the system. Describe hardware or  
          software features that are designed to permit only authorized access  
          to or within the system, to restrict users to authorized transactions  
          and functions, and/or to detect unauthorized activities (i.e., access  
          control lists (ACLs).  
          How are access rights granted? Are privileges granted based on job  
          function?  
 
          Describe the system’s capability to establish an ACL or register.  
          Describe how users are restricted from accessing the operating system,  
          other applications, or other system resources not needed in the  
          performance of their duties.  
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          Describe controls to detect unauthorized transaction attempts by  
          authorized and/or unauthorized users.  
          Describe any restrictions to prevent user from accessing the system or  
          applications outside of normal work hours or on weekends.  
          Indicate after what period of user inactivity the system automatically  
          blanks associated display screens and/or after what period of user  
          inactivity the system automatically disconnects inactive users or  
          requires the user to enter a unique password before reconnecting to  
          the system or application.  
          Indicate if encryption is used to prevent access to sensitive files as  
          part of the system or application access control procedures.  
          Describe the rationale for electing to use or not use warning banners  
          and provide an example of the banners used. Where appropriate, state  
          whether the Dept. of Justice, Computer Crime and Intellectual  
          Properties Section, approved the warning banner.  
 
 
  Figure 25, General Support System Logical Access Controls Template 
    
        9.3 Audit Trails  
          Does the audit trail support accountability by providing a trace of  
          user actions?  
          Are audit trails designed and implemented to record appropriate  
          information that can assist in intrusion detection?  
          Does the audit trail include sufficient information to establish what  
          events occurred and who (or what) caused them? (type of event, when  
          the event occurred, user id associated with the event, program or  
          command used to initiate the event.)  
          Is access to online audit logs strictly enforced?  
          Is the confidentiality of audit trail information protected if, for  
          example, it records personal information about users?  
          Describe how frequently audit trails are reviewed and whether there  
          are guidelines.  
          Does the appropriate system-level or application-level administrator  
          review the audit trails following a known system or application  
          software problem, a known violation of existing requirements by a  
          user, or some unexplained system or user problem?  
 
 
  Figure 26, General Support System Audit Trails Template 
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PURPOSE  
Information systems must be given a level of protection commensurate with their  
importance to the overall Departmental mission and with the mission risks  
introduced by using this information technology. The importance of the  
information system is based on both intangibles, such as the value of the  
information being processed, and tangibles, such as the value of physical  
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facilities. Information systems will be placed into categories, each with its  
own unique management and security concerns. Information system (IS) security  
levels are used to define the protection requirements for Department of  
Transportation (DOT) information and information systems. Once information has  
been categorized, the appropriate IS security level for that information must be  
determined. This is required to assure that appropriate protective measures can  
be are applied This guide provides a detailed approach for certification and  
 
accreditation also known as "Approval to Operate". This is required in  
accordance with Office of Management and Budget (OMB) Circular A-130 Appendix  
III and the Computer Security Act of 1987 and applies to all General Support  
Systems or Major Applications.  
SCOPE  
This guide applies to all information technology (IT) systems or major  
applications owned, leased, operated or connected to by the Department of  
Transportation (DOT). 
REFERENCES  
See DOT 1530.2.1 Definitions and Terms. 
BACKGROUND  
The Department of Transportation (DOT) on a daily basis uses computer systems to  
manage, process, transmit and store information related to a broad range of  
programs. This information is critical to accomplishing the mission of DOT thus  
its integrity, availability and confidentiality must be assured. The security of  
DOT general support systems (systems) and major applications (applications) is  
vital to provide timely and accurate services, deter fraud, waste, and abuse,  
protect the privacy of individuals, and avoid embarrassment to the Government. 
The Certification and Accreditation process is a two-phase process. These  
processes are:  
  CERTIFICATION: Which involves implementation and testing information system  
  security safeguards for a system or application. This process is followed by,  
  ACCREDITATION (Authority to Operate): Is the process by which a system owner  
  applies for a formal declaration by an agency official that a system or  
  application meets the applicable Federal policies, regulation and standards.  
  That the implemented security safeguards are adequate to assure the integrity,  
  availability and confidentiality of the information being processed,  
  transmitted or stored consistent with the level of sensitivity of that  
  information.  
The Certification Process  
OMB Circular A-130, Appendix III, requires Federal agencies to establish a  
process to assure that adequate security is provided for all Departmental  
information collected, processed, transmitted, stored, or disseminated in  
systems and applications. This certification process requires: 
Security specification: Define and approve security safeguard requirements and  
specifications prior to starting formal system or application development or  
procurement. 
Design reviews and system tests: Verify that selected / implemented Management,  
Operational and Technical Controls mitigate those risks which are deemed to be  
unacceptable. 
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Certification: Upon completion of the system test, an agency official certifies  
that the system or application meets applicable Federal policies, regulations  
and standards, and that the results of the tests demonstrate the installed  
security safeguards are adequate for the system or application. 
Periodic review and re-certification: Agencies are required to conduct periodic  
audits or reviews of systems or applications and reevaluate the adequacy of  
security safeguards at least every 3 years. This allows for emerging  
technologies to be used in the best interest of the Department or Operating  
Administration (OA). 
The Accreditation Process 
The authorization of a system or application to process, store or disseminate  
information, granted by a management official, provides an important quality  
control, the Department refers to this authorization as "Authority to Operate".  
By authorizing processing, storage, or dissemination on a system or by an  
application a manager accepts the risk associated with it. Here there is a  
distinct difference between a General Support System and a Major Application.  
 
The "Authority to Operate" should be reviewed at least every 3 years. 
General Support Systems: Both the security official and the authorizing  
management official have responsibilities. In general the security official will  
direct or perform security tasks, where the authorizing official will normally  
have general responsibility for the Department or OA supported by the system. 
Major Application: A major application is authorized by the management official  
responsible for the function supported by the application. This authorization  
should be reviewed at least every three years or more often, dependent on the  
level of risk and magnitude of harm. This review should also take into  
consideration the risks from the general support systems used by the application  
or where the application is hosted. 
CERTIFICATION  
The process for certifying systems or applications should be properly planned,  
initiated, and managed. This section highlights the steps for this process. 
Assign A Project Leader 
A successful certification process starts with the assignment of a certification  
project leader. The project leader is normally the organization’s information  
systems security officer (ISSO). For new and significantly modified systems or  
applications, the project leader performs certification work in conjunction with  
the system application development team. 
Initiate A Project Charter 
The security charter includes the scope of work to be performed by the  
participants, the resources needed, the work plan or schedule, and the sponsor.  
The project charter is the basis for obtaining formal authorization to proceed,  
acquiring resources, orienting project participants, and reaching a consensus  
within the organization of the project scope and context. This document may be  
part of the overall application development charter. 
The project leader should circulate the charter to all organizational components  
that will be involved in the certification process. 
Documentation Review  
The project team reviews existing security documents for the target system or  
application and those host systems to which the system or application connects  
to, to help determine safeguards that are in place, planned, or not applicable.  
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These documents include: 
  1)   Security Plan: A computer security plan summarizes security and privacy  
  requirements of the system or application under consideration and describes  
  the controls in place or planned for meeting those requirements. The plan also  
  delineates responsibilities and expected behavior of all individuals who  
  access the system. The OMB recommended format includes four basic sections:  
  System Identification, Management Controls, Operational Controls, and  
  Technical Controls. Security Plans and their content will be discussed in more  
  detail in the accreditation section. 
  2)   Risk Assessment: The analysis of threats, vulnerabilities, assets and  
  safeguards, as they affect systems or applications determines their risk. If  
  the system or application has not had a risk assessment completed, this fact  
  should be cited. The project charter, identified in paragraph 5b above should  
  be expanded to reflect this added need. See DOT 1350.252 "Departmental Guide  
  to Risk Assessment Planning" for a more detailed discussion on risk  
  assessments. 
  3)   System Test and Evaluation (ST&E): The ST&E is a critical element of  
  certification process. This element tests the effectiveness of safeguards that  
  have been implemented to protect the system or application. If a ST&E has been  
  done previously, this document should be reviewed and updated where necessary. 
  4)   Contingency/Disaster Recovery Plan: An existing plan may be updated to  
  meet the requirement. If none exits, it should be documented in the security  
  plan as a "planned" safeguard and included in the Certification/Accreditation  
  Statement as a planned action. See DOT 1350-254 
  5)   Audits, Reviews and Re-Certifications: Systems and applications must be  
  re-certified at least every three years. Review of this documentation may  
  identify limitations on the system or application that may not be general  
  knowledge or detected previously.  
  6)   Management Reviews: These include departmental and OA Information  
  Resource Management (IRM) reviews and related activities. 
  7)   Inspector General (IG) Audit Reviews: The IG conducts several audits and  
  reviews each year, including computer security audits. Review of this  
  documentation may identify limitations on the system or application that may  
  not be general knowledge or detected previously. 
  8)   Systems Life-Cycle Technical Documents: These are prepared to support the  
  development, operation, and maintenance of the system that should be reviewed  
  to support the certification review. These Include among others:  
      Functional Requirements Analysis  
      Design Specifications  
      Hardware and Software Configuration  
      Testing and Acceptance Documentation  
      Systems Manual and User Manual  
Design Reviews and System Tests and Evaluation  
Design reviews and system tests are methods of determining the cost as well as  
the technical efficiency of safeguards for a system or application. These  
reviews should be conducted prior to filing for a final "Authority to Operate".  
This is to assure that the system or application has made an effort to mitigate  
their "unacceptable risk" and that the safeguards implemented are mission  
enhancing and effective. 
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  1)   Design Reviews  
  The purpose of the design review is to ensure that all safeguards have been  
  incorporated into the application system during the design phase. 
  The purpose of the design phase is to determine how best to satisfy  
  requirements. The primary security goal is to ensure that system requirements  
  are adequately incorporated into the design specifications, including controls  
  that ensure auditability.1 the design team determines how the system will  
  work, addressing the components, subsystems, and modules. An application  
  system is usually technology environment component that is composed of  
  multiple systems, various hardware, software, and networking elements.  
  Application security must therefore be implemented from a comprehensive,  
  system-wide viewpoint. Components of a major application system may include  
  multiple applications, a database management system (DBMS), a host computer,  
  and a network.  
  Security requirements may be designed into the system in various ways. For  
  example, authentication control, or passwords, may depend entirely on the  
  operating system controls or a combination of DBMS, computer operating system,  
  and the network operating system controls. When the desired hardware and  
  software combinations do not provide sufficient security, special products may  
  be added to the system, such as RACF or Top Secret for mainframes, WatchDog  
  Director or Net-DAC for networks, or PC-DAC for PC’s. 
  To facilitate a design review, as required by OMB Circular A-130, the  
  documentation should show where and how the security specifications are  
  implemented. The design review is the last reasonable opportunity to identify  
  weak points in the security plan. Omissions or inadequacies in the security  
  feature if the design that is not identified in the design review may require  
  costly software modifications. 
 
  2)   SYSTEM TESTS  
  System testing is the means by which the effectiveness of implemented  
  safeguards can be tested, validated and reported. These test results will also  
  allow managers the ability determine if the return on investment for a  
  specific safeguard is economically feasible. 
  Testing could include both static and dynamic procedures, such as: 
  a) Static evaluation techniques which include: 
      Conduct of tests for each security safeguard  
      Conduct of penetration studies to find security flaws  
      Review of code compliance with design specifications  
  b) Dynamic testing means the operation of the application system with test  
  data and the comparison of the actual results with expected or known results. 
  c) Specifications, Tests, And Results  
  Specifications and tests should be as specific as possible. A proven method is  
  to use a specification/test/result process, as illustrated below.  
      1. Specification: Identify sensitive application positions and screen  
      incumbents  
       Test Results: *Sensitive positions are properly identified , but  
      incumbents have not been screened.  
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      2 Specification: Conduct a risk analysis of the host computer facility.  
       Test procedure: Review the risk analysis documentation for quality and  
      completeness.  
       Test results: * Risk analysis completed 3 years ago, but the facility  
      received major networking capabilities 18 months ago with no risk analysis  
      update.  
          
      3 Specification: Identify and provide security training to all users,  
      technical staff, and management personnel directly involved with this  
      application system.  
       Test procedure: Review training records and spot check five individuals.  
       Test results: * Security awareness training in progress. Training records  
      are incomplete and only two of five individuals received security  
      training.  
          
      4 Specification: Implement a contingency plan for the application system.  
       Test procedure: Review plan for adequacy, including offsite backups,  
      alternate location, and software tests.  
       Test results: * An adequate contingency plan exists, but backups are not  
      stored offsite, and software tests have not been conducted.  
          
      5 Specification: Implement password protection for the application system.  
 
       Test procedure: Determine whether the password system meets the  
      recommended criteria of FIPS PUB 112 for the designated level of system  
      sensitivity (i.e., medium).  
       Test results: * The password system does not meet minimum guidelines:  
      group passwords exits, a 6-month lifetime for passwords is not enforced,  
      obsolete accounts and passwords are on the system.  
 
In the above samples the five asterisked (*) test results indicate that the  
specification is not implemented fully. These asterisked test results may affect  
the certifiability of the system, because OMB requires an agency official to  
certify that the system meets all applicable Federal policies, regulations and  
standards, and that the results of the test demonstrate the installed security  
safeguards are adequate for the application. 
 
These asterisked items should be corrected immediately, if possible, or they  
should be listed on the certification statement as "restrictions" or "corrective  
actions." The process for accomplishing the formal statement is addressed in the  
next section, Certification. 
CERTIFICATION DOCUMENT  
When the certifying officials are satisfied that the system or application has  
adequate safeguards, a certification report is prepared and a certification  
statement is signed. When the ST&E is completed this information will be  
incorporated into the General Support System or Major Application Security Plan.  
Restrictions and corrective actions are listed on the statement. See the sample  
Certification Statement on the following page.  
If the certifying officials are not satisfied that the application system has  
adequate safeguards, a deferral certification statement may be executed. A  
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sample Certification Deferral statement is also provided following the  
certification statement. 
  
SAMPLE GENERAL SUPPORT SYSTEM 
CERTIFICATION STATEMENT 
Dated: (Enter Date Here) 
(I / We) certify that having carefully reviewed the following listed documents:  
  1. (System Name) Security Plan, dated (Enter Date) 
  2. Risk Assessment, dated (Enter Date) 
  3. System Test and Evaluation Report, dated (Enter Date) 
  4. Continuity of Operations Plan, dated (Enter Date) 
  5. Contingency Plan, dated (Enter Date) 
  6. Other Ancillary System Documentation 
    a. (List by Name and Date of Document) e.g. Network Diagrams, 
    b. (List by Name and Date of Document) e.g. System Design Review, 
    c. (List by Name and Date of Document) e.g. Rules of Behavior, 
    d. (List by Name and Date of Document) e.g. memorandums of Understanding,  
    etc. 
(I / We) certify that the safeguards designed, developed, and implemented (have  
/ have not) reasonably demonstrated through the test results to (provide / not  
provide) the necessary security to reduce the risk of operating the  
aforementioned system to an acceptable level.  
Based on this review (I / We) (recommend / do not recommend / recommend with  
comment) that the aforementioned system be submitted for Authority to Operate. 
(Restrictions or Comments, if any) (This section can recommend corrective action  
to be taken to include a schedule for these actions to take place.) 
  
 
 
 
    (Signature / Title of Certifying Official) 
  
 
 
 
(Signature / Title of System Owner) 
  
 
 
 
(Signature / Title of Security Officer) 
  
 
SAMPLE MAJOR APPLICATION 
CERTIFICATION STATEMENT 
Dated: (Enter Date Here) 
(I / We) certify that having carefully reviewed the following listed documents:  
  1. (Application Name) Security Plan, dated (Enter Date) 
  2. Risk Assessment, dated (Enter Date) 
  3. System Test and Evaluation Report, dated (Enter Date) 
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  4. Continuity of Operations Plan, dated (Enter Date) 
  5. Contingency Plan, dated (Enter Date) 
  6. Other Ancillary System Documentation 
    a.   (List by Name and Date of Document) e.g. ERD’s 
    b.   (List by Name and Date of Document) e.g. Application Design Review, 
    c.   (List by Name and Date of Document) e.g. Rules of Behavior, 
    d.   (List by Name and Date of Document) e.g. Memorandums of Understanding,  
    etc. 
 
(I / We) certify that the safeguards designed, developed, and implemented (have  
/ have not) reasonably demonstrated through the test results to (provide / not  
provide) the necessary security to reduce the risk of operating the  
aforementioned application to an acceptable level.  
Based on this review (I / We) (recommend / do not recommend / recommend with  
comment) that the aforementioned application be submitted for Authority to  
Operate. 
(Restrictions or Comments, if any) (This section can recommend corrective action  
to be taken to include a schedule for these actions to take place.) 
  
 
 
 (Signature / Title of Certifying Official) 
  
 
 
 
(Signature / Title of System Owner) 
  
 
 
 
(Signature / Title of Security Officer)  
  
PERIODIC REVIEWS AND RECERTIFICATION 
Appendix III, OMB Circular A-130 states that: 
Review of Security Controls. The security of a system will degrade over time, as  
the technology evolves and as people and procedures change. Reviews should  
assure that management, operational, personnel, and technical controls are  
functioning effectively. Security controls may be reviewed by an independent  
audit or a self review. The type and rigor of review or audit should be  
commensurate with the acceptable level of risk that is established in the rules  
for the system and the likelihood of learning useful information to improve  
security. Technical tools such as virus scanners, vulnerability assessment  
products (which look for known security problems, configuration errors, and the  
installation of the latest patches), and penetration testing can assist in the  
on-going review of different facets of systems. However, these tools are no  
substitute for a formal management review at least every three years. Indeed,  
for some high-risk systems with rapidly changing technology, three years will be  
too long. 
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Depending upon the risk and magnitude of harm that could result, weaknesses  
identified during the review of security controls should be reported as  
deficiencies in accordance with OMB Circular No. A-123, "Management  
Accountability and Control" and the Federal Managers' Financial Integrity Act.  
In particular, if a basic management control such as assignment of  
responsibility, a workable security plan, or management authorization are  
missing, then consideration should be given to identifying a deficiency. 
ACCREDITATION PROCESS 
The accreditation process is where all the information concerning the system or  
application is compiled to depict the true status of its security posture. Given  
that not all risks can be completely mitigated and that some risks will not be  
addresses because it is economically not efficient to do so, this is where  
everything about the system or application is discussed. The purpose for this  
presentation of information is to allow the Authorizing Official the ability to  
make a sound, well informed determination as to the ability of the system or  
application to operate, while still ensuring confidentiality, availability and  
integrity of the information processed, stored or disseminated therein. 
THE STEPS 
The accreditation process consists of two basic steps. The goal of the process  
is to provide to the accreditation or approving authority all the information  
that is needed to make an informed decision as to the suitability of the system  
or application to protect the availability, integrity and confidentiality of the  
information that is processed, stored, or disseminated. The three steps are: 
    Document Collection / Review  
    Package Preparation / Submission  
Document Collection / Review 
The collection and review of many documents is key to completing an  
accreditation package. These documents will identify the system or application,  
it’s design, associated threats, vulnerabilities, assets, and risks.  
Additionally, these documents will identify how a system or application will  
continue to be mission productive in the event of a disaster. These and many  
more items will aid the approval authority in determining if a system or  
application can be given an authority to operate. Some of these documents  
include but are not limited to: 
  1. Security Plan - Special consideration should be paid to the security plan  
  during the review. There are many facets to the plan which must be addressed.  
  There is also a difference between the General Support System Security Plan  
  and the Major Application Security Plan. (See paragraph d and e below) 
  2. Risk Assessment, 
  3. System Test and Evaluation Report, 
  4. Continuity of Operations Plan,  
  5. Contingency Plan, 
  6. Other Ancillary Documentation e.g. ERD’s, Application Design Review, Rules  
  of Behavior, Memorandums of Understanding, etc. 
    
Package Preparation / Submission 
Once all of the documentation has been reviewed and the reviewing official,  
security official, and / or management has decided that all of the required  
documentation is present, and meets the standards set forth in Federal  
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regulations, policies, procedures and standards. Then the information should be  
forwarded to the Approving Authority for determination as to whether or not  
Authority to Operate will be granted. 
SECURITY PLAN (General Support Systems) 
 
  1. SYSTEM IDENTIFICATION  
    System Name/Title  
    Responsible Organization  
    Information Contact(s)  
    Assignment of Security Responsibility  
    System Operational Status (If more than one status is selected, list which  
    part of the system is covered under each status.)  
    General Description/Purpose  
    System Environment  
    System Interconnection/Information Sharing  
    Applicable Laws or Regulations Affecting the System  
    General Description of Information Sensitivity  
  2. MANAGEMENT CONTROLS 
        a.    Risk Assessment and Management 
        b.    Review of Security Controls 
        c.    Rules of Behavior (See Appendix A) 
        d.    Planning for Security in the Life Cycle - Determine which phase(s)  
  of the life cycle the system or parts of the system are in. Describe how  
  security has been handled in the lifecycle phase(s) that the system is  
  currently in.  
        e.    Authorize Processing 
  3. OPERATIONAL CONTROLS  
    Personnel Security  
    Physical and Environmental Protection  
    Production, Input / Output Controls - Describe the controls used for the  
    marking, handling, processing, storage, and disposal of input and output  
    information and media, as well as labeling and distribution procedures for  
    the information and media. The controls used to monitor the installation of,  
    and updates to, software should be listed. In this section, provide a  
    synopsis of the procedures in place that support the system. Below is a  
    sampling of topics that should be reported in this section.  
    Contingency Planning - Briefly describe the procedures (contingency plan)  
    that would be followed to ensure the system continues to process all  
    critical applications if a disaster were to occur. If a formal contingency  
    plan has been completed, reference the plan. A copy of the contingency plan  
    can be attached as an appendix.  
    Hardware and System Software Maintenance Controls  
    Integrity Controls  
    Documentation - Documentation for a system includes descriptions of the  
    hardware and software, policies, standards, procedures, and approvals  
    related to automated information system security of the system to include  
    backup and contingency activities, as well as descriptions of user and  
    operator procedures.  
    Security Awareness & Training  
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    Incident Response Capability  
  4. TECHNICAL CONTROLS  
    Identification and Authentication  
    Logical Access Controls  
    Audit Trails  
SECURITY PLAN (Major Application) 
  1. APPLICATION IDENTIFICATION  
    Application Name/Title  
    Responsible Organization  
    Information Contact(s)  
    Assignment of Security Responsibility  
 
    Application Operational Status (If more than one status is selected, list  
    which part of the Application is covered under each status.)  
    General Description/Purpose  
    Application Environment  
    Application Interconnection/Information Sharing  
    Applicable Laws or Regulations Affecting the Application  
    General Description of Information Sensitivity  
  2. MANAGEMENT CONTROLS  
    Risk Assessment and Management  
    Review of Security Controls  
    Rules of Behavior (See Appendix A)  
    Planning for Security in the Life Cycle - Determine which phase(s) of the  
    life cycle the Application, or parts of the Application are in. Describe how  
    security has been handled in the life cycle phase(s) the Application is  
    currently in.  
    Authorize Processing  
      
  3. OPERATIONAL CONTROLS  
    Personnel Security  
    Physical and Environmental Protection  
    Production, Input/Output Controls - Describe the controls used for the  
    marking, handling, processing, storage, and disposal of input and output  
    information and media, as well as labeling and distribution procedures for  
    the information and media. The controls used to monitor the installation of,  
    and updates to, application software should be listed. In this section,  
    provide a synopsis of the procedures in place that support the operations of  
    the application. Below is a sampling of topics that should be reported in  
    this section.  
    Contingency Planning - Briefly describe the procedures (contingency plan)  
    that would be followed to ensure the application continues to be processed  
    if the supporting IT systems were unavailable. If a formal contingency plan  
    has been completed, reference the plan. A copy of the contingency plan can  
    be attached as an appendix.  
    Application Software Maintenance Controls  
    Data Integrity/Validation Controls  
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    Documentation - Documentation for a Application includes descriptions of the  
    hardware and software, policies, standards, procedures, and approvals  
    related to automated information system security in the application and the  
    support systems(s) on which it is processed, to include backup and  
    contingency activities, as well as descriptions of user and operator  
    procedures.  
    Security Awareness and Training  
  4. TECHNICAL CONTROLS  
    Identification and Authentication  
    Logical Access Controls  
    Public Access Controls  
    If the public accesses the major application, discuss the additional  
    security controls used to protect the integrity of the application and the  
    confidence of the public in the application. Such controls include  
    segregating information made directly accessible to the public from official  
    agency records. Others might include:  
    Audit Trails  
CERTIFICATION AND ACCREDITATION REPORTS  
Accrediting officials are the agency officials who have authority to accept a  
system or application’s security safeguards and issue an accreditation statement  
that records the decision. Within DOT, the accrediting official is known as the  
 
Designated Approval Authority (DAA). The DAA must also possess authority to  
allocate resources to achieve acceptable security and to remedy security  
deficiencies. Without this authority, such individuals cannot realistically take  
responsibility for the accreditation decision. In general, this requires the  
Accreditation Authority to include a senior official and perhaps the line  
manager for the application in question. For some very sensitive applications,  
the Senior Executive Officer is appropriate as a DAA. In general, the more  
sensitive the applications, the higher the DAAs are in an organization. DAAs  
should consult the agency general counsel to determine their personal  
liabilities." 
An Annual Review and Training Session 
The ideal way to conduct a re-certification is to hold an annual application  
system meeting in which management, security, and end-user personnel review the  
security of the system. This approach provides a way to satisfy both the  
security needs/updates of the system and the training/orientation needs of the  
individuals who are associated with the system. The process can be as simple as  
review the CSSP, item by item, for additions, changes, and deletions. Group  
members should carefully review current procedures for the following: 
  1. Authentication and access controls: review current authentication and  
  access procedures to determine whether they meet specifications, 
  2. Audits/accountability: review current procedures and audits to determine  
  whether they meet specifications, and 
  3. Backups/contingency planning: review actual copy of contingency plan and  
  status of key items to determine whether they meet specifications. 
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TABLE V-1: References for Basic Security Functions 
This table is extracted from Federal documents to illustrate the major statutory  
and regulatory references for the basic computer security functions. 
      Basic Security Functions Computer Security Act 1987 OMB Circ. A-130A-123  
      A-127FPMFIRMRPA/FOIANIST Pubs 
 
      Policy  
      Implement and maintain security program; assign responsibilities     
 
      Security Plans  
      Identify sensitive system; implement security plans 800-18  
      Applications Security  
      Certify applications; re-certify every 3 years. Develop and maintain  
      contingency plans.   
73, 102 
      87  
      Installation Security  
      Conduct risk analysis every 3 years.  
      Prepare acquisition specifications. 
      Maintain disaster recover plans.  X 
      X 
      X  31,65 
      87  
      Personnel Security  
      Designate sensitive positions and screen incumbents   
      Security Awareness and Training  
      Train Federal and contractor personnel. X X     800-16  
      Reporting  
      Report security weaknesses in A-123 Report to President  X X      
 
* The Computer Security Act of 1987 is implemented through OMB Bulletins and  
other regulatory material. NIST Special Publication 800-18 outlines the contents  
of security plans. 
  
APPENDIX A: RULES OF BEHAVIOR 
  
APPENDIX 1A: Rules of Behavior (General Support System) 
Hypothetical Government Agency’s (HGA) 
Backbone Local Area Network 
The rules of behavior contained in this document are to be followed by all users  
of the HGA Local Area Network (LAN). Users will be held accountable for their  
actions on the LAN. If an employee violates HGA policy regarding the rules of  
the LAN, they may be subject to disciplinary action at the discretion of HGA  
management. Actions may range from a verbal or written warning, removal of  
system access for a specific period of time, reassignment to other duties, or  
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termination, depending on the severity of the violation. 
Work at home. HGA Personnel Policy Directive 97-03, dated March 10, 1997,  
authorizes Division Directors to designate specific employees (e.g., critical  
job series, employees on maternity leave, employees with certain medical  
conditions) as eligible for working at home. Any work at home arrangement  
should:  
    be in writing;  
    identify the time period the work at home will be allowed;  
    identify what government equipment and supplies will be needed by the  
    employee at home, and how that equipment and supplies will be transferred  
    and accounted for;  
    identify if telecommuting will be needed and allowed (this issue should be  
    discussed between the requesting organization, Information Resources  
    Management Division (IRMD), and the SECURITY OFFICE; see Dial-in access  
    section below); and  
    be reviewed by HGA's personnel office prior to commencement.  
Dial-in access. No dial-in access is used to access LAN servers. However, if a  
justifiable need occurs, the IRM Division Director may authorize dial-in access  
to a LAN server. It is understood that dial-in access would pose additional  
security risks, but may become necessary for certain job functions. If dial-in  
access is allowed, IRMD and the SECURITY OFFICE will regularly review  
telecommunications logs and HGA phone records, and conduct spot-checks to  
determine if HGA business functions are complying with controls placed on the  
use of dial-in lines. All dial-in calls will use one-time passwords. 
Connection to the Internet. Some HGA personnel have access to the Internet.  
Access to the Internet should be closely controlled by the SECURITY OFFICE. HGA  
divisions, staff managers, and technicians should know that only HGA-authorized  
Internet connections will be allowed, and that all connections must conform to  
HGA’s security and communications architecture. 
Protection of copyright licenses (software) – LAN and PC users are not to  
download LAN-resident software. Audit logs will be reviewed to determine whether  
employees attempt to access LAN servers on which valuable, off-the-shelf  
software resides, but to which users have not been granted access. Audit logs  
will also show users’ use of a "copy" command; this may indicate attempts to  
illegally download software. Unauthorized copying of PC-based software is also  
prohibited.  
Unofficial use of government equipment – Users should be aware that personal use  
of information resources – LAN and PC – is not authorized.  
Use of passwords – Users are to use passwords of a length specified by the LAN  
system administrators – a mix of six (6) alpha and numeric characters, they are  
to keep passwords confidential and are not to share passwords with anyone. 
System privileges – Users are given access to the LAN based on a need to perform  
specific work. Users are to work within the confines of the access allowed and  
are not to attempt access to systems or applications to which access has not  
been authorized. 
Individual accountability – Users will be held accountable for their actions on  
the LAN. This is stressed during computer security awareness training sessions 
Restoration of service – The availability of the LAN is a concern to all users.  
All users are responsible for ensuring the restoration of services in the event  
the LAN is unoperational. 
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I acknowledge receipt of, understand my responsibilities, and will comply with  
the rules of behavior for the HGA Backbone LAN. 
  
_____________________________ __________Signature of User / Date 
  
 
APPENDIX 1-B Rules of Behavior (MAJOR APPLICATION) 
HYPOTHETICAL GOVERNMENT AGENCY’S (HGA) 
FINANCIAL INFORMATION SYSTEM 
  
INTRODUCTION  
The following rules of behavior are to be followed by all users of the HGA’s  
Financial Information System (HFIS). The rules clearly delineate  
responsibilities of and expectations for all individuals with access to the  
HFIS. Non-compliance of these rules will be enforced through sanctions  
commensurate with the level of infraction. Actions may range from a verbal or  
written warning, removal of system access for a specific period of time,  
reassignment to other duties, or termination, depending on the severity of the  
violation. 
RESPONSIBILITIES 
The Chief, Financial Information Systems Branch, is responsible for ensuring an  
adequate level of protection is afforded to the FIS, through an appropriate mix  
of technical, administrative, and managerial controls. The Branch Chief develops  
policies and procedures, ensures the development and presentation of user and  
contractor awareness sessions, and inspects and spot checks to determine that an  
adequate level of compliance with security requirements exists. The Branch Chief  
is responsible for periodically conducting vulnerability analyses to help  
determine if security controls are adequate. Special attention will be given to  
those new and developing technologies, systems, and  
OTHER POLICIES AND PROCEDURES  
The rules are not to be used in place of existing policy, rather they are  
intended to enhance and further define the specific rules each user must follow  
while accessing HFIS. The rules are consistent with the policy and procedures  
described in the following directives: 
HGA IRM Computer Security Handbook. The newly revised Handbook, dated April 4,  
1998, contains computer security guidance on a wide range of topics, i.e.,  
personnel security, incident handling, access control mechanisms. This document  
contains responsibilities for the SECURITY OFFICE, HGA managers, and users.  
HFIS Access Control Management Directive. This directive, dated May 6, 1997,  
contains responsibilities for HFIS data owners and application administrators.  
Draft HFIS Access Control Management Directive. The draft HFIS Access Control  
Management Directive contains specific responsibilities for the security  
officer.  
  
Letter for External (non-HGA) Users. A letter for Non-HGA users which transmits  
the applicable HGA policies should be provided to all non-HGA users while using  
HFIS, or when using HGA systems and applications in general. These  
responsibilities should be included in training HGA provides for agency security  
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points of contact, and should be included in interagency agreements or other  
formal agreements or documents between HGA and other organizations. 
APPLICATION RULES  
4.1 Work at home. HGA Personnel Policy Directive 97-03, dated March 10, 1997,  
authorizes Division Directors to designate specific employees (e.g., critical  
job series, employees on maternity leave, employees with certain medical  
conditions) as eligible for working at home. Any work-at-home arrangement  
should: 
    be in writing;  
    identify the time period the work at home will be allowed;  
    identify what government equipment and supplies will be needed by the  
    employee at home, and how that equipment and supplies will be transferred  
    and accounted for;  
    identify if telecommuting will be needed and allowed (this issue should be  
    discussed between the requesting organization, Information Resources  
    Management Division (IRMD), and the SECURITY OFFICE; see Section 4.2); and  
    be reviewed by HGA's personnel office prior to commencement.  
4.2 Dial-in access. The IRM Division Director may authorize dial-in access to  
HFIS. It is understood that dial-in access poses additional security risks, but  
may become necessary for certain job functions. If dial-in access is allowed,  
IRMD and the security office will regularly review telecommunications logs and  
HGA phone records, and conduct spot-checks to determine if HGA business  
functions are complying with controls placed on the use of dial-in lines. All  
dial-in calls will use one-time passwords. If dial-in access is allowed to other  
applications on the system on which HFIS resides, the managers of those  
applications should also determine if such access could pose a risk to HFIS  
data. 
4.3 Connection to the Internet. Some HGA personnel have access to the Internet.  
HGA should ensure that the user authentication required for access is adequate  
to protect HFIS programs and data. If such access is allowed, HGA should  
carefully document all external connections to ensure access to HFIS is limited  
to controlled points of entry. 
4.4 Protection of software copyright licenses. All copyright licenses associated  
with the COTS HFIS software are complied with by HGA personnel, as well as by  
contractors responsible for developing and maintaining HFIS. HGA requires that  
all copyright licenses for all PC-based and LAN-based software used by HFIS  
program personnel and contractor personnel are understood and that these  
personnel comply with the license requirements. End users, supervisors, and  
function managers are ultimately responsible for this compliance.  
4.5 Unofficial use of government equipment. Users should be aware that personal  
use of information resources is not authorized. 
  
I acknowledge receipt of, understand my responsibilities, and will comply with  
the rules of behavior for the HFIS. 
  
_____________________________ __________Signature of User / Date 
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APPENDIX B: MATRIX OF MINIMUM SECURITY SPECIFICATIONS 
APPENDIX B: MATRIX OF MINIMUM SECURITY SPECIFICATIONS 
This Appendix is a list of safeguards that fit under controls. 
Explanation: This matrix is used to identify a minimum set of safeguards that  
should be implemented to protect classified and sensitive application systems  
and general support systems. The safeguards listed below are similar to those  
listed in Section 4.2.2 of the DOT Guide for Local Area Network (LAN)/Wide Area  
Network (WAN) Security. 
 
Justification for non-implementation of these safeguards should be based on the  
results of a formal risk analysis, risk assessment, and cost-benefit analysis. 
Directions: Scan the Xs and Os beneath each security level designation. An X  
means that the security safeguard listed to the left is a requirement. An O  
means that the security safeguard is optional. 
       SECURITY LEVEL  
      CONTROLS Classified  
      (Level 1) High Sensitivity  
      (Level 2) Moderate Sensitivity  
      (Level 2) Low Sensitivity  
      (Level 2)  
       MANAGEMENT CONTROLS      
      1.Establish a detailed risk management program 
      2.Ensure that all personnel positions have been assigned security level  
      designations 
      3.Conduct periodic security level designation reviews 
      4.Ensure that all personnel, including contractors, have received  
      appropriate clearances. 
      5.Maintain a list of all "classified," "Special-Sensitive," and  
      "Critical-Sensitive" clearances granted. 
      6.Conduct formal risk analyses (Host computer/network). 
      7.Conduct application risk assessment. 
      8.Prepare and document application rules of behavior 
      9.Maintain accurate inventory of all hardware and software. 
      SECURITY AWARENESS AND TRAINING   
      1.Establish an employee security awareness and training program. 
      2.Provide specialized security training 
      DEVELOPMENT/IMPLEMENTATION CONTROLS   
      1.Prepare security specifications.  
      2.Conduct application design review and system testing. 
      3.Conduct a security review and prepare a certification report 
      OPERATIONAL CONTROLS   
      1.Ensure that a complete and current set of documentation exists for all  
      operating systems. 
      2.Establish controls over the handling of sensitive data, including  
      labeling materials and controlling the availability and flow of data. 
      3.Require that all sensitive material be stored in a secure location when  
      not in use. 
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      4.Dispose of unneeded sensitive hard copy documents and erase sensitive  
      data from storage media in a manner that will prevent unauthorized use. 
      5.Prepare and maintain lists of persons authorized to access facilities  
      and automated information systems processing sensitive data. 
      6.Establish procedures for controlling access to facilities and automated  
      information systems processing sensitive data. 
      7.Furnish locks and other protective measures on doors and windows to  
      prevent unauthorized access to computer and support areas. 
      8.Install emergency (panic) hardware on "emergency exit only" doors.  
      Ensure that emergency exits are appropriately marked. 
      9.Specify fire-rated walls, ceilings, and doors for construction of new  
      computer facilities or modification of existing facilities. 
      10.Install smoke/fire detection systems with alarms in the computer  
      facility. When feasible, connect all alarms to a control alarm panel  
      within the facility and to a manned guard station or fire station. 
      11.Install fire suppression equipment in the computer facility that may  
      include area sprinkler systems with protected control valves, and/or fire  
      extinguishers. 
      12.Provide emergency power shut down controls to shut down AIS equipment  
      and air conditioning systems in the even of fire or other emergencies.  
      Include protective covers for emergency controls to prevent accidental  
      activation. 
      13.Provide waterproof covers to protect computers and other electronic  
      equipment from water damage. 
      14.Establish a fire emergency preparedness plan to include training of  
      fire emergency response teams, development and testing of an evacuation  
      plan, and on site orientation visits for the local fire department. 
      15.Establish contingency plan and information back-up plan. 
      16.Establish emergency power program 
      17.Configuration management and application software maintenance  
      18.SDLC documentation 
      TECHNICAL CONTROLS   
      1.Require use of current passwords and log on codes to protect sensitive  
      automated information systems data from unauthorized access. 
      2.Establish procedures to register and protect secrecy of passwords and  
      log on codes, including the use of a non-print, feature. 
      3.Limit the number of unsuccessful attempts to access an automated  
      information system or a database. 
      4.Develop means whereby the user’s authorization can be determined. (This  
      may include answer back capability.) 
      5.Establish an automated audit trail capability to record user  
      activity. 
      6.Implement methods, which may include the establishment of encryption, to  
      secure data being transferred between two points 
      7.Ensure that the operating system contains controls to prevent  
      unauthorized access to the executive or control software system. 
      8.Ensure that the operating system contains controls that separate user  
      and master modes of operations. 
      9.Record occurrences of non-routine user/operator activity (such as  
      unauthorized access attempts and operator overrides) and report to the  
      organizational ISSO. 
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      10.Ensure that the operating system provides methods to protect  
      operational status and subsequent restart integrity during and after  
      shutdown. 
      11.Install software feature(s) that will automatically lock out the  
      terminal if it is not used for a predetermined period of lapsed inactive  
      time, for a specified time after normal closing time, or if a password is  
      not entered correctly after a specified number of times. 
      12.Ensure that the operating system contains controls to secure the  
      transfer of data between all configuration devices. 
      13.Secure communication lines 
      15.Ensure that VIRUS protection procedures are in place and users are  
      trained in virus prevention 
      16.Implement required access control procedures for public use of the  
      system. 
      17.Review security and effectiveness of FIREWALLS 
      18.Prepare written authorization for interconnection with other systems  
      and sharing of sensitive information 
 
APPENDIX C: DEVELOPING SPECIFICATIONS FOR NEW APPLICATIONS  
(REQUIREMENTS ANALYSIS) 
OMB requires agencies to "define and approve security requirements and  
specifications prior to acquiring or starting formal development of the  
applications." This appendix describes procedures for evaluating security  
specifications during the requirement analysis stage for new applications. 
Systems development normally progresses through life-cycle stages, such as  
planning, analysis, construction, and implementation. The requirement analysis  
stage reveals the detailed data requirements and information processes that must  
be protected. 
ANALYSIS TECHNIQUES 
The basic challenge in developing an application system is to understand the  
interrelationships between the processes and data. In the analysis phase,  
developers use structured techniques (e.g., graphical models) to breakdown and  
reorganize the elements of the information system’s organization. The major data  
flows indicate the inputs and outputs of the system. As the context diagram is  
constructed, the development team should review the overall sensitivity of the  
system and its inputs and outputs. The team should annotate the diagram, using  
abbreviations for confidentiality, integrity and availability (e.g., C, I, and  
A) and high, medium, or low (e.g., H, M, L). For example, the team must decide  
how to categorize requisitions, realizing that the unauthorized disclosure of  
estimated cost data for a major contract could give an unfair advantage to a  
prospective bidder. As the development work progresses, the team normally  
adjusts the annotated context diagram, as needed. 
DATA FLOW DIAGRAM 
The team divides the application system (context diagram) into its major  
sub-functions, using a data flow diagram This functional decomposition  
continues, creating as many data flow diagrams as needed, or until a process can  
no longer are decomposed. As the data flow diagrams are built, the team reviews  
each process for type and level of sensitivity and annotates the diagrams  
accordingly.  
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DATA MODEL 
Most application projects require some type of modeling technique to identify  
and structure the data. A common technique is the entity relationship diagram  
(ERD). ERDs help to identify groups of information or entities, the attributes  
or data elements that belong to each entity, and the relationships among the  
entities. Entities can be any object, for example a place, thing, event or  
subject, about which information is kept. Entities can also consist of groups of  
data, such as standard forms, in which information is kept. As the entity  
relationship diagrams are built, the development team can review each entity and  
its attributes (data fields) for type and level of sensitivity, and annotate the  
diagrams accordingly. In the process of grouping data elements within the  
entities to eliminate redundancy (called normalization), the issue of  
sensitivity is important. Certain data fields may be highly sensitive, such as  
vendor bid data, and the team may want to "fence" these data fields by putting  
them into a separate entity for the implementation of more restrictive security  
controls. 
APPLICATION SECURITY SPECIFICATIONS 
Next, review the annotated process and data models to get an overall picture of  
the sensitivity requirements. Make a summary matrix of the components with high  
(level 3) or moderate (level 2) sensitivity, confidentiality6, integrity, or  
availability. 
A matrix of the process and data components may look like the following: 
  
   
 
TABLE B-1: Matrix of Sensitive Components 
      COMPONENTSSENSITIVITY  
       C I A  
      Process Contracts    
      Develop RFP Low Low Moderate 
      Issue RFP Low Low Moderate 
      Evaluate Bids High High Moderate 
      Award Contract High High Moderate 
      Vendor Proposal Data:    
      Contract Line Item No. Low Low Moderate 
      Vendor ID No. Low Low Moderate 
      Description High High Moderate 
      Cost High High Moderate 
      Overall Sensitivity High High Moderate 
 
  
In this "sample" review, the team determined that the "Evaluate Bids" and "Award  
Contract" processes and the vendor-supplied description and cost data are the  
high sensitivity elements in this application system. The other processes and  
data were judged to have either medium or low sensitivity.  
Sample Data and Process Specifications  
  Sample security specifications for the processes described in the above  
  example include:  
    1. Separate duties, designate sensitive positions, screen incumbents 
    2. Limit access to sensitive processes to authorized persons 
    3. Use automated editing, validation, and error-checking controls 
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    4. Control computer input and output documents and waste paper 
  Security specifications for data are designed to protect the application data  
  within the computer. Therefore, the data specifications are access oriented.  
  Some sample specifications for the sensitive data are:  
    5. User access controls (read, write, modify, and delete). For example,  
    access will be limited as follows: 
        Contract supervisor:Read, write, modify, and delete 
        Contracting Officer:Read, write, modify, and delete 
        Data entry clerk:Read and write 
        Database administrator:Full system access (Contract office employee) 
        Programmer:No access to operational system 
 
    6. Encryption capability for files within the application. Note that when  
    cryptographic protection is needed for sensitive unclassified data, Federal  
    agencies are required to use the NIST-approved Data encryption Standard  
    (DES). NIST has validated only hardware and firmware implementations of DES  
    in commercially available security products. 
The foregoing sample security specifications provide confidentiality and  
integrity protections for the processes and data. Availability protection is  
provided through the development and implementation of emergency, backup, and  
contingency requirements. A contingency plan is required to ensure that users  
can continue to perform essential functions in the event their information  
technology support is interrupted.  
Computer System Security Specifications 
 
The analysis team should now specify the minimum information system security  
requirements. These safeguards may be at the application level or the database  
level and some may be at the operating system or network levels, depending on  
the actual hardware and software configurations that are selected and designed  
for the system. For example: 
 
    1. User identification and authentication controls 
    2. Password management – length, time expiration 
    3. Automatic password encryption and non-display feature 
    4. Automatic log off after three attempts and "timeouts" if no activity for  
    a specified number of minutes 
    5. User dial-in access controls 
 
Audit Specifications  
Audit controls provide a system monitoring and recording capability to retain or  
reconstruct a chronological record of system activities such as logon attempts,  
access to files and changes to data. "In financial applications, a transaction  
must be capable of being traced from its initiation, though all the intermediate  
processing steps, to the resulting financial statement. Similarly, information  
in the financial statements must be traceable to its origin. Such capability is  
also essential in non-financial systems or applications."1 
In specifying the audit requirements, the first step is to determine what needs  
to be audited and when. The goal is to provide a comprehensive and manageable  
audit program. The audit requirements are therefore grouped as follows for our  
example:  
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    1. Exception reporting 
      a. User logon failures (after three unsuccessful attempts) 
      b. Unauthorized transaction attempts 
    2. Event records – to identify all transactions entering or exiting the  
    application 
    3. Journal records – to maintain a complete daily backup for an audit  
    history (which may also be part of the contingencies and disaster recovery  
    planning) 
      a. Configuration Management 
Major application systems are dependent upon system life cycle management, to  
include configuration management, good programming practices, and effective  
computer operations procedures. Problems that affect security includes  
procedural errors and omissions, deliberate traps inserted into code, inadequate  
testing and documentation, and flaws in the implementation of security controls.  
Configuration management procedures should include:  
    1. Peer review of code to ensure conformance to design requirements, 
    2. Software library controls to limit access to application or system  
    software, 
    3. Documentation of security-related code to facilitate review and testing, 
    4. Separation of duties to limit access to operational code,  
    5. Isolation of critical code for protection and auditing, 
    6. Procedures to manage different software versions, and 
    7. Compliance with system development life cycle requirements. 
The security specifications become part of the documentation for the requirement  
analysis, such as the functional requirements and data requirement documents. 
1 NBS Special Publication 500-153, April 1988 
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DEPARTMENTAL GUIDE TO CONTINUITY OF OPERATIONS PLANNING 
PURPOSE  
  The purpose of this Guide is to provide Department of Transportation (DOT) and  
  their Operating Administration managers, ISSO’s and network administrators  
  with a step-by-step approach for preparing a Contingency Plan, which address  
  short term losses, or a Continuity Plan, which addresses long term losses, for  
  their systems. These completed plans will allow the organization to address  
  the steps to be taken in order to maintain the operation of their critical  
  functions, in the event of contingencies, losses, disruptions or disasters. 
SCOPE  
  The provisions of this Guide apply to the Department of Transportation (DOT),  
  its Secretarial Offices and Operating Administrations. 
GOALS  
  The Goal of continuity of operations planning is to provide reasonable methods  
  to conduct prevention, response, resumption, recovery or restoration services,  
  should events occur which prevent normal operations. The contingency and  
  continuity plans must be fully documented and operationally tested  
  periodically, at a frequency commensurate with the risk and magnitude of loss  
  or harm that could result from disruption or denial of service. At a minimum,  
  these plans should be tested on an annual basis. 
REFERENCES  
  The DOT Departmental Information Resources Management Manual (DIRMM) DOT H  
  1350.2 implements statutory and regulatory Information Resources Management  
  (IRM) and security requirements for the Department. It also calls for ensuring  
  the confidentiality, integrity, and availability of information contained,  
  processed, or transmitted in/on sensitive systems. Refer to DOT H 1350.2.1  
  REGULATORY AND GUIDANCE DOCUMENTS for specific references. 
OVERVIEW OF CONTINUITY OF OPERATIONS PLANNING  
  Like other government agencies, DOT depends on the availability of accurate  
  and timely information to manage a broad range of programs and budgets with  
  far-reaching effects. Virtually all-vital information is processed in some  
  form by computers. Hence a key aspect in DOT’s overall risk management program  
  must be the ability to respond to unplanned, adverse situations that may  
  destroy, damage, degrade, or compromise information systems data or computer  
  processing capabilities so that essential operations may continue. Ensuring  
  that this ability exists, and is indeed viable (proven via periodic testing)  
  is the major function of continuity of operations planning. 
  OMB Circular A-130 requires continuity of operations planning for every  
  information system. This includes both contingency planning (short-term), and  
  continuity planning (longer-term), in order to rapidly and effectively deal  
  with the potential disruption of critical mission and business functions. To  
  avert these disruptions, or minimize their damage, organizations must take  
  proactive steps to develop a Continuity of Operations Plan (COOP). The  
  Contingency portion of the COOP focuses on minimal, day-to-day outages (server  
  down, localized short-term connectivity loss, etc.), while the Continuity  
  portion deals with long term or disaster scenarios. The COOP contains  
  operational recovery issues, ranging from arrangements for a limited backup  
  capability (needed files, programs, paper stocks, pre-printed forms, etc.) to  
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  relocation to a different facility in the event of a total failure. The goal  
  is to protect lives, limit damage to property, and minimize the impact on  
  operations, including information systems processing activities.  
CONTINUITY OF OPERATIONS PLANNING PROCESS 
  Continuity of operations planning involves more than planning for a move  
  offsite if a disaster destroys a data center. It also addresses how to keep an  
  organization’s critical functions operating in case of disruptions, either  
  long or short term in duration. The continuity planning process is covered in  
  six steps: 
  Step 1 - Identify Mission- or Business-Critical Functions. 
  Step 2 - Identify Resources that support Critical Functions. 
  Step 3 - Anticipate Potential Contingencies or Disasters. 
  Step 4 - Select Continuity Of Operations Planning Strategies. 
  Step 5 - Document Continuity Of Operations Strategies. 
  Step 6 - Test and Revise Strategies. 
  Each of these steps is described in detail in the following paragraphs.  
  A. Step 1. Identify Mission- or Business-Critical Functions.  
  The definition of an organization’s critical mission or business function is  
  called a business plan. Because the development of the business plan will be  
  used to support the continuity of operations planning process, it is  
  necessary, not only to identify critical missions and business processes, but  
  also to set priorities and time criticalities for them. The system owner is  
  responsible for ensuring the completion of the business plan and for  
  prioritizing the resumption, recovery or restoration needs for the  
  organization’s critical functions. Because a fully redundant capability for  
  each function is prohibitively expensive for most organizations, certain  
  functions will not be performed in case of a disaster. If appropriate  
  priorities have not been set, it could make a difference in the organization’s  
  ability to survive a disaster. 
  1. Mission Statement. Government departments, divisions, and offices generally  
  have a formal statement concerning the mission to be performed. These  
  statements may be contained in departmental policies or directives, handbooks,  
  or public information guides. Regardless of the source, the criticality  
  determination process starts with an overall mission statement which  
  identifies what the office is responsible for doing. For example, as its  
  primary mission, an office or IT System within the United States Coast Guard  
  (USCG) may be responsible for licensing the vessels for commercial and charter  
  fishing (see Figure 1). 
  2. Office Functions. The mission statement is usually a generalized  
  description of why an office exists. It does not describe what function an  
  office performs to accomplish the mission. Using this same example, the  
  commercial/charter fishing boat office may be required to process applications  
  for licenses, investigate and inspect the firms, develop and issue regulatory  
  guidelines, etc. Special requirements affecting the performance of the  
  function or relating to the information involved (e.g., Privacy Act  
  protection) should also be noted.  
 
    Figure 1, Mission Statement Example 
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  3. Functional Activities Listing. The process continues by developing a list  
  of all functions performed by the office in support of the mission. In  
  parallel with this listing, it is also necessary to identify those functions  
  that require support from IT Systems, and the extent of that dependency (i.e.,  
  is the function totally dependent on IT System support, is only some portion  
  that can be quantified dependent on such support, or could the function be  
  performed manually with little or no loss of efficiency). Any special  
  requirements affecting the performance of the function or relating to the  
  information involved should also be noted. These could include the sensitivity  
  of data, or whether there is a specific timeframe when data is more critical  
  than other times. 
 
  Appendix A, Tab A contains an Office Mission/Functionality Matrix Template  
  that is designed to aid in this definition process. A sample matrix, which has  
  been filled in based on the USCG example given above, is contained in Figure  
2. 
 
  4. Criticality Matrix. The next element is the development of a criticality  
  matrix. Criticality guidelines must be developed which identify those office  
  functions that deal with aspects that are critical to any government agency,  
  and the time frames that must be associated with those factors. Developing a  
  matrix, similar to that used for determining sensitivity and protection  
  requirements in system security plans, is one approach to determining IT  
  System criticality. Most DOT offices and operating administrations are not  
  involved with the more obviously critical factors, such as saving lives or  
  national defense. They will have to develop an office-specific list of  
  critical functions. The primary objective is to identify only those essential  
  functions that, if not performed, will cause the greatest loss to the office  
  in terms of the inability to operate, the expenditure of additional funds  
  (other than those directly associated with restoring the office after a  
  disaster), or embarrassment to the Federal Government, DOT or the operating  
  administration. 
 
  In the event that there are no specifically identifiable critical factors, the  
  COOP planner and senior office officials must develop a list of criticality  
  guidelines that will assist in prioritizing all office functions. These  
  guidelines should permit each function to be evaluated in terms of the  
  importance of the function in accomplishing the mission of the office, and how  
  quickly this function must be performed. The longer the function can do  
  without IT support, the less critical is the supporting information system,  
  --- hence criticality is a function of time.  
       
    Figure 2, Sample Office Mission/Functionality Matrix  
   
  Tab C in Appendix A contains a sample Office Function Criticality Matrix. To  
  help illustrate the process, Figure 3 shows the Matrix filled out for the USCG  
  example.  
 
  5. Criticality Determination. The next part of the process is to compare the  
  functional activities against the criticality determinations and corresponding 
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  time frames. In a COOP, functions that do not require IT support (e.g., the  
  deliberations of an adjudication board) are still critical. A COOP is  
  concerned with all essential functions and may go beyond those functions  
  requiring only IT processing. All office functions are compared against the  
  criticality determinations and time factors, and against each other. The  
  result is a prioritized list of essential activities, based on criticality,  
  and reflected in terms of the maximum time frame that these essential  
  functions are not performed before the office fails to accomplish its mission. 
  In the COOP, functions that do not require ITsupport may be separately  
  identified by the COOP planner. The prioritized list of IT system-supported  
  functional activities is then based on the time frame the supporting system  
  can be unavailable due to lost, damaged or destroyed data and/or hardware.  
  Figure 3, Office Function Criticality Matrix Example 
  This distinction has been added to account for situations in which  
  less-than-catastrophic damage to the primary site has occurred. The matrix can  
  be further modified to identify specific systems, applications, and/or  
  databases if a function is supported by more than one, or if a given system,  
  application, or database is more critical to the effective completion of a  
  given function. 
 
  B. Step 2. Identify Resources That Support Critical Functions. 
  After critical missions and business functions are identified, supporting  
  resources should be identified, as well as the timeframes in which each  
  resource is used, and the effect of unavailable resources on the missions. It  
  is important to note that the COOP resources inventory must consist of only  
  those physical resources and support services necessary for an office to  
  perform the essential parts of its mission. The COOP does not plan for the  
  immediate or even eventual replacement of all existing resources at an  
  alternate site. Rather, it is intended to implement a viable and effective  
  office in an alternate location for an undetermined period of time to perform  
  only those functions essential to the mission. 
  In addition to precisely identifying the minimum levels of resources required  
  to activate a temporary office, the resources inventory must also identify who  
  is responsible for each category of items, where the existing items are  
  located (and if backup supplies already exist, where they are located and in  
  what quantity), what and where is the source of replacement or re-supply, and  
  in some instances, what is the cost and time frame for replacement. The  
  resources inventory is not a static document, even during development. As COOP  
  planning progresses, preparatory actions will instigate the modification or  
  expansion of certain inventory data. 
  Continuity of operations planning should address all the resources needed to  
  perform a function, including:  
  1. Human Resources. Human resources include both operational/support personnel  
  and system users. Some functions require personnel with special expertise or  
  training, while others require lesser skill levels. 
  2. Processing Capability. Traditionally, contingency planning has focused on  
  processing power. Although the need for data center backup remains vital,  
  today's other processing alternatives are also important. Local area networks  
  (LANs), minicomputers, workstations, and personal computers in all forms of  
  centralized and distributed processing may be performing critical tasks. 
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  3. Automated Applications and Data. DOT information systems run applications  
  that process data. Without current electronic versions of both applications  
  and data, computerized processing may not be possible. If the processing is  
  being performed on alternate hardware, the applications must be compatible  
 
  with the alternate hardware, operating systems and other software (including  
  version and configuration), and numerous other technical factors. 
  4. Computer-Based Services. DOT uses many different kinds of computer-based  
  services to perform its functions. The two most important are normally  
  communications services and information services. Communications can be  
  further categorized as data and voice; however, in many organizations these  
  are managed by the same service. Information services include any source of  
  information outside of the organization. Many of these sources have now become  
  automated, including on-line government and private databases, the Internet  
  and external EMail. 
  5. Physical Infrastructure. Physical infrastructure elements include a safe  
  working environment and appropriate equipment and utilities. This can include  
  office space, heating, cooling, venting, power, water, sewage, other  
  utilities, desks, telephones, fax machines, personal computers, terminals,  
  courier services, file cabinets, and many other items. In addition, computers  
  also need space and utilities, such as electricity. Electronic and paper media  
  used to store applications and data may also have specific physical  
  requirements. 
  6. Documents and Papers. The performance of many DOT functions relies on vital  
  records and various documents, papers, or forms. These records could be  
  important because of a legal need, or because they are the only record of the  
  information. Records can be maintained on paper, microfiche, microfilm,  
  magnetic media, or optical disk. 
  Appendix B contains a Critical Resources Inventory Outline that may be used to  
  assist in the identification of critical resources. Also see the following  
  tables for a methodology of matrixing this information. As showing in the  
  table the "QTY 1, QTY 2, QTY 3, etc" fields can be used to identify the  
  quantity of personnel, services, supplies, equipment, etc. needed as the  
  criticality timeline continues. This will also aid in budgeting for a period  
  of coverage to ensure that a percentage of the resources are available. 
      Supplies Worksheet  
      Item Description Color Model / Serial Number Unit Cost Qty 1 Qty 2 Qty 3  
      Qty 4 Qty 5 Total Needed Total Cost  
      0 $ -  
       Software Requirements Worksheet  
      Make Version Unit Cost Qty 1 Qty 2 Qty 3 Qty 4 Qty 5 Total Needed Total  
      Cost  
      0 $ -  
       Hardware Requirements Worksheet  
      Make Model Unit Cost Qty 1Qty 2Qty 3Qty 4Qty 5Total Needed Total Cost  
      0 $ -  
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   C. Step 3. Anticipate Potential Contingencies or Disasters. 
  Although it is impossible to anticipate everything that can go wrong, this  
  step involves identifying a likely range of problems. Developing scenarios can  
  help an organization to prepare a plan that addresses a wide range of possible  
  mishaps. Scenarios should include small and large disruptions that require  
  both short-term (contingency) and long-term (continuity) solutions. 
  D. Step 4. Select Continuity Of Operations Planning Strategies. 
  This step considers the use of contingency and continuity plans to recover  
  needed resources. When alternative strategies are evaluated, current controls  
 
  for preventing and minimizing losses should be considered. Because no one set  
  of controls can prevent all losses in a cost-effective manner, prevention and  
  recovery efforts should be coordinated. Risk assessment can also help  
  determine an optimal strategy. A contingency planning strategy normally  
  consists of five parts: prevention, response, resumption, recovery, or  
  restoration of services. Prevention refers to those measures taken to  
  forestall a disruption of service (e.g., preventive maintenance, virus  
  prevention, etc.). Emergency response encompasses the initial actions taken to  
  protect lives and limit damage. Resumption refers to the steps taken to  
  continue support for critical functions. Recovery concerns the re-activation  
  of a greater scope of business processes and services beyond the most  
  time-sensitive processes. Restoration is the return to normal operations. The  
  longer it takes to restore normal operations, the longer the organization will  
  have to operate in the resumption or recovery mode. The selection of a  
  strategy needs to be based on practical considerations, including feasibility  
  and cost. Different categories of resources should be considered:  
  1. Human Resources. During a major continuity plan implementation, people will  
  be under significant stress and may panic. If the continuity plan is  
  implemented as the result of a regional disaster, their first concerns will  
  probably be their family and property. In addition, many people will be either  
  unwilling or unable to come to work. Additional hiring or temporary services  
  can be used. However, the use of additional personnel may introduce security  
  vulnerabilities. Whereas in the implementation of the contingency plan can in  
  some cases be seamless and there could be no difficulty of a Human Resource  
  nature. 
  Remember, continuity of operations planning, especially for an emergency  
  response, normally places the highest emphasis on the protection of human  
life. 
  2. Processing Capability. For less serious contingencies, processing  
  capabilities can be restored from backups or original media, by repairing  
  equipment components, or by purchasing new equipment. Federal agencies have  
  the authority to issue Purchase Orders to quickly acquire needed equipment and  
  supplies in limited quantities. This authority is usually limited between  
  $25,000 and $50,000, but is sufficient to acquire "off-the-shelf" hardware and  
  software. Essential hardware could be acquired by Purchase Orders in one of  
  two ways: purchase of replacement or upgraded equipment and lease of essential  
  equipment for a limited period of time. The outright purchase of identical  
  replacement hardware is the most obvious use of the Purchase Order option.  
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  However, the purchase of upgraded equipment is a reasonable alternative, given  
  the fact that the existing equipment may not be economically salvageable. On  
  the other hand, the short-term lease of essential equipment to augment or  
  temporarily replace existing equipment during salvage operations provides a  
  cost-effective alternative. There is however a risk involved with the leasing  
  of equipment that must be addressed in both the contingency and continuity  
  plans. That risk is the fact that those systems must be thoroughly scrubbed to  
  ensure the protection of information that has been stored or processed on  
  these machines. Although these two options could offset the lack of facilities  
  and equipment at the time of a disaster, they are subject to the disadvantages  
  of high cost and long preparation time. In a widespread disaster, the  
  requirements for space, hardware, communications, etc., could temporarily  
  exceed the demand. These two options must also be used in combination because  
  neither provides for both facilities (to include associated utilities and  
  communications) and equipment, furnishings, and supplies. 
  Also for less serious contingencies, planners should consider the use of an  
  overall in-house backup strategy. In-house backup is the use of under-utilized  
  facilities and/or additional equipment (i.e., older equipment still on-hand  
  and/or new equipment awaiting installation) controlled by the affected  
  activity or by its superior or subordinate activities. In-house backup  
  maximizes the use of suitable space and equipment, or space and equipment that  
  is capable of being upgraded in a very short period of time to support  
  continuity of operations activities. DOT activities are required to identify  
  and make available under-utilized IT equipment to other agencies under normal  
  conditions. Although not usually done with PCs/LANs, the principle is similar.  
  This same equipment could be earmarked for use in a continuity of operations  
  situation. Pre-determined backup equipment alternatives (e.g., leasing) would  
  have to be included in the plan to allow for the fact that the in-house  
  equipment may not be available at the time of the disaster. 
  For a serious contingency or continuity event, however, the strategies for  
  ensuring processing capability are normally grouped into five categories: 
    (a) Hot Site. A hot site is a building already equipped with processing  
    capability and other services. Operational standby facilities require a  
    subscription contract and charge various fees. Normally, a three or  
    five-year contract is negotiated and includes a specific hardware and  
    software configuration with detailed communications requirements, which must  
    be updated whenever changes occur. Subscription fees are determined by these  
    requirements. The reduction in costs for the minimum essential capabilities  
    required by a COOP is not significant and may not be warranted for  
    continuity of operations. Another potential drawback for the IT user is that  
    these services are relatively new and not widely dispersed. Therefore, a Hot  
    Site facility may not be conveniently located. 
    (b) Cold Site. A Cold Site is a building for housing processors that can be  
    easily adapted for use. Such a facility may be owned by DOT or a DOT  
    operating administration, owned by another government agency (e.g., DOD,  
    GSA, etc.), or Government-leased for one or more departments or operating  
    administrations. In the event of a disaster situation, the affected  
    office(s), in conjunction with hardware vendors, acquires and installs the  
    essential AIS hardware, software, and communications. Cold Sites are more  
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    practical for AIS-type operations since a shell facility may be owned by DOT  
    or the facility can be virtually any office space with sufficient electrical  
    power, communications line capability (installed or capable of being  
    installed during a disaster situation), and regular air conditioning. AIS  
    hardware is more readily available, more easily shipped, and more easily  
    installed. 
    A Cold Site may also be supported by a special equipment contract (if not  
    already in-place as part of a standard hardware maintenance agreement).  
    There are a number of hardware vendors who offer guaranteed delivery and  
    set-up within 24 hours. Although the maintenance costs are somewhat less  
    than an operational standby, they represent a continuing expense. For IT  
    activities, consideration should be given to leasing essential computer  
    equipment and peripherals to augment equipment salvaged from the primary  
    site or to temporarily replace essential hardware until the primary site can  
    be restored without additional disruption to IT configuration. Leasing  
    eliminates the on-going maintenance costs of a special equipment contract,  
    but does not provide for the guarantees that appropriate equipment will be  
    available when needed or within required time frames. As described earlier  
    leasing also creates the problem of data security, as special precautions  
    must be taken to ensure that all data that has been stored or processed on  
    the system has been removed from the leased equipment. This practice  
    requires more than a simple deletion of the data as deleted files can be  
    detected, identified and restored. The site availability time frame, which  
    includes hardware, communications, and equipment installation, may not meet  
    organizational or system requirements as set forth in the contingency or  
    continuity plans. 
    (c) Redundant Site. A redundant site is a site equipped and configured  
    exactly like the primary site 
    (d) Reciprocal Agreement. A reciprocal agreement is a formal agreement that  
    allows two organizations to back up each other. The agreement is usually  
    with an external agency, for the two to provide backup AIS processing  
    support to one another in the event of a disruption in primary processing  
    support. The external office, division, operating administration, or  
    department is not in the business of providing IT processing support, but  
    agrees to provide reciprocal support in recognition of mutual backup  
    requirements. 
    Although low development and maintenance costs are the principal advantage  
    to this alternative; consideration must be given to establishing an  
    agreement with an organization that will not be affected by the same  
    disaster. Reaching an agreement with another activity, such as a counterpart  
    office in another division or operating administration, provides no  
    effective continuity of operations capability if that activity is affected  
    by the same disaster. The activities establishing a mutual assistance  
    agreement should be geographically separated. 
    This does not preclude reaching an agreement with another DOT activity.  
    Satisfactory agreements can be reached between superior and subordinate  
    levels (e.g., DOT and one of its operating administrations) or between  
    equivalent levels (e.g., two operating administrations), so long as the  
    geographical separation of sites is achieved. This in-house arrangement  
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    would mitigate operational/legal problems resulting from the failure of one  
    party to execute the agreement because the aggrieved party could appeal to a  
    common superior. 
    The biggest disadvantage of the mutual assistance agreement is that, "Their  
    disaster becomes your disaster." Many of the disadvantages noted above  
    identify areas of hardship and general inconvenience to both activities.  
    Without a specific system, site, and pair of organizations in mind, it is  
    difficult to evaluate a mutual assistance agreement alternative completely  
    and fairly. 
    Remember that mutual assistance agreements are not considered viable  
    solutions without a formal agreement outlining all conditions and signed by  
    individuals in positions of authority to uphold the agreement. 
    (e) Hybrids. Any combinations of the above, such as having a hot site as a  
    backup in case a redundant or reciprocal agreement site is damaged by a  
    separate contingency. 
    In addition to these five alternatives, another approach readily available  
    to IT environments is to allow employees to work at home (telecommute).  
    Personally owned PCs and modem connectivity have become commonplace. Even  
    limited use of this alternative would ease the continuity of operations  
    burden by reducing or eliminating the need to provide suitable office space  
    and to acquire hardware and/or software assets. In addition to reduced  
    costs, it offers the advantage of immediate availability. Also, it can be  
    thoroughly tested. However, there are disadvantages, too. Not all employees  
    can be expected to have suitable hardware and/or software or modem  
    connectivity. Technical and maintenance support to privately owned property  
    poses legal difficulties and limits sustainability, while information  
    security and anti-viral protection are significant problem areas. 
  Figure 4 presents a set of evaluation characteristics that may be used to help  
  weigh the alternatives for handling Processing Capability. 
        Evaluation Characteristic Planning Considerations  
        Compatibility Hardware, software, and communications that are or would  
        have to be installed at the alternate site must be the same as or  
        compatible with original equipment supported. 
        Accessibility The alternate site must be readily accessible, but not so  
        close as to share the same disaster. 
        Reliability The alternate site must be capable of supporting the  
        operations of the affected office(s) 24 hours a day, seven days a week.  
        Maintenance for site equipment, hardware and communications should be  
        on-site or on-call. 
        Capacity The alternate site and facility/computer equipment must have  
        sufficient floor space, heating/cooling/power, communications lines, and  
        memory capacity to support the suite of equipment required. 
        Security The physical security at the alternate site must be sufficient  
        to protect the sensitivity of the information and data. 
        Time to prepare There must be sufficient time to prepare for the  
        disaster, including time to prepare/convert data and software, prepare  
        the site, prepare/store supplies, forms and documentation,  
        obtain/install power and communications circuits, and prepare and test  
        the COOP. 
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        Support & assistance There must be on-site technical support and  
        assistance to set-up and configure the hardware, software, and  
        communications. 
        Cost Cost factors can be subdivided into three categories:  
          Preparation costs include cost of any equipment or LAN/WAN.  
          Maintenance costs include hardware, software, or telecommunications  
          maintenance/lease fees.  
          Execution costs are incurred in declaring a disaster and executing the  
          COOP, including rent, travel, and per diem.  
 
 
  Figure 4, Processing Capability Evaluation  
    3. Automated Applications and Data. Normally, the primary contingency and  
    continuity strategy for applications and data is regular backup and secure  
    offsite storage. Important issues to be addressed include the frequency of  
    backups, the frequency of offsite storage, and the manner of transporting  
    backups. Office policy should require the AIS or LAN administrator to  
    maintain separate master copies of all operating system and specific  
    application program software, update these masters immediately upon  
    implementation of approved changes, and store these masters in a secure  
    off-site location, together with copies of all applicable hardcopy  
    documentation and operating manuals. A similar policy should require the  
    appropriate individual(s) to prepare backup copies of all electronic files  
    on a regular (e.g., not less than weekly) basis, to maintain copies of all  
    required references and hardcopy files, and to store the backup copies in a  
    secure off-site location. In an AIS environment, the volume of  
    equipment/supplies to be stored is relatively small based on the nature of  
    the media involved (diskettes and 8 mm cartridge tapes). The DOT Data Center  
    makes provisions to store these types of materials in support of DOT  
    activities. This provides a ready solution for magnetic media. Hardcopy data  
    could be stored on a permanent retention basis in local operating  
    administration, DOT, or general Federal storage facilities. 
    4. Computer-Based Services. Communications is also a key discriminator in  
    selecting an appropriate COOP alternative. Incompatible communications  
    and/or insufficient lines will disqualify a site or option. The COOP planner  
    must ensure that adequate compatible communications are available at the  
    alternate site, or that they can be provided during a disaster situation. If  
    not already present, an agreement with the communications vendor must be  
    negotiated. This agreement must cover all necessary voice, data, and image  
    communications. Separate agreements must also be negotiated with equipment  
    vendors for modems, facsimile machines, telephones, encryption devices and  
    keys, if required. 
    Service providers may offer contingency services. Voice communications  
    carriers often can reroute calls to a new location, and data communications  
    carriers can also reroute traffic. Local voice service may be carried via  
    cellular phones. If one service is down, it may be possible to use another.  
    Resuming normal operations may require rerouting of communications. 
    5. Physical Infrastructure. Arrangements must be made for processing  
    capability support, office space, furniture, and more. If the COOP calls for  
    moving offsite, procedures need to be developed to ensure a smooth  
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    transition back to the primary operating facility or to a new permanent  
    location. A related alternative available to Federal agencies is the U.S.  
    Government's procurement system. The General Services Administration (GSA)  
    has the responsibility of acquiring additional office space on an "as  
    required" basis for Federal agencies, and the responsibility of managing  
    standing contracts for goods and services. Because minimal space is required  
    for continuity of operations activities, this capability permits fairly  
    rapid acquisition of space without the "overhead" costs of rents or  
    subscription fees. 
    6. Documents and Papers. The primary contingency strategy is usually backup  
    onto magnetic, optical, microfiche, or other medium and offsite storage. A  
    supply of forms and other needed papers can be stored offsite. Backup  
    storage space should be located close enough to the primary site for  
    convenience in placing items into storage on a regular basis, but not so  
    close that it will be affected by the same disaster. On-site (i.e., same  
    office/building) storage is not acceptable. 
  E. Step 5. Document Continuity Of Operations Planning Strategies. 
  With continuity of operations strategies well defined, the next step is to  
  create the COOP itself. The COOP needs to be written, kept up-to-date as the  
  system and other factors change, and stored in a safe place. A written plan is  
  critical during a continuity of operations event, especially if the person who  
  developed the plan is unavailable. It should clearly state in simple language  
  the sequence of tasks to be performed in the event of a contingency so that  
  someone with minimal knowledge could immediately begin to execute the plan. It  
  is generally helpful to store up-to-date copies of the COOP in several  
  locations, including any off-site locations, such as alternate processing  
  sites or backup data storage facilities. A model COOP is contained within  
  Appendix C of this Guide. The structure of the COOP includes: 
    Plan Overview – consisting of an introduction, statement of policy,  
    objectives, scope, assumptions, recovery strategy and plan administration  
    responsibilities.  
    Continuity Process Overview – outlines the four major stages of the process  
    (emergency response, resumption, recovery and restoration), including the  
    central activities and objectives of each stage, and the relationships among  
    stages.  
    Continuity Team Organization – defines the specific organization set up to  
    work towards survival and the resumption of time-sensitive business  
    operations. The teams associated with this plan represent office functional  
    units and/or or support functions developed to respond, resume, recover or  
    restore operations of the facility. Each team is comprised of individuals  
    with specific responsibilities or tasks that must be completed to fully  
    execute the plan. Figure 5 presents a representative example of a Continuity  
    Team Organization Structure.  
      
    Figure 5, Representative Continuity Team Organization Structure 
    Plan Maintenance – including both scheduled and unscheduled maintenance, as  
    well as a periodic re-evaluation process. Scheduled maintenance consists of  
    quarterly reviews and updates as well as annual structured walk-through  
    and/or tactical exercises (as described in the Plan Exercise section below).  
    The purpose of the plan review is to determine whether changes are required  
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    to strategies, tasks, procedures, the continuity organization, and  
    notification procedures. The majority of unscheduled maintenance activities  
    occur as the result of major changes to service level agreements, hardware  
    configurations, networks, production processing, etc. The Continuity Plan  
    maintenance process should also include a periodic re-evaluation of the  
    minimum hardware capacity required to provide short-term response,  
    resumption, recovery and restoration capability. The re-evaluation process  
    must address the capacity growth requirements associated with the increase  
    of transaction processing volumes of the production application systems, as  
    well as the addition of new systems to the production environment.  
    Plan Exercise – consisting of the various types and scope of exercises  
    designed to test and evaluate the COOP. Exercises should be conducted when a  
    major revision to the plan has been completed, when additional production  
    systems are implemented, when significant changes in systems, applications  
    and/or data communications have occurred, and when the preparedness level of  
    continuity teams must be verified. Exercises may include structured  
    walk-throughs, tactical exercises, live production exercises, simulations  
    and announced/unannounced exercises.  
    The details for plan execution reside in Appendices to the COOP itself.  
    These Appendices contain the specific data required by the various Teams in  
    order to perform their designated roles during each stage of the process.  
    Appendices include: 
    Priority Contact List – including employee names and contact information.  
    Employee/Contractor Notification List – containing a directed list of who is  
    to contact who regarding the communication of continuity information (see  
    Figure 6).  
    
  Figure 6, Sample Notification List 
    Team Member Roster – identifies the specific individuals belonging to each  
    Team, and their contact information, as shown in Figure 7.  
    Team Task List with Dependencies – consists of a detailed, step-by-step  
    listing of each task to be performed by the members of the various  
    continuity teams. Where a specific task must await action by a member of  
    another team, this is so noted, and the task/responsible individual is  
    identified. This area is key to the entire COOP. Figure 8 contains an  
    example of a portion of a Team Task List. Each task is also separately  
    identified by a unique number that identifies both the team and the order of  
    execution. Additionally, the task sheets contain room to check off task  
    completion, and the expected/actual times to complete.  
    Enterprise Process Configuration – lists, for each IT System or Process, the  
    associated software, equipment, supplies, network Information and  
    responsible Teams, as illustrated in Figure 9.  
    Vendor Representatives – contains a listing of all applicable vendor contact  
    information, including local representatives and focal points within the  
    organization. An example is shown in Figure 10.  
  Figure 7, Team Member Roster Example 
    Location Information – contains the location of all off-site storage,  
    alternate operating locations (hot or cold sites) record repositories, etc.  
    Driving instructions and personnel focal point contact information is also  
    included for each location.  
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    Vital Records – includes a listing of all necessary documents, manuals,  
    diskettes, CD-ROMs and all other media necessary to implementing the COOP.  
    F. Step 6. Test and Revise Strategy.  
  A COOP should be tested in order to train personnel, and to keep the plan in  
  step with changes to the environment. The extent and frequency of testing will  
  vary among organizations and systems. There are several types of testing: 
    1. Review. This is a simple test to check the accuracy of the COOP. For  
    instance, a reviewer can check the accuracy of contact telephone numbers,  
    building and room numbers, and whether the listed individuals are still in  
    the organization. 
    2.  Analysis. An analysis may be performed on the entire plan or parts of  
    it. The analyst may mentally follow the strategies in the COOP and look for  
    flaws in the logic or process used by the plan’s developers. The analyst may  
    also interview functional managers, resource managers, and their staff to  
    detect missing or unworkable pieces of the plan. 
      
Figure 8, Team Task List Example 
  
Figure 9, Enterprise Process Configuration List Example 
Figure 10, Sample Vendor Representative List 
  3.  Simulation & Test. Simulation and test consists of various types and scope  
  of exercises designed to test and evaluate the COOP. In the Structured  
  Walk-through, a disaster scenario is established, and the teams  
  "walk-through" their assigned tasks. This is a role-playing activity that  
  requires the participation of at least the team leaders and their alternates.  
  A Tactical Exercise is a simulated exercise, conducted in a "war game" format.  
  All members of the continuity organization are required to participate and  
  perform their tasks and procedures under announced or surprise conditions. The  
  exercise monitor provides information throughout the exercise to simulate  
  events following an actual disaster. In a Live Production application system  
  exercise, an operating system is brought to live status on the alternate  
  processor(s), and the data communications network is switched to the alternate  
  site. All resources, other than the computer and communications hardware  
  needed to support this exercise, must be retrieved from the off-site storage  
  facility. A simulation requires the execution of notification, operating  
  procedures, the use of equipment hardware/software, possible use of alternate  
  site(s), and operations to ensure proper performance. Simulation exercises can  
  and may be used in conjunction with checklist exercises for identification of  
  required plan modification and staff training. 
  Announced exercises are scheduled exercises generally involving actual  
  resumption of computer processing at the alternate computer facility.  
  Production processing is usually not interrupted, but may be planned for  
  actual resumption and validation at the "Hot Site." This type of test usually  
  involves the entire continuity organization, including selected users along  
  with operations and technical staff. Unannounced exercises are surprise  
  technical exercises that require processing to be actually recovered at the  
  alternate site. Production processing continues in parallel and is not  
  interrupted. This type of test generally involves only a small portion of the  
  continuity organization and few, if any, users 
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  To ensure that testing is performed in a cost-effective manner, while still  
  accomplishing the objective of validating the COOP, a separate test plan, with  
  specific scenarios and outlines of acceptable responses, should be developed  
  and followed by the management representatives, such as the team conducting  
  the test. 
  Regardless of the type of testing performed, documentation of the test must be  
  forwarded to the ISSO and maintained on file within the organization until  
  Senior Management or System Owners review the documentation. 
Because the plan will become dated as time passes and resources change,  
responsibility for keeping the COOP current should be specifically assigned.  
Maintenance of the plan can be incorporated into procedures for change  
management so that upgrades to hardware and software are reflected in the plan. 
  
APPENDIX A: IT SYSTEM CRITICALITY QUESTIONNAIRE 
  
A.1. GENERAL 
A key aspect in the continuity of operations planning process is to identify  
what functions and AIS IT supporting systems are performed and to determine how  
critical these functions are to the overall mission. Information sensitivity and  
criticality are not the same. Not all functions are critical or critical  
one-hundred percent of the time. An effective COOP will allow for these  
situations by identifying all functions, establishing criticality criteria, and  
then prioritizing the functions and supporting AISIT systems. Only the most  
critical functions and systems (i.e., mission essential functions) are  
considered in continuity of operations planning. 
A.2. PROCEDURES 
Sample forms for accomplishing the following procedures are attached as Tabs A  
and B to this Appendix. 
A.2.1 Mission Statement: Enter the office mission statement provided by the  
senior official responsible for the overall operations of the affected office.  
(See Tab A.) Remember, this is a general mission statement, not a listing of  
office functions, i.e., why does this particular office exist? 
A.2.2 Functional Activities Listing: List all of the functional activities, as  
identified by the senior office official and key end-users, that the office  
performs to accomplish the mission. (See Tab A.) Ensure that all functions are  
listed and a record of OAIS IT support and other special requirements is  
developed. 
A.2.3 Criticality Matrix: Development of the criticality matrix is a two-part  
process: 
    First, determine why any of the office functions are critical. 
      - List key criticality factors or guidelines developed by the senior  
      office official. 
      - Enter each function and supporting system, identified in the Functional  
      Activities Listing, next to the appropriate criticality factor. 
      - Determine, in terms of time (minutes, hours, days), how long the system  
      supporting that function can be "out of service" before mission failure  
      occurs. 
      - If there are a number of similar functions and systems for the same  
      factor, consider weighting the factors. The total of factor weights will  
      determine the priority order of factors. The priority order of functions  
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      will be determined by the time frames in which each must be re-established. 
    Second, develop the final Office Function Criticality Matrix (See Tab B.).  
    Enter individual functions in descending priority order based on their  
    criticality time frames. In an IT environment, it is necessary to account  
    for less-than-catastrophic situations. Therefore, the time frames of the  
    loss, damage, or destruction of data and/or hardware must be considered  
    separately. 
    Third, determine which of the critical functions are absolutely essential to  
    accomplishing the office mission. These functions and systems will be the  
    only ones supported under the COOP. 
  
 
      MISSION STATEMENT: 
         
      Functional Activity IT 
      Support 
      Required IT 
      Dependency 
      Level (%)Special 
      Requirements 
       YES NO0-2526- 
      5051- 
      7576- 
      100 Sensitive 
      (Y/N)Periodic 
      (Time) 
                
                
 
TAB A: OFFICE MISSION/FUNCTIONALITY MATRIX 
  
      CRITICALITY FACTORS/TIME FRAMES  
        
        
      FACTOR   
        
      FUNCTION TIME FRAME  
      IMMEDIATE 

SHORT TERM  
 MEDIUM TERM  
 LONG TERM  
 CONTINUOUS  
 PERIODIC 
      LIFE SAVING 
      NATIONAL 
      DEFENSE 
      PUBLIC SAFETY 
      LAW 
      ENFORCEMENT 
      FINANCIAL 
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      MANDATED 
      EXTERNAL 
      SUPPORT 
      INTERNAL 
      SUPPORT 
      ROUTINE 
      ACTIVITIES 
      SPECIAL TASKS 
      OTHER 
 
TAB B: CRITICALITY FACTORS/TIME FRAMES 
  
      FUNCTION CRITICALITY MATRIX  
      Functional 
      System/ 
      Application Criticality Adverse 
      Situation 
      (Data/ 
      Hardware) 
      HIGH 
      - Hrs*MEDIUM 
      - Hrs*LOW 
      > Hrs* 
      Lost 
      Damaged 
      Destroyed 
      Lost 
      Damaged 
      Destroyed 
      Lost 
      Damaged 
      Destroyed 
      Lost 
      Damaged 
      Destroyed 
      Lost 
      Damaged 
      Destroyed 
      Lost 
      Damaged 
      Destroyed 
 
 TAB C: OFFICE FUNCTION CRITICALITY MATRIX 
  
APPENDIX B: IT SYSTEM CRITICAL RESOURCES INVENTORY OUTLINE 
  
B.1 GENERAL 
The COOP must provide for the re-establishment of only those office assets  
necessary to support essential operations. Determining the specific resource  
requirements begins with a critical review of existing resources. Following the  
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inventory, the COOP planner, office senior official, and key end-users must  
determine the minimum resources required to establish a viable, effective office  
in an alternate location for an undetermined period of time. 
B.2 INVENTORY PROCEDURES 
There is no specific format for developing a critical resources inventory. In  
terms of physical property, the existing property inventory provides most, but  
not all, of the information required. There are key items of information that  
must be included in the resources inventory. 
B.2.1 Facilities: The inventory must specify the current location(s) of all  
office functions and the minimum floor space required. (NOTE: COOP site floor  
space will not equal existing floor space, but must provide for the minimum  
essential requirement.) If the office receives routine support from other  
activities within the same division or operating administration (e.g., copier  
support, mailroom), that will be required but will not be readily available,  
provisions for obtaining for this support must be taken into account. 
B.2.2 Hardware: The inventory must provide a full description of all IT hardware  
and peripherals, a specific location, and a description of any special features  
or requirements. If known, the inventory should also provide replacement cost or  
original purchase/lease cost. Finally, the inventory must indicate the  
criticality factor and time frame for each item, as well as the replacement  
source. 
B.2.3 Software/Applications: The inventory must provide a full description of  
all IT operating system software and applications, specific location/systems,  
the individual responsible for the software, use or list of functions supported,  
source, replacement cost, and a description of backup procedures and backup  
storage location. The inventory must also indicate the criticality factor and  
time frame for each item. 
B.2.4 Databases: The inventory must provide identifying information on each  
database, specify the owner and/or individual responsible, describe backup  
procedures and locations, and describe its use(s) and application(s) supported.  
The inventory must also indicate the criticality factor and time frame for each  
item. 
B.2.5 Documentation: The inventory must provide a full description of each item  
of required documentation (including hardcopy information), identify the  
individual responsible for the documentation, describe backup procedures and  
identify backup location(s), and denote if the document is critical to office  
operations. 
B.2.6 Communications: The inventory must fully identify all communications  
networks (i.e., line identifiers, condition types, speed, types/periods of  
service, protocols, protection features, connectivity, and vendor). It must also  
indicate criticality and time frame for each circuit. 
B.2.7 Environmental/Utilities Support: The inventory must identify and describe  
special environmental support equipment, all utilities connectivity to include  
backup and UPS power, and any special physical security provisions that are  
critical to essential operations. The description should include technical  
specifications, identification of vendor, replacement cost/time (if known), and  
indicate criticality in terms of AIS hardware support requirements. 
B.2.8 Furnishings: The inventory must specify the type and quantity of required  
furnishings. (NOTE: Furnishings should be kept to the absolute minimum in terms  
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of quantity and type.) It must identify replacement vendor(s) and cost/time (if known). 
B.2.9 Supplies and Forms: Special IT supplies and forms, as well as a limited  
quantity of routine office supplies, must be identified in the inventory. The  
inventory should describe the use of any special supplies and forms, identify  
the responsible individual, the location of both normal operating stocks and  
backup supply, description of the item, and vendor or resupplier. 
B.2.10 Technical/Maintenance Support: The inventory must identify special  
technical and maintenance support minimum requirements, identify suppliers,  
identify and describe existing support agreements, and/or describe procedures  
and responsible individuals for obtaining needed support. 
B.2.11 Personnel: Personnel are not normally listed in the resources inventory  
except in terms of staffing requirements. In developing a COOP, staffing should  
be kept to the absolute minimum necessary to perform essential functions. Key  
individuals are identified by name and assigned duties as part of the continuity  
of operations team. 
Inventory format is at the discretion of the COOP planner. However, it should  
detail requirements as discussed above and should be inserted into the COOP. 
  
APPENDIX C: CONTINUITY OF OPERATIONS PLAN MODEL 
  
CONTINUITY OF OPERATIONS PLAN (COOP) 
FOR 
[[[[[[OFFICE NAME]]]]]] 
CITY, STATE/ZIP 
  
EXECUTIVE SUMMARY 
THE PURPOSE OF THE EXECUTIVE SUMMARY IS TO PROVIDE A BRIEF OVERVIEW 
OF THE  
CONTENTS OF THE PLAN AND TO BRING KEY DECISION POINTS TO THE 
ATTENTION OF THE  
SENIOR OFFICIAL. ENSURE THAT THESE DECISIONS ARE CLEARLY OUTLINED FOR 
THE  
DECISION MAKER WHEN THE DRAFT PLAN IS SUBMITTED FOR APPROVAL. 
FOLLOWING APPROVAL  
OF THE DRAFT PLAN, THESE DECISIONS WILL BE STATED AS FACTS. 
The objective of this Continuity of Operations Plan (COOP) is to ensure that the  
[[[[[[OFFICE NAME]]]]]] has sufficient resources to continue essential  
operations should computer operations be affected by an adverse event such as  
fire, severe storm, power disturbance/interruption. This objective is  
accomplished by detailing the preparatory actions necessary to support the COOP  
and by providing an action plan to be used should an adverse event occur. To  
reach this objective, the [[[[[[OFFICE NAME]]]]]] Continuity of Operations Plan  
will identify a team who will be activated during a catastrophic event and will  
 
be responsible for ensuring that Information Technology (IT) functions are  
operational under emergency conditions, until the primary site has become  
operational or the office relocates to an alternate site, in accordance with the  
applicable Disaster Recovery Plan. 
The following functions and supporting IT systems are critical to the mission of  
the [[[[[[OFFICE NAME]]]]]]. These functions must become operational within  
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NUMBER OF HOURS after a catastrophic event resulting in the failure of the IT  
systems or damage to [[[[[[OFFICE NAME]]]]]] office areas: 
  ·  INSERT CRITICAL FUNCTIONS/SYSTEMS FROM OFFICE FUNCTION CRITICALITY 
MATRIX 
This COOP has tentatively identified TEMPORARY SITE as the temporary office  
site. Currently, the [[[[[[OFFICE NAME]]]]]] does not have formal arrangements  
in place for fulfilling its IT processing and communications requirements at a  
temporary site. Thus, should a disaster occur which would render the  
[[[[[[OFFICE NAME]]]]]] primary facility inoperative, the critical functions of  
the [[[[[[OFFICE NAME]]]]]] would cease, and any chance of a prompt resumption  
of IT processing activity would be greatly diminished. The following IT systems  
and general resources are critical to the accomplishment of the [[[[[[OFFICE  
NAME]]]]]] mission: 
    INSERT SELECTED HARDWARE, SOFTWARE/DATABASE, AND 
COMMUNICATIONS RESOURCES  
    FROM THE CRITICAL RESOURCES INVENTORY 
It is recommended that: 
  ·  Consideration be given to identifying and formally designating a temporary  
  site with compatible AIS processing and communications systems, and that this  
  site be the TEMPORARY SITE, OFFICE, OPERATING ADMINISTRATION, AGENCY, OR 
OTHER  
  LOCATION; 
  ·  Consideration be given to identifying and formally designating a backup  
  storage facility for the secure storage of critical backup software and  
  database media, supporting documentation and files, and certain critical  
  supplies, and that this site be the IDENTIFY BACKUP STORAGE LOCATION; and 
  Consideration be given to identifying, designating, and pre-positioning the  
  critical software, databases, documentation, files, and supplies identified in  
  this plan. 
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COMMAND CENTER  
RESTORATION  
OBJECTIVES  
CONTINUITY TEAM ORGANIZATION  
OVERVIEW  
ACTIVATION OF THE PLAN  
TEAM ROLES AND RESPONSIBILITIES  
[[[[[[OFFICE NAME]]]]]] MANAGEMENT  
DATA CENTER RECOVERY MANAGEMENT  
[[[[[[OFFICE NAME]]]]]] RESTORATION MANAGEMENT 
REPORTING STRUCTURE  
PLAN MAINTENANCE  
INTRODUCTION  
SCHEDULED MAINTENANCE  
UNSCHEDULED MAINTENANCE  
RESUMPTION AND RECOVERY CONFIGURATION  
PLAN EXERCISE  
INTRODUCTION 
TYPE AND SCOPE OF EXERCISES 
  Structured Walk-Through 
  Tactical  
  Live Production  
  Simulation  
  Announced And Unannounced  
  When to Exercise  
  Responsibility for Establishing Exercise Scenarios  
  Exercise Scenarios  
  Exercise Evaluation  
  Reviewing Exercise Results 
  Schedule of Exercises  
  Education and Training  
  
PLAN OVERVIEW 
INTRODUCTION 
This Continuity Of Operations Plan (COOP) for the [[[[[[OFFICE NAME]]]]]] was  
developed to assist in preventing events which might disrupt [[[[[[OFFICE  
NAME]]]]]] business operations and services, where possible, and to minimize the  
potential impact on the [[[[[[OFFICE NAME]]]]]] of any unavoidable disruption.  
This Plan recognizes the possibility that individuals may execute resumption and  
recovery operation with limited prior exposure to or knowledge of the entire  
plan in detail. Therefore, the plan's development focused on the following  
issues:  
  heightened awareness of management and employees  
  advanced preparation to minimize impact potential; and,  
  training in the execution of pre-defined and pre-assigned responsibilities and  
  tasks.  
The [[[[[[OFFICE NAME]]]]]] COOP includes the strategies, actions, and  
procedures to resume the business operations and functions located at: 
Department of Transportation (DOT) 



DTRS57-02-R-20032 

 246 

[[[[[[OFFICE NAME]]]]]] 
Office Address 
This chapter of the Plan document contains a statement of management policy. It  
identifies the plan's objectives, its scope and limitations, the assumptions  
made during its development and guidelines for administering the plan’s  
contents. 
STATEMENT OF POLICY 
DOT and [[[[[[OFFICE NAME]]]]]] recognize and acknowledge that the protection of  
its assets and business operations is a major responsibility to its employees  
and to the communities it serves. Therefore, it is a policy of DOT and  
[[[[[[OFFICE NAME]]]]]] that a viable COOP be established and maintained to  
ensure high levels of service quality and availability. It is also a policy of  
DOT and [[[[[[OFFICE NAME]]]]]] to protect life, information and equipment,  
respectively, in that order. To this end, procedures have been developed to  
support the resumption of time-sensitive business operations and functions in  
the event of their disruption at [[[[[[OFFICE NAME]]]]]]. [[[[[[OFFICE  
NAME]]]]]] is committed to supporting service resumption and recovery efforts at  
alternate facilities, if required. Likewise, [[[[[[OFFICE NAME]]]]]] and its  
management are responsible for developing and maintaining a viable COOP that  
conforms to acceptable insurance, regulatory and ethical practices and is  
consistent with the provisions and direction of DOT strategic and tactical  
plans. 
OBJECTIVES 
The objective of a COOP is to assist [[[[[[OFFICE NAME]]]]]] in resuming  
time-sensitive business 
operations and services, its technology, and its support operations in a timely  
and organized manner to continue as a viable and stable entity. 
The primary objectives of this COOP are:  
  To provide a tested vehicle which, when executed, will permit and support an  
  efficient, timely resumption of the interrupted business operations.  
  To ensure the continuity of the services provided from the affected facility  
  To minimize inconvenience and potential disruption to other business  
  functions.  
  To minimize the impact to DOT’s public image and adverse financial effects of  
  an outage.  
This COOP also seeks to minimize the following:  
  The number and frequency of 'ad hoc' decisions which must be made following a  
  disaster.  
  [[[[[[OFFICE NAME]]]]]]’s dependence on the participation of any specific  
  person or group of persons.  
  The need to develop and implement new procedures once the disaster has  
  occurred.  
  The loss of data and information, recognizing that some loss is inevitable.  
  Confusion and exposure to errors, omissions and unnecessary duplication of  
  effort.  
  The total elapsed time to execute response, recovery and restoration  
  processes.  
[[[[[[OFFICE NAME]]]]]]  
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PLAN OBJECTIVES 
With these general objectives in mind, the [[[[[[OFFICE NAME]]]]]] COOP has been  
developed to accomplish the following, specific objectives:  
  To resume technology operations and support for time-sensitive DOT business  
  operations in the event existing technology processing has been rendered  
  inoperable at the [[[[[[OFFICE NAME]]]]]].  
  To reduce the operational effects of a disaster on DOT time-sensitive business  
  operations through a set of pre-defined and flexible procedures to be used in  
  directing recovery operations.  
  To resume production processing of the most time-sensitive [[[[[[OFFICE  
  NAME]]]]]] computer systems, network services and applications within 7  
  calendar days following the disruptive event.  
  To resume production processing of less time-sensitive [[[[[[OFFICE NAME]]]]]]  
  computer systems and applications within 8 to 30 calendar days following the  
  disruptive event.  
  To resume full processing capability, including test and development work, for  
  [[[[[[OFFICE NAME]]]]]] technology and operations within 30 to 45 calendar  
  days following the event as permitted by the restoration effort.  
  To resume and maintain adequate service levels to DOT customers.  
  To provide a proper work environment for displaced staff while the  
  [[[[[[OFFICE NAME]]]]]] and its contents is being restored.  
  To ensure that normal [[[[[[OFFICE NAME]]]]]] business operations are restored  
  in a timely manner.  
  To provide [[[[[[OFFICE NAME]]]]]] with a viable, well-maintained plan.  
SCOPE 
The scope of this plan includes time-sensitive and less time-sensitive  
[[[[[[OFFICE NAME]]]]]] business functions, automated technology, and support  
areas of [[[[[[OFFICE NAME]]]]]] located at [[[OFFICE LOCATION]]]. This Plan  
will be activated in the event that the [[[OFFICE LOCATION]]] or a portion of it  
is involved in an emergency or is declared unusable for normal operation. 
This Plan addresses business resumption and recovery in a disaster situation as  
indicated above. It does not address building emergency and evacuation  
procedures or on-site resumption and recovery procedures. Actions related to the  
physical restoration process, in terms of primary site restoration, recovery  
de-activation, migration and re-establishment of normal operations,  
termination/shutdown of recovery operations at alternate sites and post-recovery  
operations are addressed in the tasks of the teams. This Plan was based on DOT  
management approval of those applications and associated support functions  
identified as time-sensitive. The time-sensitivity of the applications and  
services delivered from [[[[[[OFFICE NAME]]]]]] was documented during the  
pre-planning process known as a business plan analysis. The business plan  
analysis identified the time-sensitive business operations, automated technology  
processes, time-sensitive support operations and tolerable outage periods for  
which and after which disruptions could result in significant losses to DOT. The  
resulting application recovery priorities on which this plan is based are  
documented in the report ‘Computing Processes by Criticality’ included in the  
plan’s appendices. 
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ASSUMPTIONS 
The purpose of this section is to define the assumptions that were made  
in developing the plan for 
[[[[[[OFFICE NAME]]]]]].  
  Disaster: A disaster is considered to be any event that would render the  
  [[[[[[OFFICE NAME]]]]]] facility unusable or inaccessible for a period of time  
  estimated to exceed 2 business days. 
  Worst-Case Interruption: [[[[[[OFFICE NAME]]]]]] facilities are totally  
  unusable or inaccessible and there is no salvageable equipment, data,  
  documentation, etc. 
  Less-Severe Interruption: Although the plan is designed for the worst case,  
  the ability to resume operations from less serious interruptions is inherent  
  within the plan because of the plan’s structure by time-sensitive application,  
  information system and support area. 
  Localized Emergencies: In circumstances involving a localized event (i.e.  
  limited to 
  [[[[[[OFFICE NAME]]]]]]), equipment vendors and local utility companies should  
  normally be able to install replacement computer and communications hardware  
  and telephone circuits in 'x' to 'x' calendar days. This assumes that  
  replacement service/equipment orders are placed on an "emergency" basis at the  
  time of the event. It also assumes that [[[[[[OFFICE NAME]]]]]] can quickly  
  obtain and prepare suitable alternate site(s) to serve as an interim or  
  temporary resumption and recovery centers for its business operations and  
  information processing centers, in a period of 3 to 5 days. 
     Regional Emergencies: In the event of a regional emergency, such as an  
  earthquake or a tornado, the time to acquire the necessary computer equipment 
   and data circuits could require weeks. This will be due to multiple  
  organizations contending for the same emergency resources and services.  
  Regional emergencies which cause wide-spread disruption of public utilities  
  such as electricity, water and network services may also cause additional  
  delays in re-establishing DOT [[[[[[OFFICE NAME]]]]]] business and technology  
  operations without pre-identified and pre-conditioned/contractual alternate  
  backup sites. 
  Alternate Operating Sites: This plan assumes that [[[[[[OFFICE NAME]]]]]] will  
  have access to and use of sufficient physical sites within the DOT environment  
  to meet its application recovery time objectives. Sites currently considered  
  eligible [[[[[[OFFICE NAME]]]]]] temporary recovery locations are listed in  
  the report ‘Location Information’ located in the plan appendices. The  
  pre-positioning of redundant equipment, environmental conditioning and access  
  to the DOT WAN necessary to accomplish application recovery is addressed in  
  [Appendix ?] 
  Plan Documentation: The level of documentation in the plan assumes and  
  requires that [[[[[[OFFICE NAME]]]]]] management and staff are familiar with  
  [[[[[[OFFICE NAME]]]]]] 's business operations, its automated technology and  
  the requirements of the [[[[[[OFFICE NAME]]]]]] COOP. 
  Available Personnel: Sufficient management and staff, familiar with and  
  trained in the procedures and tasks in this plan, will be available subsequent  
  to the interrupting event t execute their recovery responsibilities and to  
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  support the restoration effort. [[[[[[OFFICE NAME]]]]]] personnel understand  
  that, following a major interruption of services/operations, it will not be a  
  matter of "business as usual" but "survival". 
  Vital Records: All business documentation, files that would be necessary for  
  resumption and recovery purposes are backed up and stored/located safely away  
  from the [[[[[[OFFICE NAME]]]]]] using a rotation schedule that minimizes data  
  loss. 
  [[[[[[OFFICE NAME]]]]]] Computer Data: All computer files required to  
  implement resumption of the [[[[[[OFFICE NAME]]]]]] current operating  
  environments, and/or that support time-sensitive business operations are  
  backed up daily. This information is rotated to a safe offsite location  
  according to a schedule that minimizes data loss and the effort to reconstruct  
  production environments. The type of backups and the timing of the off-site  
  rotation and retention are approved by DIT management and are considered  
  sufficient to minimize the re-entry/re-construction of data and the  
  recreation/forward recovery of files to current status. 
  Backup Storage Locations: All backup items for resumption and recovery are  
  stored on-site and off-site or can be easily and quickly obtained or created  
  from other identified sources. The backups stored on-site are in a series of  
  fire resistant safes that are located within the [[[[[[OFFICE NAME]]]]]] data  
  center boundaries. The backups stored off-site are in a secured location that  
  is sufficiently distant from the primary site so they will be unaffected by  
  most interrupting events. These stored backups are considered to be the only  
  resources available to implement resumption. This plan assumes that the  
  locations (other than the [[[[[[OFFICE NAME]]]]]]) where backups are stored  
  were not affected by the emergency incident/situation and can be accessed by  
  DOT personnel. 
  Internal and External Contacts: All information necessary to complete the  
  internal and external contacts quickly and accurately during resumption is  
  documented and maintained in the plan. 
  Application Recovery Time Frames: The time frame in which each time-sensitive  
  application and supporting computer/network system has been set by DOT  
  [[[[[[OFFICE NAME]]]]]] Management, is current with the needs of [[[[[[OFFICE  
  NAME]]]]]]’s clients and is available within this plan. The resumption of each  
  application is greatly dependent on the availability of [[[[[[OFFICE  
  NAME]]]]]] personnel, its information files, and its access to the IT systems  
  and data files. Actual time-frames for resumption and recovery may be  
  influenced by the availability of alternate operating sites, hardware and  
  software, current backup files, and the reload time requirements of the IT  
  System architectures. 
RECOVERY STRATEGY 
Loss of functionality at [[[[[[OFFICE NAME]]]]]] will have a significant impact  
on application and data delivery throughout DOT. The [[[[[[OFFICE NAME]]]]]]  
COOP has been developed to respond effectively to a significant outage by using  
a pre-defined method for utilizing various facility, staff and technical  
resources. This method, known as the recovery strategy, has been selected to  
help ensure that [[[[[[OFFICE NAME]]]]]] will accomplish the resumption and  
recovery of business functions within stated time frames at required levels of  
service. Serous consideration has been given to selecting a recovery strategy  
that is workable as well as cost efficient. This Plan’s recovery strategy  
anticipates the availability of other DOT/Federal Agency locations for use as  
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alternate processing and network termination sites. (A prioritized list of  
eligible locations is provided in the ‘Location Information’ report in the  
Action Plan section of this document.) The sites were selected for their ability  
to support the [[[[[[OFFICE NAME]]]]]]’s technical infrastructure requirements  
while providing the best possible access to the DOT WAN. Selected [[[[[[OFFICE  
NAME]]]]]] continuity teams will relocate to the selected sites and begin  
preparing them for use as alternate processing locations should a business  
disruption require the activation of this plan. Where pre-positioned equipment  
and services are in place, [[[[[[OFFICE NAME]]]]]] teams will activate those  
resources as soon as possible. Where additional equipment and other services are  
needed to upgrade a site to full utilization, these items will be acquired and  
installed on an emergency basis. Configuration details for current [[[[[[OFFICE  
NAME]]]]]] Nodes, Servers and network management device are included in this  
plan to help expedite this "acquire time of disaster" strategy as are the  
current inventory of DOT contracts for which emergency requisitions will be  
drafted (see Action Plan Appendices). 
PLAN ADMINISTRATION 
The scope of administration duties and responsibilities includes, but is not  
limited to, the continued endorsement of the plan through the mandatory,  
documented review of the plan by [[[[[[OFFICE NAME]]]]]] management and team  
members, on no less than an annual basis. A report on the plan's administration  
is to be presented/submitted to DOT Sr. Management annually or as otherwise  
required. The [[[[[[OFFICE NAME]]]]]] ISSO is responsible for the administration  
of the plan. The ISSO will ensure that DOT and [[[[[[OFFICE NAME]]]]]] standards  
and procedures are developed to address plan administration needs. The ISSO will  
also include any relevant, related documentation in the Plan. As custodian and  
administrator of the [[[[[[OFFICE NAME]]]]]] COOP, the ISSO must have a thorough  
knowledge of all Plan contents. As a further safeguard, the ISSO should never be  
the sole person in the organization with extensive knowledge of the structure  
and contents of the Plan; an alternate COOP Coordinator should be a full  
participant in all Plan maintenance and exercise activities. Responsibility for  
maintaining specific sections of the [[[[[[OFFICE NAME]]]]]] COOP resides with  
each Team Leader in accordance with the Team's objectives and functional  
responsibilities for Response, Resumption, Recovery and Restoration. Team  
Leaders must ensure compliance with these documented procedures for Plan  
administration. Each [[[[[[OFFICE NAME]]]]]] employee, regardless of their role  
as a team member, is responsible for providing updated personal contact  
information to the ISSO as changes occur. 
Each [[[[[[OFFICE NAME]]]]]] employee is responsible for the maintenance of  
[[[[[[OFFICE NAME]]]]]]’s capability to respond and resume operation following a  
disaster. Some individuals will have more direct responsibility than others  
will. Nevertheless, each individual must be aware of the necessity for the  
preservation of such a continuity capability and must perform to the utmost to  
ensure that the response, resumption, recovery or restoration capability is  
truly viable. Should a plan review necessitate changes or updates, the ISSO is  
responsible for implementing the changes and issuing updated Plan documentation.  
Individuals in responsible management positions will be called upon periodically  
to provide information necessary for maintaining a viable plan and an exercised  
continuity capability. 
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CONTINUITY PROCESS OVERVIEW 
INTRODUCTION 
This section outlines the four major stages of the continuity process as it  
applies to this plan. It 
describes the central activities and objectives of each stage and the  
relationships among stages. Actual circumstances of the business interruption or  
disaster will determine whether a particular stage is initiated and how long it  
will take to complete. This section provides guidelines and explains continuity  
process. The information needed to implement each stage is located in the Action  
Plan section of this document. 
EMERGENCY RESPONSE 
Following the notification of the emergency incident or situation, a team of key  
[[[[[[OFFICE NAME]]]]]] personnel, the Assessment team, will first assemble at  
the incident site and immediately begin to 
assess and evaluate the altered business environment for DOT [[[[[[OFFICE  
NAME]]]]]]. 
The primary objectives of the [[[[[[OFFICE NAME]]]]]] Assessment team are:  
  To establish an immediate and controlled DOT presence at the incident site;  
  To conduct a preliminary assessment of incident impact, known injuries, extent  
  of damage, and disruption to the [[[[[[OFFICE NAME]]]]]]’s services and  
  business operations;  
  To notify the [[[OFFICE NAME]]] Management team;  
  To determine if and/or when access to the [[[OFFICE NAME]]] facilities will be  
  allowed; and  
  To provide the [[[OFFICE NAME]]] Management team with the facts necessary to  
  make informed decisions regarding subsequent recovery activity.  
It must be noted that response to an emergency does not necessarily or  
automatically translate into the declaration of a disaster and the  
implementation of a full resumption operation. 
Activation of the [[[OFFICE NAME]]] disaster recovery portion of the COOP  
requires significant expenditures of time, personnel and financial resources.  
The [[[OFFICE NAME]]] Management team will determine whether or not the  
expenditure of resources are warranted and to what extent they are justified  
based on the information and recommendations provided by the Assessment Team.  
Refer to the Action Plan portion of this document for contact lists, team  
assignments, and checklists of specific tasks to be performed. The flowchart on  
the following page provides a graphical overview of the Emergency Response  
process. 
   
Figure 1: Emergency Response Process 
  
INCIDENT ALERT 
Initial notification of an incident or situation is expected to come directly  
from a [[[OFFICE NAME]]] staff member. Other potential sources of incident  
notification might be the police, the fire company, security service, the news  
 
media, etc. In any case, if you are the first employee to become aware of an  
emergency situation at the [[[OFFICE NAME]]], it is important that you contact  
the members of the [[[OFFICE NAME]]] Assessment team about the emergency  
incident as soon as possible. They will begin emergency response activities and  
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alert the [[[OFFICE NAME]]] Management team. Initial attempts to contact the  
[[[OFFICE NAME]]] Management teams should not exceed two hours. After that time,  
the Assessment Team leader should list the names of individuals could not be  
contacted and assign someone else to continue the notification process and/or to  
temporarily assume the individuals assigned responsibilities. 
SAMPLE INCIDENT ALERT SCRIPT 
The following format is suggested for all individuals receiving/providing  
notification of an emergency incident or situation:  
  If you receive a call notifying you of an emergency incident or situation,  
  write down the message. Repeat the message back to the caller to verify its  
  accuracy.  
  Request that the individual making the notification meet the [[[OFFICE NAME]]]  
  Assessment Team at the incident site. Provide an estimated time of arrival.  
  If you are the first person notified, contact [[[OFFICE NAME]]] Facilities  
  Management to verify the reported emergency incident or notification.  
  Notify the [[[OFFICE NAME]]] Assessment Team. Refer to the Action Plan for  
  contact information.  
  Read the information received to each person you call, briefly stating the  
  nature of the problem and the time of the reported incident. Do not speculate  
  on injuries or damage to avoid possible confusion.  
  Instruct each person you contact to proceed to the pre-determined emergency  
  meeting site or other designated location. Determine each person's estimated  
  time of arrival.  
  Instruct all individuals contacted to avoid making comments to news media,  
  customers, vendors, etc. An official DOT-designated spokesperson will provide  
  the news releases to the press, news media, etc.  
  Give instructions to each contacted individual as to what is expected of them,  
  (e.g. report to the emergency response site, stand by for further  
  instructions, etc.). Activate only the employees needed immediately and  
  prepare a notification list and contact schedule for other individuals if  
  required.  
  Maintain a record of all calls attempted and completed. Report the  
  notification results to the WWC Management Team  
NOTIFICATION GUIDELINES 
All Team Leaders and Team Members have been assigned call tree responsibilities  
that should 
be followed during the emergency notification. The [[[OFFICE NAME]]] Management  
Team will determine if DOT sites with time-sensitive functions should be  
notified and a disaster situation declared based on the preliminary assessment  
of the situation. If the emergency notification procedures are initiated, each  
Team Leader will be responsible for contacting their Alternate Team Leader and  
Team Members with specific instructions. If the Team Leader is not available,  
the Alternate Team Leader will assume the Team Leader’s responsibilities. In the  
event the Alternate Team Leader is also not available, the [[[OFFICE NAME]]]  
Management Team will assign someone to complete the notifications until the  
Primary or Alternate Team Leaders become available and resume their  
responsibilities. It is important that all key personnel be notified of the  
disaster as soon as possible to begin business resumption operations. The  
Employee/Contractor Notification List has the telephone numbers for the  
essential personnel to be notified in predetermined sequence. 
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OBJECTIVES 
The objectives for the continuity organization during emergency response are as  
follows:  
  Complete emergency response, notification and mobilization duties as directed  
  by the [[[OFFICE NAME]]] Management Team.  
  Ensure the [[[OFFICE NAME]]] Management Team is contacted and appraised of  
  situation's status and activity.  
  Obtain reports of personnel injury or related matters from Facilities or  
  Security and/or local authorities.  
  Perform assessment(s) and evaluation(s) until the extent of impact or damage  
  can be determined.  
  Document the results of the preliminary assessment(s) and evaluation(s) and  
  submit the report to the [[[OFFICE NAME]]] Management Team with  
  recommendations to terminate the emergency response activities or activate  
  subsequent plan operations.  
  Terminate or expand/extend the operation as directed by the [[[OFFICE NAME]]]  
  Management team.  
RESUMPTION 
During the Resumption stage of the continuity process, [[[OFFICE NAME]]] will  
use its pre-defined alternate sites to reestablish processing and network  
capability for the most time sensitive DOT applications. The [[[OFFICE NAME]]]  
Management Team will initiate this plan if they determine that the interruption  
is significant enough to warrant its activation. Note that resumption activities  
may be executed concurrently with emergency response actions. 
Key elements of the resumption phase include:  
  Establishing and organization a Command Center from which to manage resumption  
  activities.  
  Activating and mobilizing the continuity teams needed resume time-sensitive  
  application restoration.  
  Evaluating alternate site equipment and network service for the necessary  
  enhancements to support time-sensitive application recovery.  
  Mobilizing and activating the support teams needed to support enhancement and  
  use of the alternate site(s).  
  Notifying and informing [[[OFFICE NAME]]] clients and DOT Management of the  
  situation.  
  Alerting employees and close contractors not assigned to the continuity  
  organization, vendors and other key organizations to the situation and the  
  their role during resumption and recovery.  
Once mobilized, the Support teams will be instructed in their reporting and  
action requirements. The necessary site assessments, evaluations and the  
initiation of salvage operations will be completed once the Command Center is  
established. Additional alerts to supporting vendors, management and customers  
will also be conducted from the Command Center. 
Based on the information/recommendations provided by the [[[OFFICE NAME]]]  
Assessment & Salvage team, the [[[OFFICE NAME]]] Management team will determine  
whether or not the expenditure of the above resources are warranted, to what  
extent they are justified, and what actions will be taken. 
OBJECTIVES 
The objectives that will become the major focus of the Resumption stage are:  
  To prepare for and/or implement the procedures necessary to facilitate and  
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  support the resumption process and subsequent restoration operations, as  
  required.  
  To mobilize and activate the continuity teams responsible for reactivating  
  critical applications.  
  To alert employees, vendors and other internal and external individuals and  
  organizations.  
  To begin implementing procedures to re-establish time-sensitive processes and  
  applications. This may include relocating to a temporary facility,  
  re-establishing communications at an alternate site, etc.  
COMMAND CENTER 
A Command Center headquarters will be established if management decides to  
continue and escalate situation from emergency response to resumption  
operations. The site for the Command Center headquarters site should be  
identified in advance. Initial activities performed at the Command Center are  
described below:  
  If the [[[OFFICE NAME]]] facility can be accessed, further assessments and  
  evaluations of the on-site conditions, the damage impact and extent of the  
  emergency incident/situation will be completed.  
  Use of the command center may be confined to management meetings and the  
  cancellation of the resumption operation if the facility (e.g., work areas,  
  fixed assets, files, equipment, voice communications, etc.) are unaffected and  
  the emergency incident/situation problems can be resolved without major impact  
  to service delivery.  
  If the information about the emergency incident/situation problems is  
  inconclusive, the command center will be used as a meeting site until the  
  assessments are completed.  
  If the emergency incident/situation is such that the resumption operation  
  needs to be continued or further escalated, and/or a disaster declared, the  
  command center should be organized and the appropriate support and resumption  
  teams notified and activated as required.  
RECOVERY 
The Recovery stage of the continuity process concerns the re-activation of a  
greater scope of business processes and services beyond the most time-sensitive  
processes. [[[OFFICE NAME]]] Management will initiate recovery stage operations  
if the estimate of total outage indicate the need to expand service delivery  
using alternative locations and resources. If, for example, the impact on the  
[[[OFFICE NAME]]] facility is expected to take more than 30 days to resolve, the  
recovery stage may be initiated at alternative sites and the appropriate  
resources devoted to those applications. Alternatively, if it is estimated that  
15 days would be needed to restore [[[OFFICE NAME]]] to full function, [[[OFFICE  
NAME]]] Management might initiate a parallel effort to resume less  
time-sensitive operations at [[[OFFICE NAME]]], while planning the migration of  
resumption activities from the alternate site to the [[[OFFICE NAME]]] facility.  
Consequently, recovery, resumption and restoration stage activities may be  
conducted with some parallelism as dictated by the situation. 
OBJECTIVES 
The objectives for recovery stage operations include:  
  Maintaining a Command Center, which provides sufficient support for resumption  
  and recovery operations.  
  Mobilizing and activating additional continuity teams to facilitate the  



DTRS57-02-R-20032 

 255 

  recovery of less time-sensitive business operations.  
  Maintaining an adequate level of Support team coverage to support all business  
  operations.  
  Maintaining an adequate level of technology team coverage to sustain  
  information processing service demand as they grow in scope.  
  Maintaining communication with the continuity organization, clients and senior  
  management.  
COMMAND CENTER 
The level of support maintained at the Command Center headquarters during  
recovery will be determined by the [[[OFFICE NAME]]] Management team based upon:  
  the scope of the disaster,  
  the number of business operations and/or applications affected,  
  the level of support required for the recovery of business operations; and  
  the perception of on-going risks and/or exposures.  
RESTORATION 
When local officials allow access to the building, the [[[OFFICE NAME]]]  
Management team will initiate the Restoration phase of this plan. The  
Restoration stage builds on the assessments performed in the emergency response  
stage with the goal of returning the impacted facility to its pre-disaster  
capabilities. In circumstances where the original facility was assessed as  
beyond repair, this stage will involve the acquisition and outfitting of new  
permanent facilities. 
The restoration process will include the assessment of:  
  environmental contamination of the affected areas;  
  structural integrity of the building; and  
  the damage to furniture, fixtures and equipment.  
Restoration will begin in earnest when solid estimates of contamination,  
structural damage and asset loss can be obtained and personnel resources can be  
dedicated to the management and coordination of the process. This phase may be  
executed sequential to, or concurrent with, the Resumption and/ or Recovery  
stages. 
OBJECTIVES 
In addition to maintaining a Command Center that provides sufficient support for  
resumption and restoration operations, objectives of the Restoration stage are  
to:  
  maintain an adequate level of support team coverage to support all business  
  operations,  
  maintain an adequate technology teams coverage to sustain information  
  processing operations,  
  maintain communication with the continuity organization,  
  clean and/or decontamination of the building,  
  repair and/or restore the building or construct/acquire of a new facility,  
  replace the contents of the building and,  
  coordinate the relocation and/or migration of business operations, support and  
  technology departments from temporary facilities to the repaired or new  
  facility.  
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CONTINUITY TEAM ORGANIZATION 
OVERVIEW 
In the event of a disaster, the normal organization of DOT [[[OFFICE NAME]]]  
will shift to that of the continuity organization. Department will shift from  
the current organizational, "business as usual", structure to an organization  
working towards survival and the resumption of time-sensitive business  
operations. The teams associated with this plan represent [[[OFFICE NAME]]]  
functional units and/or or support functions developed to respond, resume,  
recover or restore operations of the [[[OFFICE NAME]]] facility. Each team is  
comprised of individuals with specific responsibilities or tasks that must be  
completed to fully execute the plan. A primary and alternate team leader who is  
responsible to the plan owner leads each team. Each team is a sub-unit of the  
continuity organization. Each team is structured to provide dedicated, focused  
support, in the areas of its particular experience and expertise, for specific  
response, resumption and recovery tasks, responsibilities, and objectives. A  
high degree of interaction among all teams will be required to execute this  
plan. Each team's eventual goal is the resumption/recovery and the return to  
stable and normal business operations and technology environments. Each team  
leader will report status and progress updates its management team throughout  
the continuity process. Close coordination must be maintained with [[[OFFICE  
 
NAME]]] Management and each of the other teams throughout the resumption and  
recovery operations. 
The primary responsibilities of the continuity organization are:  
  To protect employees and information assets until normal business operations  
  are resumed.  
  To ensure that a viable capability exists to respond to an incident.  
  To manage all response, resumption, recovery and restoration activities.  
  To support and communicate with DOT staff and other locations within the  
  enterprise.  
  To accomplish rapid and efficient resumption of time-sensitive technology and  
  business operations.  
  To ensure all insurance and regulatory requirements are satisfied.  
  To exercise impact resumption and recovery expenditure decisions.  
  To streamline the reporting of resumption and recovery progress between the  
  teams and both [[[OFFICE NAME]]] and DOT Management.  
During Emergency Response, the primary responsibilities of the continuity  
organization are:  
  To establish an immediate and controlled company presence at the incident site  
  To conduct a preliminary assessment of incident impact, known injuries, extent  
  of damage, and disruption to the enterprise’s services and business  
  operations.  
  To determine if and/or when access to the Wilton Woods facility will be  
  allowed.  
  To provide Executive Management with the facts necessary to make informed  
  decisions regarding subsequent resumption and recovery activity.  
During Resumption, the primary responsibilities of the continuity organization  
are:  
  To establish and organize a control center for the resumption operations.  
  To notify and appraise team leaders of the situation.  
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  To mobilize and activate the operations teams necessary to facilitate the  
  resumption process;  
  To alert employees, vendors and other internal and external individuals and  
  organizations.  
During Recovery, the primary responsibilities of the continuity organization  
are:  
  To prepare for and/or implement procedures to facilitate and support the  
  recovery of less time-sensitive business operations.  
  To mobilize additional continuity teams and support organizations as required.  
  To maintain an information flow regarding the status of recovery operations  
  among employees, vendors and other internal and external individuals and  
  organizations.  
During Restoration, the primary responsibilities of the continuity organization  
are:  
  To manage salvage, repair and/or refurbishment efforts at the affected  
  facility.  
  To prepare procedures necessary to the relocation or migration of business  
  operations to the new or repaired facility.  
  To implement procedures necessary to mobilize operations, support and  
  technology department relocation or migration.  
  To manage the relocation/migration effort as well as perform employee, vendor,  
  and customer notification before, during and after relocation or migration.  
ACTIVATION OF THE PLAN 
Activation of FCPS DIT plan will be executed when an emergency occurs that  
necessitates a response beyond the scope of standard daily operating procedures.  
Only the following selected personnel may activate this entire plan, or any  
phase thereof, and/or declare a disaster situation for DOT [[[OFFICE NAME]]].  
The [[[OFFICE NAME]]] Management team will decide whether or not to activate the  
Plan and/or declare a disaster. Their decision will be based on a preliminary  
assessment of the business interruption incident, including any physical  
impairment to the facility. Pending their decision, emergency notification of   
DOT [[[OFFICE NAME]]] personnel will be initiated and the entire plan, or any  
phase thereof, will be activated, as directed.  
  Technology teams focused on restoring data center based applications will be  
  activated only as directed by the [[[OFFICE NAME]]] Management team. Each team  
  consists of unique procedures, tasks, contact and resource information.  
  Applications will be restored according to established priorities.  
  [[[OFFICE NAME]]] unit restoration teams will be activated only as directed by  
  the [[[OFFICE NAME]]] Continuity Management team based on the impact of the  
  disruption. Business unit restoration priorities will be established in  
  response to the disruption. Business unit staff will focus on supporting data  
  center and application recovery priorities. Team procedures, resources and  
  procedures are included along with specific business unit attachments (e.g.  
  resource and notification information) and action tasks.  
TEAM ROLES AND RESPONSIBILITIES 
Following the Response phase of the plan, [[[OFFICE NAME]]] has organized into  
teams to execute its resumption and recovery activities on behalf of DOT. To  
accomplish the tasks assigned, each team will draw upon the expertise of  
supporting organizations both internal and external, as necessary. This section  
of the plan identifies the major groups of teams required to accomplish  
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recovery. Each team has a minimum of a leader and one or more members  
representing the skills appropriate to the team’s role. Team leaders/alternates  
must be thoroughly familiar with the responsibilities not only of their team,  
but also of all the teams with which they must interact. A detailed list of  
teams and their current team members are located in the Action Plan. 
The roles and responsibilities of each major group of teams are outlined below. 
[[[OFFICE NAME]]] MANAGEMENT  
  Approve the activation of the plan or the declaration of a disaster.  
  Approve expenditures as required.  
  Coordinate with DOT Management on the issuance of related news releases to the  
  press and media.  
  Monitor all activities with the Recovery and Restoration Management teams.  
  Provide executive management direction and counsel to activated teams as  
  required.  
  Coordinate all personnel matters and issues involving employee fatalities and  
  injuries and notifications to employees' families and dependents with DOT  
  management. This may also include professional counseling and financial  
  support for employees.  
  Review progress and status with DOT Management.  
  Manage the resumption and recovery of all [[[OFFICE NAME]]] business  
  operations and service delivery.  
  Establish and organize a business resumption headquarters at an alternate  
  site. Organize the business resumption Command Center.  
  Direct and support team leaders. Make assignments, as appropriate.  
  Ensure that a damage assessment and salvage operation is conducted at the  
  primary site.  
  Control the activation of the business resumption procedures.  
  Coordinate the eventual restoration/relocation of the primary site.  
  Report resumption and recovery progress to DOT Management.  
DATA CENTER RECOVERY MANAGEMENT  
  Contact key personnel required for resumption of time-sensitive functions.  
  Alert all personnel and instruct them to report to their designated areas, as  
  required.  
  Perform tasks to resume time-sensitive functions, as required.  
  Work with support teams to obtain support required for service delivery.  
  Report the status of resumption activity to the [[[OFFICE NAME]]] Management  
  team.  
  Manage all administrative activities associated with the resumption and  
  recovery operations.  
  Notify alternate backup sites and/or vendors of disaster declaration.  
  Identify and coordinate procurement for equipment and services for alternate  
  site installation.  
  Identify and retrieve all backup files from off-site storage.  
  Request assistance to establish data and telecommunications if necessary.  
  Execute IT Systems resumption procedures.  
  Manage IT Systems operations at the alternate and primary sites if necessary.  
[[[OFFICE NAME]]] RESTORATION MANAGEMENT  
  Coordinate salvage and/or reconstruction of the [[[OFFICE NAME]]] facility if  
  appropriate.  
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  Coordinate the acquisition and outfitting of a new permanent site if necessary  
  Identify and coordinate procurement for equipment and services for the  
  permanent site.  
  Work with DOT support teams to obtain required services to restore and outfit  
  a permanent [[[OFFICE NAME]]] data center and office location.  
  Manage preparation of a migration plan from the alternate site to the  
  permanent site.  
  Coordinate migration and move-in logistics with the [[[OFFICE NAME]]]  
  Management, Data Center Recovery teams and with DOT support services.  
REPORTING STRUCTURE 
The following chart is a graphic representation of the reporting structure for  
the [[[OFFICE NAME]]] continuity organization that reflects the overall team  
organization and reporting structure that will be employed during response,  
resumption, recovery and restoration processes. 
[INSERT [[[OFFICE NAME]]] CONTINUITY ORGANIZATION HERE] 
PLAN MAINTENANCE 
INTRODUCTION 
COOP maintenance procedures are divided into two general categories: scheduled  
and unscheduled. Scheduled maintenance is time-driven, where unscheduled  
maintenance is event-driven. 
SCHEDULED MAINTENANCE 
Scheduled maintenance consists of quarterly reviews and updates as well as  
annual structured walk-through and/or tactical exercises (as described in the  
Plan Exercise section of this document). The purpose of the plan review is to  
determine whether changes are required to procedures, the continuity  
organization, and notification procedures. The ISSO is responsible for  
initiating scheduled maintenance activities in consultation with the [[[OFFICE  
NAME]]] Management Team. The ISSO shall initiate quarterly continuity plan  
reviews in the X week of the Y month of each quarter. He/she shall notify all  
continuity organization team leaders and alternate team leaders to review the  
response, resumption, recovery and restoration task lists, contact information  
and procedures for changes that may be required. Other DIT staff members may be  
invited to satisfy the needs of a specific review session. The reviews address  
events that have occurred within each team's area of responsibility that may  
affect the response, resumption, recovery and restoration capability. Teams  
shall submit required changes to the ISSO not later than the end of the X week  
of the Y month of each quarter. The ISSO shall incorporate all changes to the  
plan, distribute updated copies of the plan. 
UNSCHEDULED MAINTENANCE 
Certain maintenance requirements are unpredictable. The majority of unscheduled  
changes occur as the result of major changes to service level agreements,  
hardware configurations, networks, production processing, etc. 
Examples of items that may trigger the need for unscheduled maintenance include:  
  Changes in data processing architectures, hardware, or environmental changes  
  Major changes in operating system(s) or utility software programs  
  Major changes in the design of a production database  
  Major changes in communications, systems network design or implementation  
  Changes in off-site storage facilities and methods of cycling items, etc.  
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  Improvements or physical changes to the current computer center structure  
  Changes in the business or operating environment  
  Enterprise organizational changes that effect the continuity teams  
  New application systems development  
  Discontinuation of an application systems from processing schedules  
  Transfers, promotions or resignations of individuals on the emergency  
  notification list or continuity organization teams  
  Significant modification of basic functions, data flow requirements, or  
  accounting requirements within an application system  
The ISSO must be made aware of all changes to the COOP resulting from  
unscheduled maintenance. The ISSO shall then notify all continuity organization  
team leaders and alternate team leaders to review the plan for changes that may  
be required as a result of the item that has triggered the review. Team leaders  
will submit actual change data to the ISSO. The ISSO will team up with the  
person submitting the change and either update the COOP or assign the update  
responsibility to the affected continuity team(s). Cross-team coordination  
should be completed within two weeks of the review. Once this is done, the ISSO  
is responsible for any required updates to the plan, which result from the  
review. The ISSO shall print hard copies of the plan, and distribute copies. 
RESUMPTION AND RECOVERY CONFIGURATION 
The Continuity Plan maintenance process should include a periodic re-evaluation  
of the minimum hardware capacity required to provide short-term response,  
resumption, recovery and restoration capability. The re-evaluation process must  
address the capacity growth requirements associated with the increase of  
transaction processing volumes of the production application systems, as well as  
the addition of new systems to the production environment. Based on the existing  
configuration and requirements, it is assumed that the most effective  
configuration for supporting long-term recovery and restoration will be the  
installation of the computer hardware required to support normal or near-normal  
levels of processing in a temporary computer center. Special attention must be  
paid to ensure continuing compatibility of existing equipment with that which is  
installed at the alternate site. 
PLAN EXERCISE 
INTRODUCTION 
Documentation and periodic reviews of the [[[OFFICE NAME]]] Continuity Plan are  
reassuring. However, proof and confidence that the plan will work only results  
from completion of a successful exercise of the tactical strategies and  
procedures. Exercises of the [[[OFFICE NAME]]] Continuity Plan are designed to  
determine:  
  The state of readiness of the continuity organization to respond to and cope  
  with a disaster involving the data processing resources.  
  Whether backed up data and documentation stored off-site are adequate to  
  support the resumption business operations  
  Whether the inventories, tasks, and procedures are adequate to support the  
  resumption of business operations  
  Whether the WWC Continuity Plan has been properly maintained and updated to  
  reflect the actual resumption, recovery and restoration needs  
TYPE AND SCOPE OF EXERCISES 
A comprehensive program of exercises varying in scope and level of detail will  
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help ensure the effectiveness of the [[[OFFICE NAME]]] Continuity Plan. Examples  
of the types of exercises that may be incorporated in [[[OFFICE NAME]]]’s  
exercise program are outlined below. 
Structured Walk-Through 
In the Structured Walk-through, a disaster scenario is established, and the  
teams "walk-through" their assigned tasks. This is a role-playing activity that  
requires the participation of at least the team leaders and their alternates.  
The scenario will be made available in advance of the exercise to allow team  
members to review their assigned tasks in response to the exercise scenario. 
During the Structured Walk-through, the WWC Continuity Plan is checked for any  
errors or omissions. At the end of the Structured Walk-through any changes to  
the plan that are found to be necessary are implemented. 
Tactical 
A Tactical Exercise is a simulated exercise, conducted in a "war game" format.  
All members of the continuity organization are required to participate and  
perform their tasks and procedures under announced or surprise conditions. The  
exercise monitor provides information throughout the exercise to simulate events  
following an actual disaster. Generally, a disaster scenario is established and  
provided to all the business continuity team leaders, alternate team leaders,  
and team members located in a large conference room or utilizing  
video-conferencing. Each team executes its exercise objectives and interacts  
with other teams as they complete their actions. 
A "speeded up" clock is usually employed in order to complete three days'  
actions in one working day and requires the teams to respond to the scenario  
information in near real time. 
An eight-hour exercise will usually simulate forty-eight to seventy-two hours of  
resumption activity. As in the Structured Walk-through, the plan is checked for  
any errors or omissions. At the end of the Tactical Exercise, any changes to the  
plan that are found to be necessary are implemented. 
Live Production 
In a Live Production application system exercise, an operating system is brought  
to live status on the alternate processor(s), and the data communications  
network is switched to the alternate site. All resources, other than the  
computer and communications hardware needed to support this exercise, must be  
retrieved from the off-site storage facility. This exercise continues to  
validate the switching capability of the data communications network, and then  
to the production processing of selected applications systems, including User  
Login and application system data currency checks. A Live Production exercise  
will normally be conducted on a weekend when there is a lesser requirement to  
provide continued service to the user community. Assurance of overall  
recoverability can only be achieved through the conduct of a complete Live  
Production Application System Exercise. A Live Production exercise should be  
conducted once a year as the final exercise of resumption and recovery  
capability. 
Simulation 
This type of exercise requires the execution of notification, operating  
procedures, the use of equipment hardware/software, possible use of alternate  
site(s), and operations to ensure proper performance. Simulation exercises can  
and may be used in conjunction with checklist exercises for identification of  
required plan modification and staff training. Examples of procedures verified  
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during a simulation exercise include Emergency Procedures, Use of Alternative  
Methods, Telecommunications Backups, Agent/Vendor/Customer Notifications,  
Hardware Capacity and Performance, Software Transportability, Alternate Site  
Access, Team Mobilization, Off-Site File and Information Retrieval, Input Data  
Retrieval, etc. 
Announced And Unannounced 
Announced exercises are scheduled exercises generally involving actual  
resumption of computer processing at the alternate computer facility. Production  
processing is usually not interrupted, but may be planned for actual resumption  
and validation at the "Hot Site." This type of test usually involves the entire  
continuity organization, including selected users along with operations and  
technical staff. 
Unannounced exercises are surprise technical exercises that require processing  
to be actually recovered at the alternate site. Production processing continues  
in parallel and is not interrupted. This type of test generally involves only a  
small portion of the continuity organization and few, if any, users. 
When to Exercise 
Exercises should be conducted when:  
  a major revision to the plan has been completed;  
  additional production systems are implemented;  
  when significant changes in systems, applications and/or data communications  
  has occurred; and  
  the preparedness level of continuity teams must be verified.  
Responsibility for Establishing Exercise Scenarios 
The ISSO is responsible for making plan exercise recommendations to the  
[[[OFFICE NAME]]] Management Team and/or enterprise business continuity  
officials. Such recommendations include rationale for the exercise, the benefits  
expected to be derived from the exercise, and the specific objectives to be  
accomplished. A strategy will be developed for each exercise. Development of  
procedures that measure the effectiveness of the [[[OFFICE NAME]]] Continuity  
Plan will address the following plan elements:  
  Notification  
  Organization  
  Resources  
  Operations  
For all exercises, each major plan element may be evaluated independently, or  
these elements may be exercised as integral parts of the overall plan. 
Exercise Scenarios 
Exercise scenarios are normally developed to accomplish the objectives  
established by Executive Management. Some considerations in developing exercise  
scenarios include:  
  Re-exercising the plan segments that were determined to be deficient in past  
  exercises.  
  Exercising time-sensitive application systems that have never been recovered  
  or restored, or have not been recently exercised.  
  Involving those continuity organization team members that need more training  
  and preparation to maintain familiarity with their functions.  
  Ensuring that each exercise involves the use of only off-site storage and  
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  inventory items to ensure the completeness and accuracy of the off-site  
  inventory.  
  Deciding whether the exercise and associated parameters will be openly  
  announced or will be a surprise. This decision is usually made at the  
  discretion of the enterprise business continuity officials.  
Exercise Evaluation 
An unbiased evaluation team should evaluate the results of each exercise. This  
team should be made up of [[[OFFICE NAME]]] or external personnel (such as  
external auditors) who are removed from any participation in the exercise. The  
evaluation team should be focused entirely on the validity, currency and  
capability of the plan to recover and restore DOT time-sensitive application  
systems at the alternate computing facility. 
The Exercise Evaluation Team is charged with the following responsibilities:  
  Familiarization with the overall [[[OFFICE NAME]]] Continuity Plan.  
  Understanding thoroughly the objectives of the exercise to be conducted.  
  Monitoring and observing all the activities of the teams involved in the  
  exercise.  
  Ensuring that exercise objectives are met, from the [[[OFFICE NAME]]] and  
  client points of view.  
  Documenting findings related to the strengths and weaknesses observed during  
  the exercise.  
Each member of the continuity organization that participates in the exercise  
(team leader, alternate team leader, and team members) will be asked to evaluate  
the exercise’s effectiveness, success and value. 
Reviewing Exercise Results 
Team leaders and the ISSO will document exercise results as soon as possible,  
but not later than two weeks after completion of an announced or unannounced  
exercise. Selected members of the business continuity organization will review  
exercise results and resolve weaknesses and problems. The ISSO will chair the  
review and coordinate appropriate changes/updates to the plan. The results of  
the review will be presented to [[[OFFICE NAME]]] Management and the enterprise  
business continuity officials. 
Schedule of Exercises 
The [[[OFFICE NAME]]] Management team will schedule exercises. Exercises will be  
scheduled with consideration to seasonal production and business cycles, the  
number of processing systems or platforms in production and the time required to  
exercise both time-sensitive processes and full production systems. 
Education and Training 
Awareness of the need for and the process of maintaining a viable continuity  
capability are essential. This awareness is achieved through formal education  
and training sessions conducted on a regular basis. This provides a way of  
ensuring that the necessary understanding of the business continuity program and  
processes are understood by the personnel responsible for maintaining and  
executing the plan. 
The objectives of [[[OFFICE NAME]]] Continuity Plan training are to:  
  Train the key employees and management who are required to help maintain the  
  plan in a constant state of readiness  
  Train the key employees and management who are required to execute various  
  plan segments in the event of an extended computer outage  
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  Heighten planning awareness for those employees not directly involved in  
  maintaining and/or executing the plan  
The ISSO will schedule Educational seminars addressing business continuity in  
general and the [[[OFFICE NAME]]] Continuity Plan in particular on a regular  
basis. These seminars will include overviews of the:  
  Continuity strategy, priorities and time frames.  
  Business continuity organization structure and responsibilities.  
  [[[OFFICE NAME]]] COOP structure and contents.  
  Data Preservation methodologies and practices.  
  Plan administration, maintenance, and exercises.  
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  DEPARTMENTAL GUIDE TO 
  INCIDENT HANDLING PLANNING 
    
  PURPOSE  
    The purpose of this Guide is to provide Department of Transportation (DOT)  
    and their Operating Administration managers, ISSO’s and network  
    administrators with a step-by-step approach for developing an Incident  
    Handling capability within their organizations, and Incident Response Teams  
    capable of responding effectively and efficiently to information system  
    security "incidents".  
  SCOPE  
    The provisions of this Guide apply to the Department of Transportation  
    (DOT), its Secretarial Offices and Operating Administrations. 
  GOALS  
    The Goal of incident handling planning is to provide reasonable methods for  
    limiting the possibility of an adverse effect on a DOT Information System  
    due to the occurrence of an information system security incident, and for  
    facilitating the rapid and successful investigation of an incident, should  
    one occur. 
  REFERENCES  
    The DOT Departmental Information Resources Management Manual (DIRMM) DOT H  
    1350.2 implements statutory and regulatory Information Resources Management  
    (IRM) and security requirements for the Department. It also calls for  
    ensuring the confidentiality, integrity, and availability of information  
    contained, processed, or transmitted in/on sensitive systems. Refer to DOT H  
    1350.2.1 REGULATORY AND GUIDANCE DOCUMENTS for specific references. 
  OVERVIEW OF INCIDENT HANDLING  
    An information system security incident is an event that has actual—or the  
    potential for—adverse effects on computer or network operations. Such  
    incidents can result in fraud, waste, or abuse; can compromise information;  
    or can cause loss or damage to property or information. An incident can  
    result from a computer virus, other malicious code, employee malfeasance, or  
    a system intruder, either an insider or an outsider. Although it is known  
    that hackers and malicious code can pose serious threats to systems and  
    networks, actual incidents of such damage cannot be predicted. Security  
    incidents, such as break-ins and service disruptions, on larger networks  
    (e.g., the Internet), have harmed the computing capabilities or various  
    organizations. 
    Incident handling is closely related to Continuity Of Operations planning,  
    as described in DOT H 1350.254 Developmental Guide To Continuity Of  
    Operations Planning. In fact, an incident handling capability may be viewed  
    as a component of Continuity Of Operations planning, because it provides the  
    ability to react quickly and efficiently to disruptions in normal  
    processing. Broadly speaking, Continuity Of Operations planning addresses  
    events with the potential to interrupt system operations. Incident handling  
    can be considered that portion of contingency planning that responds to  
    malicious technical threats. 
    When left unchecked, malicious software can significantly harm an  
    organization's computing, depending on the technology and its connectivity.  
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    An incident handling capability provides a way for users to report  
    incidents, and the appropriate response and assistance to be provided to aid  
    in recovery. Technical capabilities (e.g., trained personnel, intrusion  
    detection, and virus identification software) are prepositioned, ready to be  
    used as necessary. Moreover, the organization will have already made  
    important contacts with other supportive sources (e.g., legal, technical,  
    and managerial) to aid in containment, identification and recovery efforts. 
    Like most Federal Agencies, DOT uses large LANs internally and also connects  
    to public networks, such as the Internet. By doing so, DOT increases its  
    exposure to threats from intruder activity. An incident handling capability  
    can provide enormous benefits by allowing a rapid response to suspicious  
    activity and coordinating incident handling with responsible agencies,  
    offices and individuals, as necessary. Intruder activity, whether hackers or  
    malicious code, can often affect many systems located at many different  
    network sites; thus, handling the incidents can be logistically complex and  
    can require information from outside the organization. By planning ahead,  
    such contacts can be pre-established, and the speed of response improved,  
    thereby containing and minimizing damage. 
    An incident handling capability also assists DOT in preventing (or at least  
    minimizing) damage from future incidents. Incidents can be studied  
    internally to gain a better understanding of current threats and  
    vulnerabilities, so that more effective safeguards can be implemented.  
    Additionally, through outside contacts (established by the incident handling  
    capability) early warnings of threats and vulnerabilities can be provided.  
    Mechanisms will already be in place to warn users of these risks.  
    Finally, having an incident handling capability allows DOT organizations to  
    learn from the incidents that they have experienced. Data about past  
    incidents (and the corrective measures taken) can be collected and analyzed  
    for patterns. Vulnerabilities can also be identified via this process.  
    Knowledge about the types of threats that are occurring and the presence of  
    vulnerabilities can aid in identifying security solutions. This information  
    will also prove useful in creating a more effective training and awareness  
    program, and thus help reduce the potential for losses. 
  INFORMATION SYSTEM SECURITY INCIDENTS 
  A. Intrusion 
    This is the deliberate attempt by an individual (insider / outsider) to gain  
    unauthorized access into a system. Unauthorized access encompasses a range  
    of incidents from improperly logging into a user's account (e.g., when a  
    hacker logs in to a legitimate user's account) to unauthorized access to  
    files and directories stored on a system or storage media by obtaining  
    superuser privileges. Unauthorized access could also entail access to  
    network data by planting an unauthorized "sniffer" program or device to  
    capture all packets traversing the network at a particular point. 
  B. Malicious Code 
    Malicious code attacks include attacks by programs such as viruses, Trojan  
    horse programs, worms, and scripts used by crackers/hackers to gain  
    privileges, capture passwords, and/or modify audit logs to exclude  
    unauthorized activity. Malicious code is particularly troublesome in that it  
    is typically written to masquerade its presence and, thus, is often  
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    difficult to detect. Self-replicating malicious code such as viruses and  
    worms can furthermore replicate rapidly, thereby making containment an  
    especially difficult problem. 
     C. Fraud and Theft 
    Information systems can be exploited for fraud and theft both by automating  
    traditional methods of fraud and by using new methods. Systems that control  
    access to any resource are targets (e.g., time and attendance systems,  
    financial systems, inventory systems, and long-distance telephone systems).  
    Information system fraud and theft can be committed by insiders or  
    outsiders. Insiders are responsible for most incidents of fraud. 
     D. Errors and Omissions 
    Errors and omissions can be caused during the creation or modification of  
    data. 
  E.    Employee Sabotage and Abuse 
    Employees are most familiar with their employer’s information systems and  
    know which actions might cause the most damage, mischief, or sabotage.  
    Common examples of information system-related sabotage include: 
    (1) Destroying hardware or facilities. 
    (2) Planting logic bombs that destroy programs or data. 
    (3) Intentionally entering data incorrectly. 
    (4) Crashing systems. 
    (5) Intentionally deleting data. 
    (6) Intentionally changing data. 
  F. Loss, Theft, or Damage 
    Computer equipment, software, and data may be misplaced, stolen, or  
    physically damaged. 
  G. Denial of Service 
    The information system is not available for use to authorized personnel due  
    to deliberate or accidental interference with system operations.  
    Perpetrators and malicious code can disrupt system services in many ways,  
    including erasing a critical program, "mail spamming" (flooding a user  
    account with electronic mail), and altering system functionality by  
    installing a Trojan horse program. 
 
  INCIDENT HANDLING PLANNING 
    Incident handling planning may be accomplished as a five-step process,  
    consisting of: 
    Step 1 – Identifying measures that help to prevent incidents from occurring,  
    such as the use of anti-virus software, firewalls, and other tools and  
    practices. 
    Step 2 – Defining measures that can detect the occurrence of an incident,  
    such as intrusion detection monitoring systems, firewalls, router tables and  
    anti-virus software. 
    Step 3 – Establishing procedures for reporting and communicating an  
    incident. This reporting procedure should notify all affected parties should  
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    an incident be detected, including parties both within and external to the  
    affected organization. 
    Step 4 – Defining processes and measures for responding to a detected  
    incident, in order to minimize damage, isolate the problem, resolve it, and  
    restore the affected system(s) to normal operation. This also includes the  
    creation of a Computer Security Incident Response Team (CSIRT) trained and  
    responsible for incident response. 
    Step 5 – Developing a procedure for identifying and implementing lessons  
    learned regarding the incident. 
 
    A Template for a Security Incident Handling Plan is contained in Attachment  
    A of this Guide. 
 
  A. Incident Prevention  
  Preventing security incidents from occurring is a primary objective of the  
  entire security planning process. The operational and technical controls  
  emplaced as part of the Risk Management process, and detailed in the  
  Information System Security Plan are designed to prevent the occurrence of the  
  types of incidents described in Section 6 above. Refer to DOT H 1350.251  
  Departmental Guide to Developing an Information System Security Plan for more  
  details on operational and technical controls for incident prevention. 
  B. Incident Detection 
  If an organization is not adequately prepared to detect the signs that an  
  incident has occurred, is occurring, or is about to occur, it may be difficult  
  or impossible to later determine if the organization’s information system(s)  
  have been compromised. Failure to identify the occurrence of an incident can  
  leave the organization vulnerable in a number of ways: 
 
      Damage affecting multiple systems both inside and outside of the  
      organization due to an inability to react in time to prevent the spread of  
      the incident.  
      Negative exposure that can damage the organization’s reputation and  
      stature.  
      Possible legal liability for failing to exercise an adequate standard of  
      due care when the organization’s information system(s) is used to  
      inadvertently or intentionally "attack" other organizations.  
 
      Damage to data, systems and networks due to not taking timely action to  
      contain and control an incident, resulting in loss of productivity,  
      increased costs, etc. 
    1. System and Network Logging Functions 
 
    Collecting data generated by system, network, application and user  
    activities is essential for analyzing the security of these assets, and for  
    incident detection. Log files contain information about what activities have  
    occurred over time on the system. These files are often the only record of  
    suspicious behavior, and may be used not only to detect an incident, but  
    also to help with system recovery, aid in investigation, serve as evidence,  
    and back up insurance claims. Incident detection planning should include  
    identifying the types of logs and logging mechanisms available for each  
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    system asset, and the data recorded within each log. If vendor-provided  
    logging mechanisms are insufficient to capture the data required, they  
    should be supplemented with tools that capture the additional information.  
    Logging functions should always be enabled. 
    2. Detection Tools 
 
    It is important to supplement system and network logs with additional tools  
    that watch for signs that an incident has occurred, or has been attempted.  
    These include tools that monitor and inspect system resource use, network  
    traffic and connections, and user account and file access; tools that scan  
    for viruses; tools that verify file and data integrity; tools to probe for  
    system and network vulnerabilities; and tools to reduce, scan, monitor and  
    inspect log files. Examples of detection tools include: 
      Tools that report system events, such as password cracking, or the  
      execution of unauthorized programs.  
      Tools that report network events, such as access during non-business  
      hours, or the use of Internet Relay Chat (IRC), a common means of  
      communication used by intruders.  
      Tools that report user-related events, such as repeated login attempts, or  
      unauthorized attempts to access restricted information.  
      Tools that verify data, file and software integrity, including unexpected  
      changes to the protections of files, or improperly set access control  
      lists on system tools.  
      Tools that examine systems in detail on a periodic basis, to check log  
      file consistency or known vulnerabilities.  
    3. Detection Techniques 
 
    The general approach for incident detection is based on three simple steps,  
    --- observe/monitor information systems for signs of unusual activity,  
    investigate anything thought to be unusual, and if something is found that  
    cannot be explained by authorized activity, immediately initiate  
    predetermined incident response procedures.  
    Recommended practices include: 
      Ensuring that the software used to examine systems has not been  
      compromised  
      Looking for unexpected changes to directories or files  
      Inspecting system and network logs  
      Reviewing notifications from system and network monitoring mechanisms  
      Inspecting processes for unexpected behavior  
      Investigating unauthorized hardware attached to the organization’s network  
 
      Looking for signs of unauthorized access to physical resources  
      Reviewing reports by users and external contacts about suspicious system  
      and network events and behavior  
  C. Incident Reporting and Communication 
  Designated organization personnel, as well as personnel outside of the  
  organization cannot execute their responsibilities if they are not notified in  
  a timely manner that an incident is occurring or has occurred, and if they are  
  not kept informed as the incident progresses. In addition, there are types of  
  incidents wherein the public communications aspects, if mishandled, could  
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  result in serious negative publicity or loss of reputation. Hence it is  
  important that incident reporting and information dissemination procedures be  
  established and periodically reinforced, so that all personnel are aware of  
  how they are to participate when an incident occurs. 
    1. Incident Reporting 
    Incident handling planning should specify who should be notified in the  
    event of an intrusion, who does the notifying of whom, and in what order.  
    The order of notification may depend on the type of incident, or on other  
    circumstance. Parties to be notified include: (NOTE: These are not  
    identified in any specific order) 
 
      The Information Systems Security Officer (ISSO)  
      The CSIRT, if one exists  
      Public Relations  
      System and Network Administrators  
      Responsible Senior Management  
      Human Resources  
      Legal Counsel  
      Law Enforcement Groups  
      System/Network Users  
      Other CSIRTS outside of the organization and/or DOT  
    2. Communication 
    Communication aspects include: 
      Defining specific roles and responsibilities for each contact within the  
      organization, including their range of authority.  
      Specifying how much information should be shared with each class of  
      contact, and whether or not sensitive information needs to be removed or  
      filtered prior to sharing it.  
      Identifying who to notify and when to notify them by using specified  
      communication mechanisms (e.g.phone, e-mail, fax, pager, etc.), and  
      whether or not these mechanisms need to be secure.  
      Identifying who has the authority to initiate information disclosure  
      beyond that specified in DOT policy.  
  D. Incident Response 
  Planning for incident response should include the collection and protection of  
  all relevant information, containing the incident, correcting the root problem  
  leading to the incident, and, finally, returning the system to normal  
  operation. 
    1. Collect/Protect Information 
    All information regarding an information system security incident should be  
    captured and securely stored. This may include system and network log files,  
    network message traffic, user files, intrusion detection tool results,  
    analysis results, system administrator logs and notes, backup tapes, etc. In  
    particular, if the incident leads to a prosecution, such as for an  
    intruder/hacker, disgruntled employee or a thief, it is necessary to have  
    complete, thorough and convincing evidence that has been protected through a  
    verifiable and secure chain-of-custody procedure. In order to achieve this  
    level of information protection and accountability, it is necessary that: 
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      All evidence is accounted for at all times  
      The passage of evidence from one party to the next is fully documented  
      The passage of evidence from one location to the next is fully documented  
    Ensure that all critical information is duplicated and preserved both onsite  
    and offsite in a secure location. 
    2. Contain The Incident 
    Containment consists of short-term, tactical actions whose purpose it is to  
    remove access to compromised systems, limit the extent of current damage to  
    the system, and prevent additional damage from occurring. The specific steps  
    to be followed depend upon the type of incident (intrusion, virus, theft,  
    etc.), and whether the incident is ongoing (e.g., an intrusion) or is over  
    (e.g., a theft of equipment). Considerations in planning for containment  
    include:  
      Defining the acceptable level of risk to business processes and the  
      systems and networks that support them, and to what extent these  
      processes, systems and networks must remain operational, even during a  
      major security incident  
      Methods for performing a rapid, overall assessment of the situation as it  
      currently exists (scope, impact, damage, etc.)  
      Determining whether to quickly inform users that an incident has occurred,  
      or is occurring, that could affect their ability to continue work  
      Identifying the extent to which containment actions might destroy or mask  
      information required to later assess the cause of the incident  
      If the incident is ongoing, identifying the extent to which containment  
      actions might alert the perpetrator (e.g., an intruder, thief or other  
      individual with malicious intent)  
      Determining the applicability of existing Continuity Of Operations  
      Planning (refer to DOT H 1350.254 Departmental Guide to Continuity Of  
      Operations Planning)  
      Identifying when to involve senior management in containment decisions,  
      especially when containment includes shutting systems down or  
      disconnecting them from a network  
      Identifying who has the authority to make decisions in situations not  
      covered by existing containment policy  
    Containment strategies include temporarily shutting down a system,  
    disconnecting it from a network, disabling system services, changing  
    passwords, disabling accounts, changing physical access mechanisms, etc.  
    Specific strategies should be developed for serious incidents, such as: 
      Denial of service due to e-mail "spamming" (sending a large volume of  
      electronic messages to a targeted recipient) or "flooding" (filling a  
      channel with garbage, thereby denying others the ability to communicate  
      across it)  
      Programmed threats, such as new viruses not yet detected and eliminated by  
      anti-virus software, or malicious applets, such as those using ActiveX or  
      Java  
      The scanning, probing or mapping of systems by intruders planning on  
      future system hacking attempts  
      Major password compromises (e.g., an intruder with a password sniffer  
      tool), requiring the need to change all user or account passwords at a  
      specific site or at a specific organizational level  
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    In general, the containment objective should be to provide a reasonable  
    security solution until sufficient information has been gathered to take  
    more appropriate actions to address the vulnerabilities exploited during the  
    incident. 
    3. Correct The Root Problem 
    Elimination of the root cause of a security incident oftentimes requires a  
    great deal of analysis, followed by specific corrective actions, such as the  
    improvement of detection mechanisms, changes in reporting procedures,  
    enhanced protection mechanisms (such as firewalls), more sophisticated  
    physical access controls, improved awareness and training, or specific  
    changes to security policy and procedures.  
    4. Return To Normal Operation 
    Restoring a compromised information system, and returning it to normal  
    operation should ideally be accomplished only after the root cause of the  
    incident has been corrected. Doing so prevents the same or similar type of  
    incident from occurring again, or at least ensures that a recurring incident  
    will be detected in a more timely fashion. However, business reality may  
    require that the system may have to be restored to operation before a full  
    analysis can be conducted, and all corrections made. Such a risk needs to be  
    carefully managed and monitored, recognizing that the system remains  
    vulnerable to another occurrence of the same type of incident. Thus an  
    important part of the incident handling planning process is determining the  
    requirements and timeframe for returning specific information systems to  
    normal operation. The determination to return a system to normal operation  
    prior to fully resolving the root problem should require the involvement of  
    senior management. 
    Restoration steps include: 
      Using the latest trusted backup to restore user data. Users should review  
      all restored data files to ensure that they have not been affected by the  
      incident.  
      Enabling system and application services. Only those services actually  
      required by the users of the system should be enabled initially.  
      Reconnecting the restored system to its local area network. Validate the  
      system by executing a known series of tests, where prior test results are  
      available for comparison.  
      Being alert for problem recurrence. A recurrence of a viral or intrusion  
      attack is a real possibility. Once a system has been compromised,  
      especially by an intruder, the system will likely become a target for  
      future attacks.  
  E. Lessons Learned 
  It is important to learn from the successful and unsuccessful actions taken in  
  response to security incidents. Capturing and disseminating what worked well  
  and what did not will help to reduce the possibility for similar incidents,  
  and thus improve the overall information system security posture of DOT.  
  Otherwise, DOT systems and applications will continue to operate at risk, and  
  will likely fall victim to the same or similar type of incident again.  
  Establishing a lessons learned capability includes the following steps: 
    1. Post Mortem Analysis 
    A post mortem analysis and review meeting should be held within three to  
    five days of the completion of the incident investigation. Waiting too long  
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    could result in people forgetting critical information. Questions to be  
    asked include: 
      Did detection and response procedures work as intended? If not, why not?  
      Are there any additional procedures that would have improved the ability  
      to detect the incident?  
      What improvements to existing procedures and/or tools would have aided in  
      the response process?  
      What improvements would have enhanced the ability to contain the incident? 
      What correction procedures would have improved the effectiveness of the  
      recovery process?  
      What updates to policies and procedures would have allowed the response  
      and/or recovery processes to operate more smoothly?  
      How could user and/or system administrator preparedness be improved?  
      How could communication throughout the detection and response processes be  
      improved?  
    The results of these and similar questions should be incorporated into a  
    report for senior management review/comment. 
    2. Lessons Learned Implementation 
    As applicable, new and/or improved methods resulting from lessons learned  
    should be included within current security plans, policies and procedures.  
    In addition, there are public, legal and vendor information sources that  
    should be periodically reviewed regarding intruder trends, new virus  
    strains, new attack scenarios and new tools that could improve the  
    effectiveness of DOT response processes. 
    3. Risk Assessment 
    If the severity or impact of the incident was severe, a new risk assessment  
    for the affected information system should be considered. Refer to DOT H  
    1350.252 Departmental Guide to Risk Assessments for additional guidance. 
  COMPUTER SECURITY INCIDENT RESPONSE TEAM 
    A Computer Security Incident Response Team (CSIRT), oftentimes shortened to  
    Computer Incident Response Team (CIRT) is a group of professionals within  
    the organization, who are trained and chartered to respond to a serious  
    security incident. The CSIRT has both an investigative and a problem-solving  
    component, and should include management personnel with the authority to  
    act, technical personnel with the knowledge and expertise to rapidly  
    diagnose and resolve problems, and communications personnel able to keep the  
    appropriate individuals and organizations properly informed as to the status  
    of the problem, and develop public image/crisis control strategies, as  
    necessary. 
    The composition of the CSIRT, and the circumstances under which it is  
    activated must be clearly defined, in advance, as part of the incident  
    handling planning process. The Team should be available and on call in  
    emergency situations, and possess the authority to make decisions in real  
    time. Procedures that define the circumstances under which the CSIRT is  
    activated must be clear and unambiguous. Activation for every simple  
    incident, such as an employee’s data entry error, can be wasteful and  
    time-consuming. On the other hand, if a serious incident, such as an  
    intrusion attack, is in progress, then delaying the activation of the Team  
    could result in serious damage to the organization. Activation should  
    therefore be considered only when information systems must be protected  
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    against serious compromise, --- an unexpected, unplanned situation that  
    requires immediate, extraordinary and fast action to prevent a serious loss  
    of organizational assets and/or mission capability. The individual within  
    the organization authorized to activate the CSIRT should also be clearly  
    identified. 
    The planning process should also consider which Team members will be needed  
    for different kinds and levels of incidents, and how they are to be  
    contacted when an emergency occurs. Finally, the members of the CSIRT need  
    to be adequately trained to handle their duties rapidly and effectively.  
    Training should include both the procedures to be followed in responding to  
    a serious security incident, and the specific technical skills that  
    individual Team members might require in order to adequately perform their  
    assigned tasks. Periodic simulations of security incidents should be  
    considered, as an additional method for maintaining Team effectiveness. 
  ATTACHMENT A -   SECURITY INCIDENT HANDLING PLAN TEMPLATE - [ TO BE 
SUPPLIED ] 
 
Chapter 11- Departmental Guide to Personnel Security PlanningU.S. DEPARTMENT OF  
TRANSPORTATION 
OFFICE OF THE SECRETARY  
DOT H 1350.256 
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DEPARTMENTAL GUIDE TO 
PERSONNEL SECURITY PLANNING 
  
PURPOSE  
  The purpose of this Guide is to provide Department of Transportation (DOT) and  
  their Operating Administration managers, ISSO’s and network administrators  
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  with a step-by-step approach for developing a personnel security capability  
  within their organizations.  
SCOPE  
  The provisions of this Guide apply to the Department of Transportation (DOT),  
  its Secretarial Offices and Operating Administrations. 
GOALS  
  The Goal of personnel security planning is to improve the security of DOT  
  information systems by guarding against potential damage caused by the  
  intentional or unintentional actions of employees, contractors or the general  
  public.  
REFERENCES  
  The DOT Departmental Information Resources Management Manual (DIRMM) DOT H  
  1350.2 implements statutory and regulatory Information Resources Management  
  (IRM) and security requirements for the Department. It also calls for ensuring  
  the confidentiality, integrity, and availability of information contained,  
  processed, or transmitted in/on sensitive systems. Refer to DOT H 1350.2.1  
  Regulatory and Guidance Documents for specific references. 
OVERVIEW OF PERSONNEL SECURITY  
  Most security problems, whether accidental or malicious, begin with people. Of  
  these people, by far, most of them come from within the organization. The  
  foundation for dealing with people problems, therefore, is to try to eliminate  
  the potential for problems before they happen. In order to address personnel  
  security in a proactive fashion, plans should be created for the staffing of  
  positions that interact with DOT information systems, the administration of  
  users on such systems (including considerations for terminating employee  
  access), and special considerations that may arise when contractors or the  
  public have access to DOT information systems. 
  There are 2 major elements of personnel security that must be considered  
  during the planning activity, --- Staffing and User Administration. The  
  staffing process generally involves at least four steps and can apply equally  
  to general users as well as to application managers, system management  
  personnel, and security personnel. These four steps include defining the job,  
  (normally involving the development of a position description), determining  
  the sensitivity of the position, filling the position (which involves  
  screening applicants and selecting an individual), and training the new  
  individual. Effective administration of users' access to DOT information  
  systems is also essential in implementing an overall Information System  
  Security Program. User account management focuses on identification,  
  authentication, and access authorizations. This is augmented by the process of  
  auditing (periodically verifying the legitimacy of current accounts and access  
  authorizations). Finally, there are considerations involved in the timely  
  modification or removal of access and associated issues for employees who are  
  reassigned, promoted, or terminated, or who retire. 
  In addition to these two major elements, personnel security planning should  
  also take into account security considerations when Contractors are allowed  
  access to DOT information systems, and, similarly, when the public is granted  
  access to certain information, generally via the Internet. 
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STAFFING 
  An organization's staffing process should pay particular attention to security  
  at each point in the hiring and employee orientation process. To do this,  
  specific security controls should be incorporated within the overall staffing  
  process, as defined in the ensuing paragraphs. 
  A. Position Definition 
  Early in the process of defining a position, security issues should be  
  identified and addressed. Once a position has been broadly defined, the  
  responsible supervisor should determine the type of computer access needed for  
  the position. There are two general security rules to apply when granting  
  access, --- separation of duties and least privilege.  
      Separation of Duties - refers to dividing roles and responsibilities so  
      that a single individual cannot subvert a critical process. For example,  
      in financial systems, no single individual should normally be given  
      authority to issue checks. Rather, one person initiates a request for a  
      payment and another authorizes that same payment. In effect, checks and  
      balances need to be designed into both the process as well as the  
      specific, individual positions of personnel who will implement the  
      process.  
      Least Privilege - refers to the security objective of granting users only  
      those accesses they need to perform their official duties. Data entry  
      clerks, for example, may not have any need to run analysis reports of  
      their database. However, least privilege does not mean that all users will  
      have extremely little functional access; some employees will have  
      significant access if it is required for their position. However, applying  
      this principle may limit the damage resulting from accidents, errors, or  
      unauthorized use of system resources. It is important to make certain that  
      the implementation of least privilege does not interfere with the ability  
      to have personnel substitute for each other without undue delay. Without  
      careful planning, access control can interfere with contingency plans. 
    B. Determining Position Sensitivity  
    Various levels of sensitivity are assigned to positions in the federal  
    government. Determining the appropriate sensitivity level is based upon such  
    factors as the type and degree of harm (e.g., disclosure of private  
    information, interruption of critical processing, computer fraud) the  
    individual can cause through misuse of the information system, as well as  
    more traditional factors (such as access to classified information and  
    fiduciary responsibilities). The responsible manager should determine the  
    position sensitivity, based on the duties and access levels, so that  
    appropriate cost-effective screening can be completed. 
    It is important to carefully select the appropriate position sensitivity,  
    since controls in excess of the sensitivity of the position waste resources,  
    while too little control may result in unacceptable risks to the system. 
    C. Screening 
    Background screening helps to determine whether a particular individual is  
    suitable for a given position. In the federal government, the screening  
    process is formalized through a series of background checks conducted  
    through a central investigative office within the organization or through  
    another organization (e.g., the Office of Personnel Management). Within the  
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    Federal Government, the most basic screening technique involves a check for  
    a criminal history, checking FBI fingerprint records, and other federal  
    indices. More extensive background checks examine other factors, such as a  
    person's work and educational history, personal interview, history of  
    possession or use of illegal substances, and interviews with current and  
    former colleagues, neighbors, and friends. The exact type of screening that  
    takes place depends upon the sensitivity of the position and applicable DOT  
    implementing regulations. The prospective employee’s manager does not  
    conduct screening; rather, agency security and personnel officers should be  
    consulted for agency-specific guidance. 
    D. Employee Training and Awareness 
    Once an employee has been hired, it is important to perform sufficient  
    indoctrination in the area of information protection to ensure a clear  
    understanding of the policies to be adhered to, the procedures for  
    adherence, and what happens in the case of non adherence. In many  
    organizations, this information is not made clear from the outset, and is  
    the basis for misunderstanding on all sides. Proper training is also  
    necessary to assure that the employee is competent to carry out the  
    procedures required to implement protection policies. Refer to DOT H  
    1350.258 Departmental Guide to Developing an Information System Security  
    Awareness/Training/Education Program for additional guidance on this issue. 
USER ADMINISTRATION  
  Effective administration of users' computer access is essential to maintaining  
  information system security. Hence effective personnel security planning  
  should ensure effective administration of users' computer access, ---  
  including user account management, auditing and the timely modification or  
  removal of access. The following should be considered:  
  A. User Account Management 
  Management of user accounts includes processes for requesting, establishing,  
  issuing, and closing user accounts; tracking users and their respective access  
  authorizations; and managing these functions.  
  Establishing a user account typically begins with a request from the user's  
  supervisor to the system administrator (SA) for a system account. If a user is  
  to have access to a particular major application, this request may be sent  
  through the application manager to the SA. This will ensure that the systems  
  office receives formal approval from the application manager for the employee  
  to be given access. The request will normally state the level of access to be  
  granted, perhaps by function or by specifying a particular user profile. 
  The SA will then use the account request to create an account for the new  
  user. The access levels of the account will be consistent with those requested  
  by the user’s supervisor, and by various application managers. Next, employees  
  will be given their account information, including the account identifier  
  (e.g., user ID) and a means of authentication (e.g., password or smart  
  card/PIN). Note that when employees are given their account, the process  
  should include training and awareness on information security issues (Refer to  
  DOT H 1350.258 Departmental Guide to Developing an Information System Security  
  Awareness/Training/Education Program). In addition, users should be asked to  
  review a set of rules and regulations for system access. 
  When user accounts are no longer required, the user’s supervisor should inform  
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  the SA and the appropriate application manager(s), so that these accounts can  
  be removed in a timely manner. Further termination issues are discussed in  
  Paragraphs D and E of this Section. 
  It is important to note that access and authorization administration is a  
  continuing process. New user accounts are continually being added, while  
  others are deleted. In addition, permissions may change, --- sometimes  
  permanently, sometimes only temporarily. New applications may be added,  
  upgraded, and removed, with changing lists of authorized users. Tracking this  
  information to keep it up to date is essential to allow users access to only  
  those functions necessary to accomplish their assigned responsibilities. 
  One significant aspect of user account management involves keeping user access  
  authorizations up to date. Access authorizations are typically changed under  
  two types of circumstances, --- a change in job role, either temporarily  
  (e.g., while covering for an employee on sick leave) or permanently (e.g.,  
  after an in-house transfer), and termination (discussed in Paragraphs D and E  
  of this Section). 
  Users often are required to perform duties outside their normal scope during  
  the absence of others. This requires additional access authorizations.  
  Although necessary, such extra access authorizations should be granted  
  sparingly and monitored carefully, consistent with the need to maintain  
  separation of duties for internal control purposes. Also, they should be  
  removed promptly when no longer required.  
  Permanent changes are usually necessary when employees change positions within  
  an organization. In this case, the process of granting account authorizations  
  will occur again. At this time, however, is it also important that access  
  authorizations of the prior position be removed. Many instances of  
  "authorization creep" have occurred with employees continuing to maintain  
  access rights for previously held positions within the organization. This  
  practice is inconsistent with the principle of least privilege. 
  B. Audit and Management Reviews 
  It is necessary to periodically review user account management on a system.  
  Reviews should examine the levels of access each individual has, conformity  
  with the concept of least privilege, whether all accounts are still active,  
  whether management authorizations are up-to-date, whether required training  
  has been completed, and so forth. These reviews can be conducted on at least  
  two levels, --- on an application-by-application basis, or on a system wide  
  basis. A good practice is for application managers (and data owners, if  
  different) to review all access levels of all application users every month.  
  Whereas the SA can verify that users only have those accesses that their  
  managers have specified, because access requirements may change over time, it  
  is important to involve the application manager, who is often the only  
  individual in a position to know current access requirements. 
  C. Detecting Unauthorized/Illegal Activities 
  Mechanisms besides auditing and analysis of audit trails should be used to  
  detect unauthorized and illegal acts. Rotating employees in sensitive  
  positions, which could expose a scam that required an employee’s presence or  
  periodic re-screening of personnel are methods that can be used.  
  D. Friendly Termination 
  Friendly termination refers to the removal of an employee from the  
  organization when there is no reason to believe that the termination is other  
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  than mutually acceptable. Since terminations can be expected regularly, this  
  is usually accomplished by implementing a standard set of procedures for  
  outgoing or transferring employees. These are part of the standard employee  
  "out-processing," and are put in place to ensure that system accounts are  
  removed in a timely manner. This normally includes:  
        removal of access privileges, computer accounts, authentication tokens,  
        the control of keys,  
        the briefing on the continuing responsibilities for confidentiality and  
        privacy,  
        return of property, and  
        continued availability of data. In both the manual and the electronic  
        worlds, this may involve documenting procedures or filing schemes, such  
        as how documents are stored on the hard disk, and how are they backed  
        up. Employees should be instructed whether or not to "clean up" their PC  
        before leaving. If cryptography is used to protect data, the  
        availability of cryptographic keys to management personnel must be  
        ensured.  
    E. Unfriendly Termination 
    Unfriendly termination involves the removal of an employee under involuntary  
    or adverse conditions. This may include termination for cause, Reduction in  
    Force (RIF), involuntary transfer, resignation for "personality conflicts,"  
    and situations with pending grievances. The tension in such terminations may  
    multiply and complicate security issues. Additionally, all of the issues  
    involved in friendly terminations are still present, but addressing them may  
    be considerably more difficult. 
    The greatest threat from unfriendly terminations is likely to come from  
    those personnel who are capable of changing code or modifying the system or  
    applications. For example, systems personnel are ideally positioned to wreak  
    considerable havoc on systems operations. Without appropriate safeguards,  
    personnel with such access can place logic bombs (e.g., a hidden program to  
    erase a disk) in code that will not even execute until after the employee's  
    departure. Backup copies can be destroyed. There are even examples where  
    code has been "held hostage." But other employees, such as general users,  
    can also cause damage. Errors can be input purposefully, documentation can  
    be mis-filed, and other "random" errors can be made. Correcting these  
    situations can be extremely resource intensive. Given the potential for  
    adverse consequences, organizations should do the following:  
        System access should be terminated as quickly as possible when an  
        employee is leaving a position under less than friendly terms. If an  
        employee is to be fired, system access should be removed at the same  
        time (or just before) the employee is notified of his/her dismissal.  
        When an employee notifies an organization of a resignation and it can be  
        reasonably expected that it is on unfriendly terms, system access should  
        be immediately terminated.  
        During the "notice of termination" period, it may be necessary to assign  
        the individual to a restricted area and function. This may be  
        particularly true for employees capable of changing programs or  
        modifying the system or applications.  
        In some cases, physical removal from the offices may be necessary.  
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CONTRACTOR ACCESS CONSIDERATIONS  
  DOT utilizes contractors and consultants to assist with a wide variety of  
  information technology taskings. In cases where these individuals perform  
  their taskings at a DOT facility, access to DOT information systems is often a  
  necessity. Hence consultant/contractor access must be accounted for in the  
  personnel security planning process. In addition, these individuals must be  
  made aware of applicable DOT security policy and procedures, by providing them  
  with DOT H 1350.273 Guide to Information Protection for Contractors. 
PUBLIC ACCESS CONSIDERATIONS 
  Like other federal agencies, DOT utilizes electronic methods, such as the  
  Internet, for electronic dissemination of information to the public. When DOT  
  systems are made available for access by the public (or a large or significant  
  subset thereof), it triggers additional security issues, based upon the  
  increased risk. Public access systems are subject to a threat from hacker  
  attacks on the confidentiality, availability, and integrity of information  
  processed by a system. Besides increased risk of hackers, public access  
  systems can also be subject to insider malice. For example, an unscrupulous  
  user, such as a disgruntled employee, may try to introduce errors into data  
  files intended for distribution in order to embarrass or discredit the  
  organization. Attacks on public access systems could have a substantial impact  
  on the organization's reputation and the level of public confidence due to the  
  high visibility of public access systems. Other security problems may arise  
  from unintentional actions by untrained users. Hence, when opening up a system  
  to public access, additional precautions may be necessary because of the  
  increased threats. 
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PURPOSE  
  The purpose of this Guide is to provide Department of Transportation (DOT) and  
  their Operating Administration managers, ISSO’s and network administrators  
  with a step-by-step approach for developing both a physical and environmental  
  security capability within their organizations.  
SCOPE  
  The provisions of this Guide apply to the Department of Transportation (DOT),  
  its Secretarial Offices and Operating Administrations. 
GOALS  
  The Goal of physical/environmental security planning is to provide protection  
  for the DOT facility housing information system resources, the system  
  resources themselves, and the facilities used to support their operation. 
REFERENCES  
  The DOT Departmental Information Resources Management Manual (DIRMM) DOT H  
  1350.2 implements statutory and regulatory Information Resources Management  
  (IRM) and security requirements for the Department. It also calls for ensuring  
  the confidentiality, integrity, and availability of information contained,  
  processed, or transmitted in/on sensitive systems. Refer to DOT H 1350.2.1  
  Regulatory and Guidance Documents for specific references. 
OVERVIEW OF PHYSICAL/ENVIRONMENTAL SECURITY 
  Physical/Environmental Security refers to measures taken to protect systems,  
  buildings, and related supporting infrastructure against threats associated  
  with their physical environment. Such threats, and the measures taken to  
  mitigate them, depend on three sets of characteristics: 
    Physical Characteristics – The basic physical characteristics of the DOT  
    facility housing the information system or systems determine the level of  
    such physical threats as fire, roof leaks, or unauthorized access. In  
    particular, whether the facility is fixed (e.g., a building), or mobile  
    (e.g., an airplane) is of particular significance in terms of deriving the  
    appropriate security measures.  
    Geographical Characteristics – The particular location of the DOT facility  
    housing the information system or systems determines the characteristics of  
    natural threats (including earthquakes and flooding), man-made threats (such  
    as burglary, civil disorders, or interception of transmissions and  
    emanations), and damaging nearby activities (including toxic chemical  
    spills, explosions, fires, and electromagnetic interference from emitters  
    such as radar).  
    Characteristics of Supporting Facilities – The operation of DOT information  
    systems usually depends on supporting facilities such as electric power,  
    heating and air conditioning, and telecommunications. The failure or  
    substandard performance of these facilities may interrupt operation of the  
    system and may cause physical damage to system hardware or stored data.  
  Properly applied, Physical/Environmental security controls can prevent losses  
  due to interruptions in computer services, physical damage, unauthorized  
  disclosure of information, loss of control over system integrity, and theft.  
  These Physical/Environmental security controls encompasses seven primary areas  
    1.   Physical Access Controls 
    Physical access controls restrict the entry and exit of personnel (and often  
    equipment and media) from an area, such as an office building, suite, data  
    center, or room containing a local area network (LAN) server.  
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    2.   Fire Safety Controls 
    Building fires are a particularly important security threat because of the  
    potential for complete destruction of hardware and data, the risk to human  
    life, and the pervasiveness of the damage. Smoke, corrosive gases, and high  
    humidity from a localized fire can damage systems throughout an entire  
    building. Fire safety controls guard against the start of fires, ensure  
    early detection should a fire start, and assist in rapid fire extinguishing. 
    3.   Protecting Supporting Utilities 
    A failure of electric power, heating or air-conditioning systems, water,  
    sewage, and other utilities will usually cause a service interruption and  
    may damage system hardware. Systems and the people who operate them  
    therefore need to have a reasonably well-controlled operating environment,  
    with appropriate safeguards that would mitigate such failure 
    4.   Preventing Structural Collapse 
    Buildings housing information systems may be subjected to a load greater  
    than they can support. Most commonly this is a result of an earthquake, a  
    snow load on the roof beyond design criteria, an explosion that displaces or  
    cuts structural members, or a fire that weakens structural members 
    5.   Preventing Plumbing Leaks 
    Plumbing leaks are not an everyday occurrence. However, should such a leak  
    occur, the resulting water damage could seriously disrupt facility operations 
    6.   Guarding Against Interception of Data 
    Depending on the type of data processed by an information system, there may  
    be a significant risk if that data is intercepted. There are three primary  
    methods of data interception: direct observation, interception of data  
    transmission, and electromagnetic interception 
    7.   Protecting Mobile and Portable Systems 
    The analysis and management of risk usually has to be modified if a system  
    is installed in a vehicle or is portable, such as a laptop computer. The  
    system in a vehicle will share the risks of the vehicle, including accidents  
    and theft, as well as regional and local risks 
PHYSICAL ACCESS CONTROLS 
  Issues to be considered in deriving a set of physical access controls include: 
      Addressing physical access controls not only the for areas containing  
      system hardware, but also for locations containing wiring used to connect  
      elements of the system, supporting services (such as electric power),  
      backup media, and any other elements required for the system's operation.  
      Considering both normal access and surreptitious access when evaluating  
      methods for restricting physical access. Restricting normal access may  
      include barriers that isolate each area, entry points in the barriers, and  
      screening measures at each of the entry points (e.g., badges or card-key  
      devices). Physical modifications to barriers can reduce the vulnerability  
      to surreptitious entry. Intrusion detectors, such as closed-circuit  
      television cameras, motion detectors, and other devices, can detect  
      intruders in unoccupied spaces.  
      Using DOT employees. Staff members who work in a restricted area can serve  
      an important role in providing physical security, as they can be trained  
      to challenge people they do not recognize.  
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      Ensuring that maintenance and service personnel are properly escorted and  
      supervised by a DOT employee with enough background, training or  
      qualifications to understand the risks associated with the work being  
      done, and provide assurance that only authorized access to sensitive  
      information or assets takes place.  
      Ensuring that signs or other information revealing the purpose or location  
      of restricted zones as they relate to sensitive information systems are  
      not posted in areas accessible to the general public such as lobbies,  
      waiting rooms or reception areas.  
      Remembering that physical and environmental controls are also closely  
      linked to the activities of the local guard force, fire house, life safety  
      office, and medical office. These organizations should be consulted for  
      their expertise in planning controls for the information systems  
      environment.  
  In addition, it is important to review the effectiveness of physical access  
  controls in each area, both during normal business hours and at other times --  
  particularly when an area may be unoccupied. Effectiveness depends on both the  
  characteristics of the control devices used (e.g., keycard-controlled doors)  
  and the implementation and operation. Statements to the effect that "only  
  authorized persons may enter this area" are not particularly effective.  
  Organizations should determine whether intruders can easily defeat the  
  controls, the extent to which strangers are challenged, and the effectiveness  
  of other control procedures. Factors like these modify the effectiveness of  
  physical access controls. 
FIRE SAFETY CONTROLS 
  Issues to be considered in developing plans for fire safety controls include: 
      Identifying and neutralizing potential ignition sources. Fires begin  
      because something supplies enough heat to cause other materials to burn.  
      Typical ignition sources are failures of electric devices and wiring,  
      carelessly discarded cigarettes, improper storage of materials subject to  
      spontaneous combustion, improper operation of heating devices, and, of course, arson.  
      Isolating and properly storing potential fuel sources. If a fire is to  
      grow, it must have a supply of fuel, material that will burn to support  
      its growth, and an adequate supply of oxygen. Once a fire becomes  
      established, it depends on the combustible materials in the facility  
      (referred to as the fire load) to support its further growth. The more  
      fuel per square meter, the more intense the fire will be. In addition, if  
      the facility is well maintained and operated so as to minimize the  
      accumulation of fuel sources, the fire risk will be further minimized.  
      Planning for reliable, effective means of fire detection. The more quickly  
      a fire is detected, all other things being equal, the more easily it can  
      be extinguished, thereby minimizing damage to the facility. It is also  
      important to accurately pinpoint the location of the fire.  
      Providing rapid access to sufficient means of fire extinguishment. A fire  
      will burn until it consumes all of the fuel in the building or until it is  
      extinguished. Fire extinguishment may be automatic, as with an automatic  
      sprinkler system or a chemical discharge system. Alternatively, it may be  
      performed by people using portable extinguishers, cooling the fire site  
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      with a stream of water, limiting the supply of oxygen with a blanket of  
      foam or powder, or breaking the combustion chemical reaction chain.  
PROTECTING SUPPORTING UTILITIES 
  Issues to be considered in developing plans for protecting utilities that  
  support an organization’s information systems include: 
      Identifying the failure modes of each utility (air conditioning, electric  
      power distribution, heating plants, water, sewage, and other utilities)  
      required for system operation or staff comfort.  
      Calculating the Mean Time Between Failure (MTBF) for each major element  
      comprising these utilities. This serves as an indicator for how often to  
      expect a failure that could affect facility operations. If the results are  
      unacceptable, consider ways to either replace high MTBF items with more  
      reliable ones (cost permitting), or stock an adequate level of spares.  
      Calculating the Mean Time To Repair (MTTR) for each major element.  
      Remember, until the utility is repaired, users may be denied access to  
      vital information system data, or be without important communication  
      links. Consider added training for maintenance personnel, or  
      pre-positioned spares to reduce MTTR if possible.  
      Determining the need for dual-redundant or backup utilities for critical  
      system support (such as Uninterruptable Power Supplies).  
      Ensuring that emergency lighting exists in computer rooms.  
      Ensuring that supporting utilities such as power distribution panels,  
      communications and telephone closets, and air conditioning systems, when  
      located outside restricted zones established within the facility are  
      appropriately secured by such measures as locks.  
      Considering the screening or filtering of external openings for air  
      conditioning systems to protect against the insertion of hazardous objects  
      or the intrusion of pollutants.  
      Ensuring, if possible, that utility service lines (water, gas, oil, etc.)  
      that provide support to facilities enter the building underground or are  
      physically protected by other means, such as enclosing exposed lines in  
      conduit, installing barriers around water and gas mains or meters, and  
      locking fuel tank inlet pipes.  
PREVENTING STRUCTURAL COLLAPSE 
  Issues to be considered in developing plans for preventing the structural  
  collapse of an organization’s facility include: 
      Determining, for a building in the construction planning stage, the  
      likelihood of structural collapse due to environmental factors such as an  
      earthquake or snow load and, if probabilities warrant, ensuring that  
      adequate precautions are taken regarding structural design strengths.  
      Determining, for a building in the construction planning stage, the  
      likelihood of structural collapse due to natural or man-made disasters,  
      such as a major fire, gas explosion or sabotage, again ensuring that  
      adequate precautions are taken regarding structural design strengths.  
      Determining, for an existing building, the likelihood that of any of these  
      factors could result in structural collapse, given the existing facility  
      design. If probabilities and design weaknesses warrant, consider, --- at a  
      minimum, --- Continuity Of Operations (COOP) planning that incorporates  
      hot or cold site utilization (refer to DOT H 1350.254 Departmental Guide  
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      to Continuity of Operations Planning). In the worst case, a change of  
      facilities should be seriously considered.  
 
PREVENTING PLUMBING LEAKS 
  Issues to be considered in developing plans for preventing plumbing leaks  
  include: 
      Locating plumbing lines that might endanger system hardware. These lines  
      include hot and cold water, chilled water supply and return lines, steam  
      lines, automatic sprinkler lines, fire hose standpipes, and drains. If a  
      building includes a laboratory or manufacturing spaces, there may be other  
      lines that conduct water, corrosive or toxic chemicals, or gases.  
      Considering the relocation of potentially damaging lines. As a rule,  
      analysis often shows that the cost to relocate threatening lines is  
      difficult to justify. However, the location of shutoff valves and  
      procedures that should be followed in the event of a failure must be  
      specified. Operating and security personnel should have this information  
      immediately available for use in an emergency. In some cases, it may be  
      possible to relocate system hardware, particularly distributed LAN  
      hardware.  
GUARDING AGAINST INTERCEPTION OF DATA 
  Issues to be considered in developing plans for guarding against the  
  interception of data include: 
      Eliminating problems due to direct observation, whereby system terminal  
      and workstation display screens may be observed by unauthorized persons,  
      by relocating susceptible displays.  
      Guarding against interception of data transmissions. If an intruder can  
      gain access to data transmission lines, it may be feasible to tap into the  
      lines and read the data being transmitted. Network monitoring tools can be  
      used to capture data packets. Of course, the intruder cannot control what  
      is transmitted, and so may not be able to immediately observe data of  
      interest. However, over a period of time there may be a serious level of  
      disclosure. Local area networks typically broadcast messages.  
      Consequently, all traffic, including passwords, could be retrieved.  
      Interceptors could also transmit spurious data on tapped lines, either for  
      purposes of disruption or for fraud.  
      Preventing electromagnetic interception. Systems routinely radiate  
      electromagnetic energy that can be detected with special-purpose radio  
      receivers. Successful interception depends on the signal strength at the  
      receiver location; the greater the separation between the system and the  
      receiver, the lower the success rate. TEMPEST shielding, of either  
      equipment or rooms, can be used to minimize the spread of electromagnetic  
      signals. The signal-to-noise ratio at the receiver, determined in part by  
      the number of competing emitters will also affect the success rate. The  
      more workstations of the same type in the same location performing  
      "random" activity, the more difficult it is to intercept a given  
      workstation's radiation. On the other hand, the trend toward wireless  
      (i.e., deliberate radiation) LAN connections may increase the likelihood  
      of successful interception.  
PROTECTING PORTABLE AND MOBILE SYSTEMS 
  Issues to be considered in developing plans for protecting portable and mobile systems include: 
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      Guarding against compromise or damage due to accident or theft of the  
      system’s means of transport (e.g., automobile, truck, airplane).  
      Guarding against theft of portable and mobile systems. As they tend to be  
      small and relatively lightweight, they share an increased risk of theft.  
      In addition, portable systems can be "misplaced", damaged or left  
      unattended by careless users. Secure storage of laptop computers is often  
      required when they are not in use.  
      Considering storing valuable or important data on a medium that can be  
      removed from the portable/mobile system when it is unattended, or to  
      encrypt the data.  
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GUIDE TO PROTECTING 
INFORMATION TECHNOLOGY 
PURPOSE  
  The purpose of this Guide is to provide guidance in implementing,  
  administrating, maintaining and updating the Information System Protection  
  Program defined within the DOT H 1350.250 series of Guides for the Department  
 
  of Transportation (DOT) and its Operating Administrations.  
SCOPE  
  The provisions of this document apply to all DOT employees, volunteers and  
  contractor support personnel. 
GOALS  
  The goal of this document is to improve the security of DOT Information  
  Systems by providing those DOT employees responsible for implementing the  
  Information System Protection Program with the guidance necessary for  
  effective Program implementation, administration, maintenance and updating. 
REFERENCES  
  All references and terms used in this document are listed and explained in DOT  
  H 1350.2.1, ISS References/Definitions, dated March 3, 1999. 
OVERVIEW OF THE DOT INFORMATION SYSTEM SECURITY PROGRAM 
DOT H 1350.2 defines the overall Information System Security Program within DOT  
and its Operating Administrations as a hierarchy of five major elements:  
  Policy – Consists of the purpose, goals and scope of the DOT Information  
  System Security (ISS) Program. This element also includes the identification  
  of the key roles and responsibilities for the successful safeguarding of DOT  
  information. Policy is documented within DOT H 1350.2  
  Terms - Provides a description of the references used in the establishment of  
  the ISS Program, as well as the definition of terms commonly used throughout  
  the program documentation. Terms are documented within DOT H 1350.2-2. 
  Planning – This element incorporates all of the planning required to establish  
  an ISS Program. Specific topics include Information System Security Plans,  
  Risk Assessments, Certification/Accreditation, Continuity of Operations,  
  Incident Handling, Personnel Security, Physical/Environmental Security and  
  Awareness/Training/Education. Planning guidance is contained within the DOT H  
  1350.250 series of documents.  
  Requirements - This element focuses on the implementation, administration,  
  maintenance and updating of the ISS Program, as planned, including the  
  specific responsibilities of the key implementers/administrators, and their  
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  interactions with each other. Guidance is contained within this document (DOT  
  H 1350.260).  
  Training - The primary key to a successful ISS Program is the Awareness and  
  Training of owners, managers, administrators and users of the system.  
  Awareness and training guidance is contained within the DOT H 1350.270 series  
  of documents.  
  In an overall sense, the objective of the DOT ISS Program is to define,  
  develop, implement, administer, maintain and update, as necessary, those  
  security controls necessary and sufficient to provide an acceptable level of  
  security risk, at an acceptable level of cost, for each DOT Information  
  System. Security controls may be categorized as: 
  1. Management Controls - Management Controls addresses security topics that  
  can be characterized as managerial in nature. They are techniques and concerns  
  that are normally addressed by management in an organization's computer  
  security program. In general, they focus on the management of the computer  
  security program and the management of risk within the organization.  
  Management controls focus on the management of the computer security system  
  and the management of risk for a system. 
  2. Operational Controls - Operational controls address security methods that  
  focus on mechanisms that primarily are implemented and executed by people (as  
  opposed to systems). These controls are put in place to improve the security  
  of a particular system (or group of systems). They often require technical or  
  specialized expertise – and often rely upon management activities as well as  
  technical controls. 
  3. Technical Controls - Technical controls focus on security controls that the  
  computer system executes. The controls can provide automated protection from  
  unauthorized access or misuse, facilitate detection of security violations,  
  and support security requirements for applications and data. The  
  implementation of technical controls, however, always requires significant  
  operational considerations and should be consistent with the management of  
  security within the organization. 
ROLES & RESPONSIBILITIES 
In the generic case, there are three individuals with specific security concerns  
and responsibilities associated with each DOT Information System: 
  Information System Owner – possesses overall responsibility for a DOT Major  
  Application or General Support System. The System Owner’s security role and  
  responsibilities lie primarily in the area of Management Controls. Detailed  
  security guidance for System Owners may be found in Attachment A, System  
  Owner’s Security Handbook. 
  Information System Security Officer (ISSO) – reporting to the System Owner,  
  possesses overall responsibility for Information System Security. The ISSO  
  therefore must be concerned with all three types of security controls, with a  
  special focus on Operational Controls. Detailed guidance for ISSOs may be  
  found in Attachment B, ISSO Handbook. 
  Information System Administrator (ISA) – reporting to the System Owner,  
  possesses day-to-day operational responsibility for a Major Application or  
  General Support System. The ISA’s security role and responsibilities lie  
  primarily in the area of Technical Controls. Detailed guidance for ISAs may be  
  found in Attachment C, ISA Security Handbook. 
  Roles and responsibilities for each of these individuals are summarized in  
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  Table 1. 
  In addition to the abovementioned individuals, other DOT employees and  
  organizations play a role in protecting DOT Information Systems, such as  
  Property Managers of Secretarial Offices or Operating Administrations, the  
  Director of the Office of Security and Administrative Management, Acquisition  
  and Contracting Officers, etc. Refer to DOT H 1350.2 (DIRMM) for a complete  
  listing of the responsibilities of these individuals. 
  
      POSITION IMPLEMENTATION ADMINISTRATION MAINTENANCE UPDATE  
      System OwnerReview/Approve Security Plans  
        Set Implementation Priorities  
        Provide Overall Leadership and Direction  
        Verify Implementation  
        Execute all necessary MOUs  
        Analyze Patterns of Non-Compliance  
        Ensure Execution of Awareness & Training Programs  
        Monitor Effectiveness of Security Policy & Procedures  
        Ensure Annual Maintenance of Remediation Plans  
        Assess Impacts of Proposed Updates  
        Approve Update Plans & Schedules  
 
      ISSOLead the Establishment of the ISS Program  
        Ensure the Integration of Mgmt, Operational & Technical Controls  
        Prepare Applicable MOUs with System Owners  
        Ensure that New Systems meet Security Requirements  
        Ensue that Personnel are Cleared and have Appropriate Access  
        Schedule Awareness & Training Sessions  
        Participate in CSIRT Activities  
        Periodic Checks w/DOT ISSO and other Orgs regarding New Security Issues  
        Perform Periodic Risk Assessments  
        Perform Periodic Certification of Sensitive & Classified Systems  
 
        Schedule & Perform Periodic Testing of COOP & Incident Handling  
        Evaluate Need for Update based on Maintenance Activities, Policy  
        Changes, etc.  
        Update Security Plan as Req’d  
        Lead ISS Program Update Activities  
 
      ISAProperly Configure HW & SW  
        Set Appropriate Security Features & Controls  
        Assist in Computer Security Incident Response Team (CSIRT)  
        Implementation  
        Assist in Implementing Physical Controls  
        Implement Backup Procedures  
        Periodically Review Security Features & Control Settings  
        Periodically Check w/HW & SW Vendors Regarding Security Problems,  
        Patches, etc.  
        Participate in CSIRT  
        Monitor System Operation  
        Notify ISSO of Suspected misuse or misconduct  
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        Establish, Manage and Close User Accounts  
        Ensure that Backups are Performed  
        Participate in Periodic Certification of Sensitive & Classified Systems  
        Participate in COOP & Incident Handling Testing  
        Install Security Patches & other Fixes as Appropriate  
        Assist in Preparation of COOP Updates  
        Periodic Update of AntiVirus SW  
 
 
TABLE 1, Summary of Roles & Responsibilities 
  
ISS PROGRAM IMPLEMENTATION 
The DOT ISS Program Implementation process flow, culminating in Information  
System Accreditation and "Authority to Operate" is shown in Figure 1 below.  
  
 
FIGURE 1, DOT ISS Implementation Process 
  
  Guidance in planning each step in the process is contained within the DOT H  
  1350.250 series of document. 
    A. Draft Security Plan 
    The first step in the implementation process is the creation of a draft  
    System Security Plan, using the form and format presented in DOT H 1350.251  
    Departmental Guide to Developing an Information System Security Plan. The  
    Plan should provide an overview of the security requirements of the  
    Information System, describe the controls in place or planned for meeting  
    those requirements, and delineate responsibilities and expected behavior of  
    all individuals who access the system. Initially, not all areas of the Plan  
    may be definable, but as the implementation process progresses, these areas  
    may be backfilled. The intent is that the Security Plan be a ‘living  
    document’, that will always reflect the current security posture of the  
    Information System (Major Application or General Support System) it was  
    originally created for. 
    B. Risk Assessment 
 
    Risk Assessment is a formalized process for identifying, analyzing and  
    interpreting the risks associated with an Information System, as defined in  
    DOT H 1350.252 Departmental Guide to Risk Assessments. Its purpose is to  
    provide management with a clear picture of the current overall security  
    posture of the target System, and provide the data necessary for them to  
    make informed decisions regarding the need for additional Risk Mitigation. 
    C. Risk Mitigation 
    Categories of Risk Mitigation include Management, Operational and Technical  
    Controls. The specific controls required within each category will depend on  
    the results of the Risk Assessment, and the ensuing management decisions  
    regarding which risks require mitigation, and which risks can reasonably be  
    assumed. 
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    D. System Certification 
    System Certification includes the process of reviewing all existing System  
    Security documentation and performing a System Test & Evaluation (ST&E) of  
    all system safeguards and countermeasures identified in the System Security  
    Plan, followed by a Certification that all such documentation and  
    countermeasures have been validated and proven to be effective. Should the  
    documentation review or ST&E uncover a problem with a particular system  
    safeguard, that problem must be attended to prior to receiving  
    Certification. Refer to DOT H 1350.253 Departmental Guide to  
    Certification/Accreditation of Information Systems for additional guidance on System 
Certification. 
    E. Final Security Plan 
    With System Certification achieved, the System Security Plan is then updated  
    to reflect all in-place Management, Operational and Technical Controls, as  
    well as the responsibilities and expected behavior of all individuals who  
    access the System. The Final Plan becomes the key document comprising the  
    Accreditation Package reviewed by the Designated Accreditation Authority.  
    F. System Accreditation 
    The final step in the implementation process is to obtain System  
    Accreditation from the DOT Designated Accreditation Authority (DAA). In  
    order for the DAA to evaluate the overall security posture of the System,  
    he/she will review a prepared Accreditation Package, containing all  
    information and documents necessary to make a sound, well-informed  
    determination of the General Support System or Major Application to operate,  
    while still ensuring the confidentiality, availability and integrity of the  
    information processed, stored or disseminated therein. Refer to DOT H  
    1350.253 Departmental Guide to Certification/Accreditation of Information  
    Systems for specific guidance in preparing an Accreditation Package. Once the DAA has 
reviewed the Package, and signed an Accreditation Statement, the Information System is given an 
‘Authority To Operate’. 
ISS PROGRAM ADMINISTRATION  
Emplacing an Information System Security Program for a DOT Major Application or  
a General Support System is necessary, but not sufficient to ensure continuing  
protection of that System. Once put in place, the Program requires continuing  
administration, as well as maintenance and updates. The lead individual for ISS  
Program Administration is the ISSO, supported by the ISA as appropriate, both  
reporting to the System Owner. Note that if an ISSO is assigned more than one  
Major Application or General Support System, he/she may be required to interface  
with multiple ISAs in administering the organization’s ISS Program. 
ISS Program Administration encompasses both the "everyday" planned tasks  
associated with Information Protection (e.g., opening and closing user accounts,  
scheduling a security training course, handling the disposal of sensitive waste)  
and the unplanned security incidents and emergencies which require immediate  
attention (e.g., the activation of the CSIRT, or the COOP). Normal  
administrative duties include: 
    Personnel – Personnel security administration includes the control of access  
    to equipment and data, as well as the hiring and termination of employees.  
    Of particular significance in this regard is the issue of employee  
    termination. Termination of an employee, whether friendly or unfriendly, is  
    a traumatic experience for most organizations. Friendly termination refers  
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to the removal of an employee from the organization when there is no reason     to believe that the 
termination is other than mutually acceptable.  
    Unfriendly termination, on the other hand, involves the removal of an  
    employee under involuntary or adverse conditions. Especially in the latter  
    case, the potential for damage to an organization’s information  
    infrastructure can be extremely high. Processes for handling terminations  
    are discussed in DOT H 1350.256 Departmental Guide to Personnel Security Planning.  
    Equipment – Equipment security administration, includes configuration  
    management, physical access control and equipment inventory tracking. It  
    also includes the protection of System elements against damage and  
    destruction caused by disasters such as a major fire or loss of supporting  
    utilities (refer to DOT H 1350.257 Departmental Guide to  
    Physical/Environmental Security Planning).  
    Data – Data security administration includes the storage and control of  
    access to sensitive data, the proper identification/marking of data,  
    processes for data transportation (both within and outside of the  
    organization), scheduled backup of data and its subsequent storage and  
    retrieval, and the proper disposal of data (including data on magnetic  
    media). Since many of these areas are the responsibility of the System user,  
    they are discussed in detail in DOT H 1350.272 Guide to Information Protection for Users.  
For a detailed description of ISS Program Administration activities, in terms of  
System Owner, ISSO and ISA duties and responsibilities, refer to the appropriate  
Sections within Attachment A (System Owner’s Security Handbook), Attachment B  
(ISSO Handbook) and Attachment C (ISA’s Security Handbook) to this Guide. 
ISS PROGRAM MAINTENANCE AND UPDATE  
In order to ensure that the level of Information Protection remains as high as  
when the ISS Program was first initiated, System Owners, ISSOs and ISAs must  
institute an aggressive set of proactive maintenance and update procedures.  
Focusing solely on reacting to security issues, incidents and problems, while  
absolutely necessary, is not sufficient by itself to cope with the ever-changing  
environment under which DOT Information Systems must operate. Proactive measures  
emphasize:  
    Periodic Test & Evaluation of Existing Security Practices and Procedures –  
    Specific security practices and procedures (e.g., COOP, Incident Handling,  
    Security Awareness Techniques) require periodic test & evaluation, not only  
    to maintain consistent levels of training, but also to assess continuing  
    applicability and effectiveness, in light of planned and unplanned changes  
    to the overall system environment.  
    Continual Evaluation of Announced Changes, Updates and Enhancements to  
    Existing Security Products – Equipment manufacturers are constantly seeking  
    ways to improve their security products, and to correct problems that may  
    have been uncovered during actual product use. ISAs and ISSOs must maintain  
    an awareness of both existing and planned changes, assess the impact of  
    these changes on current System Technical and/or Operational Controls, and  
    provides System Owners with recommendations regarding product updates.  
    Evaluation of ‘Lessons Learned’ – The ability of existing System Security  
    Controls to adequately handle actual security incidents, issues and problems  
    requires continual evaluation by System Owners, ISSOs and ISAs. It is  
    important to be able to identify what works well, and what doesn’t work  



DTRS57-02-R-20032 

 293 

    within the existing ISS Program, and be able to learn from both. The ISS  
    program should include the ability to archive lessons learned from  
    day-to-day ISS Program Administration, which may then be periodically  
    assessed by the appropriate individual or individuals. Note that assessment  
    should be done both on a case-by-case basis, and by grouping like incidents.  
    The latter technique helps to identify trends that might not otherwise be  
    evident from the review of a single security incident.  
    Periodic Review of New Security Technology – In addition to other proactive  
    measures, both the ISSO and ISA should periodically review public, legal and  
    vendor information sources regarding intruder trends, new virus strains, new  
    attack scenarios and new tools that could improve the effectiveness of DOT security controls.  
In addition to proactive maintenance/update practices, there are specific  
"trigger" events that require the initiation of maintenance and/or update  
actions. These include:  
    Planned Changes to Information System Architecture and/or Operation –  
    Whenever a significant change is contemplated for a Major Application or  
    General Support System, --- where significant is defined as potentially  
    impacting the effectiveness of existing Security Controls, --- the ISSO must  
    initiate a new Risk Assessment. Should the results of the Risk Assessment  
    indicate the need for changes to the existing ISS Program, the  
    recommendations should be presented to senior management for action.  
    Identified Security Shortfall – A major security incident, or an emergency  
    (man-made or natural) requiring the initiation of the COOP will often  
    uncover problems with the existing security posture of the affected  
    Information System. If the severity or impact of the incident or emergency  
    was severe, a new risk assessment for the Information System should be  
    considered. In other cases, a change to policy or procedures, or the  
    addition of a new security tool may be sufficient to mitigate the uncovered  
    risk. In either case, the ISSO should take the lead in responding to such  
    "trigger" events.  
    Periodic Review of "Authority to Operate" – The "Authority to Operate"  
    granted by the DAA should be reviewed at least every three years (or sooner,  
    depending on the level of risk and the potential magnitude of harm). This  
    review becomes, in effect, a total reaccreditation, including risk  
    assessment, risk mitigation, and recertification processes. In such  
    instances, the same process utilized for the original accreditation should  
    be followed. A successful reaccreditation should result in a renewed  
    "Authority to Operate".  
  
ATTACHMENT A - SYSTEM OWNER’S SECURITY HANDBOOK 
  
ATTACHMENT B - INFORMATION SYSTEMS SECURITY OFFICER HANDBOOK 
  
INTRODUCTION  
  1.1 Purpose 
  This Attachment provides specific guidance to Department of Transportation  
  (DOT) Information System Security Officers (ISSOs) for implementing and  
  maintaining the security of their assigned Information System(s). 
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  1.2 References 
  All references and terms used in this document are listed and explained in DOT  
  H 1350.2.1, ISS References/Definitions, dated March 3, 1999. 
OPERATIONAL ENVIRONMENT  
In order to implement an effective Information System Protection Program, the  
ISSO must have a clear understanding of that System’s operating environment, to  
include the overall mission, floor layout, hardware configuration, software,  
type of information processed, user organizations and security clearances,  
operating mode, interconnections to other systems/networks of users, their  
security personnel, and associated responsibilities. The ISSO should refer to  
the appropriate Information Systems Security Plan for detailed data regarding  
the System’s operating environment, to include the System’s mission, floor  
layout, software, information types, user organizations, operating mode and  
interconnections to other systems and/or networks. 
ISSO AREAS OF RESPONSIBILITY 
  This Section defines the ISSO’s areas of responsibility, as regards the  
  security of assigned information systems, in accordance with DOT H 1350.2 and  
  NCSC-TG-027 (the Turquoise Book). The ISSO should remember, however, that the  
  responsibility for information security rests with all users of DOT  
  information systems, and not just with its security personnel. Refer to DOT H  
  1350.2 (DIRMM), Section 7.i for a specific listing of ISSO responsibilities. 
  3.1 Security Regulations and Policies 
  The ISSO shall be aware of all directives, regulations, policies, and  
  guidelines that address the protection of classified information, as well as  
  sensitive unclassified information. The ISSO shall also participate in the  
  development or revision of System-specific security safeguards and local  
  operating procedures that are based on the above regulations. The overall  
  system security document is the Information System Security Plan, which  
  contains all necessary security procedures, instructions, operating plans, and  
  guidance. 
  The ISSO shall also provide input to other security documents, for example,  
  security incident reports, equipment/software inventories, operating  
  instructions, technical vulnerability reports, and contingency plans. 
  3.2 Mission Needs 
  The ISSO shall understand the goals and objectives of his/her organization,  
  and the security resources required to support the accomplishment of these  
  goals. Requirements may be identified by analyzing current capabilities,  
  available resources, facilities, funding, and technology base, and by  
  determining whether they are sufficient to fulfill the organization’s mission.  
  If not, mission needs should be evaluated and prioritized and a remediation  
  plan developed to address these needs. Because security requirements should be  
  included in the mission needs and current assets assessment, it is important  
  for the ISSO to become involved in the mission definition process. 
  3.3 Physical Security Requirements 
  In general, physical security addresses the security of the facility that  
  houses the components of the assigned Information System(s), the personnel  
  that operate it, and the information processed thereon. Physical security also  
  addresses contingency plans, and the maintenance and destruction of storage  
  media and equipment. These physical safeguards must meet the minimum  
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  requirements established for the highest classification of data stored at the  
  site. The ISSO, in coordination with DOT security personnel, is responsible  
  for ensuring that all necessary physical safeguards are in place. 
  3.4 Continuity of Operations Plans 
  A Continuity of Operations Plan (COOP) documents emergency response, backup  
  operations, and post-disaster recovery procedures. The ISSO provides technical  
  contributions concerning the overall security plans, to ensure the  
  availability of critical resources and to facilitate system availability in an  
  emergency situation. It is also important that all responsibilities under the  
  plan are adequately documented, communicated, and tested at a minimum, twice  
  per annum. Specific ISSO responsibilities during an emergency in which the  
  COOP has been invoked are detailed within that document. 
  3.5 Declassification And Downgrading Of Data And Equipment 
  Declassification is a procedure and an administrative action to remove the  
  security classification of the subject media. Downgrading is a procedure and  
  an administrative action to lower the security classification of the subject  
  media. The procedural aspect of declassification is the actual purging of the  
  media and removal of any labels denoting classification, possibly replacing  
  them with labels denoting that the storage media is unclassified. The  
  procedural aspect of downgrading is the actual purging of the media and  
  removal of any labels denoting the previous classification, replacing them  
  with labels denoting the new classification. The administrative aspect is  
  realized through the submission to the appropriate authority of a decision  
  memorandum to declassify or downgrade the storage media. 
  Even if the assigned Information System(s) carries only SBU data, the ISSO  
  should nonetheless be familiar with declassification and downgrading  
  procedures. Should it ever become necessary to handle classified data, the  
  ISSO must ensure that: 
      Purging, declassification, and downgrading procedures are developed and  
      implemented  
      Procedures are followed for purging, declassifying, downgrading, and  
      destroying storage media.  
      Procedures are followed for marking, handling, and disposing of the  
      computer, its Peripherals, and removable/non-removable storage media.  
      Any special software needed to overwrite the site-unique storage media is  
      developed or acquired.  
      Any special hardware, such as degaussers, is available.  
  3.6 Administrative Security Procedures 
  Administrative security includes the preparation, distribution, and  
  maintenance of plans, instructions, guidelines, and operating procedures  
  regarding security of information systems. It is the responsibility of the  
  ISSO to assist in the development of system administrative procedures, if  
  required, and to conduct periodic reviews to ensure compliance. 
  3.6.1 Personnel Security 
  One component of administrative security is personnel security. In general, it  
  is the ISSO’s responsibility to: 
    Ensure that all personnel and, when required, specified maintenance  
    personnel who install, operate, maintain, or use the system, hold the proper  
    security clearances and access authorizations.  
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    Ensure that all Information System users, including maintenance personnel,  
    are educated as regards applicable security requirements and  
    responsibilities.  
    Maintain a record of valid security clearances, physical access  
    authorizations, and System access authorizations for personnel using the  
    System.  
    Ensure that maintenance contractors who work on the system are supervised by  
    an authorized, knowledgeable person.  
  The ISSO is responsible for performing the following tasks whenever any System  
  user's access is terminated. Prompt action is required, --- particularly if  
  the termination or knowledge of the pending termination might provoke a user  
  to retaliate. 
  The ISSO performs the following in support of this task: 
    Removes the user from all access lists, both manual and automated.  
    Ensures that the ISA has assigned the user’s files to a supervisor,  
    eliminating the access by the user but allowing the supervisor to maintain  
    availability.  
    Ensures that the ISA has removed the individual's ID and password from all  
    systems.  
    Ensures that the individual has turned in all keys, tokens, or cards that  
    allow access to the System.  
    Ensures that the combinations that the individual possessed for any  
    combination locks associated with the System and its physical space are  
    changed.  
  3.6.2 Security Incident Handling 
  A security incident occurs whenever DOT information is compromised, when there  
  is a risk of compromise of such information, when recurring or successful  
  attempts to obtain unauthorized access to the System is detected, or where  
  misuse of the System is suspected. 
  The ISSO creates a reporting mechanism, as part of the security incident  
  reporting procedure, for System users to keep them informed of  
  security-relevant activity that they may observe on the System. This reporting  
  mechanism shall not use the System itself to report security-relevant activity  
  about the System. 
  The mechanism, at a minimum, includes the following: 
    Description of incident.  
    Identification of the individual reporting the security incident.  
    Identification of the loss, potential loss, access attempt, or misuse.  
    Identification of the perpetrator (if possible).  
    Notification of appropriate security and management personnel and civil  
    authorities, if required.  
    Reestablishment of protection, if needed.  
    Restart of operations, if the system had been taken down to facilitate the  
    investigation  
  The ISSO performs the following in support of this task: 
    Prepares procedures for monitoring and reacting to system security warning  
    messages and reports.  
    Develops, reviews, revises, and submits for approval to the DAA and System  
    Owner procedures for reporting, investigating, and resolving security  
    incidents.  



DTRS57-02-R-20032 

 297 

    Immediately reports security incidents through the appropriate security and  
    management channels. The ISSO submits an analysis of the security incident  
    to the appropriate CSIRT authority for corrective and disciplinary actions.  
    Performs an initial evaluation of security problems, and, if necessary,  
    temporarily denies access to affected systems. The ISSO ensures that the  
    Information System Administrator (ISA) evaluates, reports, and documents  
    System security problems and vulnerabilities.  
    Partially or completely suspends operations if any incident is detected that  
    affects security of operations. This would include any system failure.  
    (Note: this may be unrealistic if the system performs a critical operational  
    mission. Alternative procedures may be required in this situation. The DAA  
    must weigh the risk of a security incident against the potential damage in  
    shutting down the System.)  
    Ensures that all cases of actual or suspected compromise of classified or  
    SBU passwords are investigated.  
    Ensures that occurrences within the System that may affect the integrity and  
    security of the data being processed are investigated. If the system  
    malfunctions, it is important to account for the data.  
    Assists the investigating officials in analyzing actual or suspected  
    compromises of classified or SBU information, if applicable.  
  3.7 Security Awareness and Training 
  Because personnel are an integral part of the security protection surrounding  
  the assigned Information System(s), they must understand the vulnerabilities,  
  threats, and risks inherent with System usage. Therefore, information system  
  security shall be included in briefings given to all new personnel. To  
  reinforce this initial training and to introduce new concepts, periodic  
  training and security awareness programs should be conducted. The ISSO shall  
  continue training to keep current in security products and procedures. The  
  ISSO is responsible for ensuring that: 
      All personnel (including management) have computer security awareness  
      training and have read applicable sections of the Information System  
      Security Plan and DOT H 1350.272 Guide to Information Protection for  
      Users. This includes training in security procedures and the use of  
      security products.  
      All users are educated regarding password management (e.g., generating  
      unique passwords, keeping passwords adequately protected, not sharing  
      passwords, and changing passwords on a regular basis).  
      Users understand the importance of monitoring their successful and  
      unsuccessful logins, if possible. If these do not correspond to the user's  
      actual usage, the user should know the proper procedures for reporting the  
      discrepancy.  
  Note that new personnel could include contractors newly assigned to work at a  
  DOT facility. Such individuals should become familiar with DOT H 1350.273  
  Guide to Information Protection for Contractors. 
  The ISSO can keep users informed about security in many different ways. Some  
  approaches include: 
      Periodically display messages when the user logs on to the System.  
      Develop and distribute security awareness posters to foster interest.  
      Disseminate new security information about the System and issue reminder  
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      notices about protection procedures.  
      Issue memos or e-mail to notify users of changes.  
      Provide "hands-on" demonstrations of System security features and  
      procedures.  
  Security awareness and training is one of the most important features that an  
  ISSO can implement. When security is kept prevalent in an individual’s mind  
  through regular awareness and training, those individuals are more likely to  
  follow the appropriate standards and guidelines. 
  
  3.8 Security Configuration Management 
  Configuration management controls changes to system software, hardware, and  
  documentation throughout the life of the System. This includes the design,  
  development, testing, distribution, and operation of modifications and  
  enhancements to the existing System. The ISSO or other designated individual  
  aware of the security issues shall be included in the configuration management  
  process to ensure that implemented changes do not compromise security. It is  
  particularly important for the ISSO to review and monitor proposed changes to  
  the System as defined in the security architecture. Appropriate tests should  
  be conducted to show that the System functions properly after changes are made  
  to it. Configuration management tasks that are the responsibility of the ISSO  
  are as follows: 
      Maintain an inventory of security-relevant hardware and security-relevant  
      software and their locations.  
      Maintain documentation detailing the System hardware and software  
      configuration and all security features that protect it.  
      Evaluate the effect on security of proposed centrally developed and  
      distributed and site-unique modifications to software and applications.  
      Submit comments to appropriate personnel.  
      Identify and analyze System malfunctions. Prepare security incident  
      reports.  
      Assist in the development of System development notifications and System  
      change proposals.  
      Monitor DAA-approved site procedures for controlling changes to the  
      current System.  
      Ensure that any System connectivity is in response to a valid operational  
      requirement.  
      Ensure that continuing tests of the site security features are performed,  
      and maintain documentation of the results.  
      Coordinate System security changes with the System Owner and ISA. Review  
      all site configuration changes and System component changes or  
      modifications, to ensure that System security is not compromised.  
      Review physical inventory reports of security-relevant System equipment.  
  The ISSO ensures that the design and development of new System equipment, or  
  the maintenance or replacement of existing equipment includes security  
  features that will support certification and accreditation or  
  re-accreditation. In support of this effort, informal reviews with the System  
  Owner and/or ISA can help identify potential problems, thus enabling potential  
  security risks to be identified early. Before installing any new system  
  release, the ISSO shall complete sufficient testing to verify that the system  
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  meets the documented and approved security specifications and does not violate  
  existing security policy. The ISSO shall, at a minimum, observe the testing of  
  new releases. Specific ISSO tasks include: 
      Ensure that all security-relevant development and planning activities are  
      reviewed and approved.  
      Participate in the acquisition planning process for proposed acquisitions  
      to ensure that DOT security policy has been considered. This applies to  
      both the acquisition of new systems or the upgrade of existing systems.  
      Ensure that security features are in place (by testing) to prevent  
      applications programs from bypassing security features or from accessing  
      sensitive areas of the system.  
      Develop procedures to prevent the installation of software from  
      unauthorized or questionable sources.  
      Ensure that System support personnel know how to install and maintain  
      security features.  
  3.9 Access Control 
  In this Section, access is considered from three different perspectives:  
  physical access to the Information System facility (facility access), logical  
  access to the System (identification and authentication), and logical access  
  to the System’s data files and other objects (data access). Each of these  
  perspectives is discussed separately in the following paragraphs. 
      
  3.9.1 Facility Access 
  Procedures shall be developed for controlling access to the System Computer  
  Room and the System's resources. In accordance with applicable security  
  policy, System access shall be denied to any user, customer, or visitor who  
  has not been granted specific authorization. General guidance for the ISSO  
  includes: 
    Establish procedures to ensure that only personnel who have a need-to-know  
    have access to classified or sensitive but unclassified information.  
    Establish procedures to ensure that only personnel who have the proper  
    clearances and formal access approval are allowed physical access to the  
    System Computer Room. All individuals who have routine access to the  
    Computer Room should be properly cleared and have a valid operational  
    requirement for access.  
    Deny access to any user, customer, or visitor who is unauthorized or  
    suspected of violating security procedures.  
    Ensure all visitors are signed-in and escorted, if necessary. Visitors shall  
    be under visual observation by an authorized person.  
    Keep records of maintenance performed in the System Computer Room.  
    Establish and implement procedures to control System equipment coming into  
    and going out of the Computer Room and telephone closets.  
    Ensure that an authorized, knowledgeable person supervises maintenance  
    contractors who work on the System.  
  3.9.2 Identification and Authentication (I&A) 
  The identification component of an I&A system consists of a set of unique user  
  identifiers. Authentication involves verifying the identity of a user. If a  
  user's identifier does not remain unique, a subsequent user may gain the  
  access rights of a previous user on the system. General guidance to the ISSO  
  includes: 
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      Ensure that the databases required to support the I&A function are  
      accessible only by the ISSO.  
      Obtain a list of all identifications (IDs) preset at the factory. Change  
      or delete all user IDs and passwords that come with vendor software to  
      prevent unauthorized access.  
      Default passwords shall be checked and changed, as necessary, during  
      System installation and modification, when the ISSO first assumes  
      responsibility for the System, and after any maintenance to the System.  
      Together with the ISA, develop and administer a password management system  
      that includes the generation of System passwords and the development of  
      procedures for addressing password loss or compromise.  
      Ensure that only authorized persons execute System utility programs and  
      routines that bypass security checks or controls.  
      Maintain a System user list that contains the name, user ID, access level,  
      and whether the user is to have operator or administrative privileges.  
  3.9.3 Data Access 
  The focus of data access procedures is to prevent disclosure of information to  
  unauthorized individuals. General guidance for the ISSO includes: 
      Ensure that the System-specific discretionary access control policy is  
      defined and implemented. The policy should define the standards and  
      regulations that the ISSO must implement to ensure that data is disclosed  
      only to authorized individuals.  
      Control access to all functions that can affect the security or integrity  
      of the System. Access of this type shall be kept to the absolute minimum  
      number of personnel.  
      Ensure that any required access control software subsystems or other  
      security subsystems are installed and operated in a manner that supports  
      the security policy of the System.  
  3.10 Risk Management 
  Risk management identifies, measures, and minimizes the effect of uncertain  
  events on System resources. Risk management determines the value of the data,  
  what protection already exists, and how much more protection the System needs.  
  The process includes risk analysis, cost benefit analysis, safeguard selection  
  and implementation, appropriate security tests, and systems review. Risk  
  management is an ongoing process that will reaffirm the validity of previous  
  analysis. The ISSO supports the risk management process by performing the  
  following tasks: 
      Assist in the development of the risk management plan.  
      Perform a risk assessment and analysis every three years, at a minimum, by  
      analyzing threats to and vulnerabilities of the System Facility and  
      vulnerabilities in relationship to the sensitivity of the information on  
      the System. Document the results and prepare appropriate countermeasures.  
      (This is expanded below.)  
      Ensure that a contingency plan is in place for continuity of operations in  
      an emergency situation, and that the developed plans are tested annually,  
      at a minimum.  
      Ensure that approved countermeasures are implemented.  
      Periodically review the risk assessment for new threats due to a changed  
      configuration or changes in the operational environment, and review  
      contingency plans to ensure that they are still applicable.  
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      Ensure that risk analysis, security tests, TEMPEST tests, and other  
      inspections are conducted as required. Maintain a file of working papers  
      concerning risk analysis, security tests and other facets of the risk  
      management program.  
      Maintain a file of all site security-related waivers.  
  The ISSO documents and reports detected computer security technical  
  vulnerabilities. The report includes information regarding technical solutions  
  or administrative procedures implemented to reduce the risk. Each ISSO  
  administers the technical vulnerability reporting program and: 
      Reports identified technical vulnerabilities. As a further way of sharing  
      information about vulnerabilities, maintains contact with other system  
      security officers and with other users of the same type of system.  
      Assumes responsibility for recommending any necessary and feasible action  
      to reduce risks presented by the vulnerabilities.  
      Develops local procedures for reporting and documenting technical  
      vulnerabilities, and ensures that all users and operators receive training  
      for carrying-out the procedures.  
      Ensures that vulnerability information is properly classified and  
      protected.  
  3.11 Audits 
  The ISSO has the primary responsibility to conduct security audits for  
  operational systems as well as for systems under development. Monitoring of  
  variances in security procedures is also important and is best controlled by  
  the ISSO. As part of variance monitoring, the ISSO reviews any relevant audit  
  trail data from the system. Finally, the ISSO provides senior management with  
  reports on the effectiveness of security policy, with identification of  
  weaknesses and recommendations for improvements.  
  3.11.1 Audit Trails 
  The audit trail provides a record of System security-related activity and  
  allows the ISSO and the ISA to monitor activities on the System. To be an  
  effective security tool, the audit trail should be able to monitor, for  
  example, successful and unsuccessful access attempts, file accesses, type of  
  transaction, and password changes. If manual audits are necessary, the ISSO  
  shall document random checks made to verify that users are recording system  
  usage. Audit trail files must be protected to prevent unauthorized changes or  
  destruction.  
  3.11.2 Auditing Responsibilities 
    Appropriate audit trail data shall be reviewed by the ISSO. System audit  
  reports can provide detailed information on network traffic and provide  
  summary accounting information on each user ID, account, or process. The  
  responsibilities of the ISSO include:  
    Review specifications for inclusion of audit trail reduction tools that will  
    assist in audit trail analysis.  
    Select security events to be audited. Ensure that the audit trail is  
    reviewed and have the capability to audit every access to controlled system  
    resources (e.g., very sensitive files).  
    Archive audit data.  
    Develop and implement audit and review procedures to ensure that all System  
    functions are implemented in accordance with applicable policies and  
    programs. Existing policies and programs usually establish the minimum  
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    amount of material that shall be audited.  
    Conduct audits and maintain documentation on the results.  
    Supervise review of security audit parameters. Develop, review, revise,  
    submit for approval, and implement procedures for monitoring and reacting to  
    security warning messages and reports.  
    Conduct random checks to verify compliance with the security procedures and  
    requirements of the site.  
    Gather information from audit trails to create profiles of system users.  
    Observe user patterns such as the terminal usually used, files accessed,  
    normal hours of access, and permissions usually requested, to determine  
    which actions are unusual and should be investigated.  
    Review user access reports generated by the audit trail, in compliance with  
    policies and practices.  
  In addition, the ISSO shall review audit trail reports for anomalies: 
    Look for multiple unsuccessful logon attempts. This could be an indication  
    of an inexperienced user, a user who has recently changed passwords and  
    forgotten the new one, or an attempted intrusion.  
    Look for an attempt by a user, who is already logged in, to log in again to  
    the same system from a second computer. This could be caused by an  
    inadvertent failure to log out, an intentional logon to both computers, or  
    could be an attempted intrusion.  
    Be alert to individuals logging in after normal hours. This may mean the  
    user has a deadline to meet and is working overtime, or that an intruder is  
    attempting access.  
    Look for high numbers of unsuccessful file accesses. This could be prompted  
    by the user’s failure to remember file names, or by an attempted intrusion.  
    Look for unexplained changes in system activity.  
    Look for covert channel activity.  
  3.12 Certification and Accreditation 
  System certification is the technical evaluation of the System's security  
  features, including non-System security features (e.g., administrative  
  procedures and physical safeguards), against a specified set of security  
  requirements. The objective is to determine how well the System design and  
  implementation meet this pre-defined set of security requirements.  
  Certification is performed as part of the accreditation process. System  
  accreditation is the formal management decision made by the DAA to implement a  
  System in a specific operational environment at an acceptable level of risk.  
  The certification package specifies the following in support of accreditation: 
      Security mode.  
      Set of administrative, environmental, and technical security safeguards.  
      Operational environment.  
      Interconnections to other Major Applications or General Support Systems.  
      Vulnerabilities as well as procedural and physical safeguards.  
  The ISSO is frequently responsible for the following list of tasks in  
  preparation for the accreditation of a System: 
      Assist in preparing the accreditation material required by the DAA.  
      Assist in the evaluation of the accreditation package.  
      Assist in the site surveys.  
      Prepare a statement to the DAA about the certification report. The report  
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      should include a description of the System ans its mission; the results  
      from the testing, document reviews, and hardware and software reviews;  
      remaining system vulnerabilities; and any additional controls or  
      environmental requirements that may be necessary.  
      Ensure that the System maintains the system security baseline through  
      audits.  
      Notify the System Owner and the DAA (or the DAA's representative) of all  
      configuration changes that may change the System's security baseline.  
        ATTACHMENT C - SYSTEM ADMINISTRATOR’S SECURITY HANDBOOK 
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AWARENESS/TRAINING/EDUCATION 
   
PURPOSE  
  The purpose of the 1350.270 series of Guides is to provide specific guidance  
  on Information Protection awareness, training and education to the Department  
  of Transportation (DOT) and its Operating Administrations. The series consists  
  of this document, which contains an overview of the entire  
  awareness/training/education process, and individual documents that treat each  
  major area in depth. These supplemental documents include: 
  1350.271 –Guide to Information Protection for Senior Management 
  1350.272 – Guide to Information Protection for Users 
  1350.273 – Guide to Information Protection for Contractors 
  1350.274 – Guide to Information Protection Computer-Based Training 
  1350.275 – Federal Information Protection Resources 
SCOPE  
  The provisions of this document apply to all DOT employees, volunteers and  
  contractor support personnel. 
GOALS  
  The goal of this document is to improve the security of DOT Information  
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  Systems by making DOT senior management, system users and contractors aware of  
  the need for, and means of protecting system resources. This task is  
  accomplished in three phases --- security awareness, training and education. 
REFERENCES  
  All references and terms used in this document are listed and explained in DOT  
  H 1350.2.1, ISS References/Definitions, dated March 3, 1999. 
OVERVIEW OF INFORMATION PROTECTION AWARENESS/TRAINING/EDUCATION 
  Background 
    The Computer Security Act requires federal agencies to provide for the  
    mandatory periodic training in computer security awareness and accepted  
    computer security practices for all employees who are involved with the  
    management, use, or operation of a federal computer system within or under  
    the supervision of the federal agency. This includes contractors as well as  
    employees of the agency.  
     The Computer Security Act also charged the National Institute of Standards  
    and Technology (NIST), together with the U.S. Office of Personnel Management  
    (OPM), with developing and issuing guidelines for Federal computer security  
    training. This requirement was satisfied by NIST's issuance of Computer  
    Security Training Guidelines" (Special Publication [SP] 500- 172), in  
    November 1989. In January 1992, OPM issued a revision to the Federal  
    personnel regulations, which made these voluntary guidelines mandatory. This  
    regulation, Employees Responsible for the Management or Use of Federal  
    Computer Systems, requires Federal agencies to provide training as set forth  
    in the NIST guidelines. 
    OMB Circular A-130, Appendix III, issued in 1996, enforced such mandatory  
    training by requiring its completion prior to granting access to the system,  
    and through periodic refresher training for continued access. OMB Circular  
    A-130 also required NIST to update SP 500-172, and as a result, NIST created  
    SP 800-16, Information Technology Security Training Requirements: A Role-  
    and Performance-Based Model. 
  Information Technology Security Learning Continuum 
    SP 800-16 presents a new conceptual framework for providing IT security  
    training. This framework includes the IT security training requirements  
    appropriate for today’s distributed computing environment and provides  
    flexibility for extension to accommodate future technologies and the related  
    risk management decisions. Figure 1 illustrates this new concept.  
    Figure 1. The Information Technology Security Learning Continuum 
    The Security Learning Continuum flows from the bottom of the model towards  
    the top. At the lowest level, all agency managers, employees and contractors  
    require security awareness. Training (represented by the two bracketed  
    layers "Security Basics and Literacy" and "Roles and Responsibilities  
    Relative to IT Systems") is required for individuals whose role in the  
    organization indicates a need for special knowledge of IT security threats,  
    vulnerabilities, and safeguards. The "Security Basics and Literacy" category  
    is a transitional stage between "Awareness" and "Training." It provides the  
    foundation for subsequent training by providing a universal baseline of key  
    security terms and concepts. After "Security Basics and Literacy," training  
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    becomes focused on providing the knowledge, skills, and abilities specific  
    to an individual’s IT system roles and responsibilities. 
    At this level, training recognizes the differences between beginning,  
    intermediate, and advanced skill requirements. Finally, the "Education and  
    Experience" layer applies to those individuals who have made IT security  
    their chosen profession. This top level focuses on developing the ability  
    and vision to perform complex multi-disciplinary activities and the skills  
    needed to further the IT security profession, and to keep pace with threat  
    and technology changes. 
    In essence, Awareness is the "What", Training is the "How", and Education is  
    the "Why" of Information Protection. 
 Security Awareness/Training/Education  
    DOT H 1350.258, Departmental Guide to Developing an Information System  
    Security Awareness/Training/Education Program, provides overall guidance for  
    DOT management in planning and establishing security  
    awareness/training/education programs. In the 1350.270 series of Guides, the  
    emphasis is on security awareness/training/education program implementation. 
    To successfully implement an awareness and training program, it is important  
    to gain the support of both management and employees. Consideration should  
    be given to using motivational techniques to show management and employees  
    how their participation in the program will benefit DOT. In addition, since  
    IT is an ever-changing field, efforts should be made to keep abreast of  
    changes in it, as well as changes in security requirements. An  
    awareness/training/education program that meets an organization's needs  
    today may become ineffective when the organization starts to use a new  
    application or changes its environment, such as by connecting to the  
    Internet. Likewise, an awareness program can become obsolete if laws or  
    organization policies change. 
    Finally, it should be recognized that it is often difficult to measure the  
    effectiveness of an awareness or training program. Nevertheless, an  
    evaluation should always be attempted, in order to ascertain how much  
    information is retained, to what extent computer security procedures are  
    being followed, and general employee attitudes toward computer security. The  
    results of such an evaluation should help identify and correct problems.  
    Some evaluation methods (which can be used in conjunction with one another)  
    include student evaluations, observing how well employees follow recommended  
    security procedures, testing employees on material covered, and monitoring  
    the number and kind of computer security incidents reported before and after  
    the program is implemented 
  Awareness 
    Awareness stimulates and motivates those being trained to care about  
    security and to remind them of important security practices. Explaining what  
    happens to an organization, its mission, customers, and employees if  
    security fails, motivates people to take security more seriously. Awareness  
    must be used to reinforce the fact that security supports the mission of the  
    organization, by protecting valuable resources. If employees view security  
    as just bothersome rules and procedures, they are more likely to ignore  
    them. In addition, they may not make needed suggestions about improving  
    security, nor recognize and report security threats and vulnerabilities.  
    Awareness can take on different forms for particular audiences. Appropriate  
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    awareness for management officials might stress management's pivotal role in  
    establishing organizational attitudes toward security. Appropriate awareness  
    for other groups, such as system programmers or information analysts, should  
    address the need for security as it relates to their job. Note that  
    contractor employees are required to receive the same level of automated  
    information systems security awareness as federal employees. Hence security  
    awareness requirements should be included, as appropriate, in all DOT  
    contracts. Remember, in today's systems environment, almost everyone in an  
    organization may have access to system resources, and therefore may have the  
    potential to cause harm. 
    Awareness is a concern for DOT senior management, users (including managers)  
    and contractors. Refer to DOT H 1350.271 Guide to Information Protection for  
    Senior Management, DOT H 1350.272 Guide to Information Protection for Users,  
    and DOT H 1350.273 Guide to Information Protection for Contractors for  
    additional information and guidance. 
  Training 
    The purpose of training is to teach people the skills that will enable them  
    to perform their jobs more securely. This includes teaching people both what  
    they should do and how they should (or can) do it. Training can address many  
    levels, from basic security practices to more advanced or specialized  
    skills. It can be specific to one computer system or generic enough to  
    address all systems. A security training program normally includes training  
    classes, either strictly devoted to security, or as added special sections  
    or modules within existing training classes. Training may be computer- or  
    lecture-based (or both), and may include hands-on practice and case studies.  
    Computer-based Training (CBT), in particular, is an important technique for  
    learning about Information Protection, and forms the backbone of DOT’s  
    approach to training. Refer to DOT H 1350.274 Guide to Information  
    Protection Computer-Based Training for additional information on DOT’s CBT  
    Program. 
 
  Education 
    Security education is more in-depth than security training and is targeted  
    for security professionals and those employees whose jobs require specific  
    expertise in security disciplines. Most federal agencies, including DOT, do  
    not develop and present their own set of Information Protection Education  
    classes. There are organizations within the federal government that are  
    dedicated to providing these services, which is a much more efficient and  
    cost-effective approach. Refer to DOT H 1350.275 Federal Information  
    Protection Resources for information concerning these organizations, the  
    classes they make available, and specific dates and locations of each class. 
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GUIDE TO INFORMATION PROTECTION 
FOR USERS 
PURPOSE  
  The purpose of this Guide is to provide DOT employees, including managers,  
  technical staff and administrative staff, with an increased level of awareness  
  of the importance of information system security, and provide specific  
  guidelines for safeguarding data and information as a part of performing  
  day-to-day workplace activities. 
SCOPE  
  The provisions of this document apply to all DOT employees, volunteers and  
  contractor support personnel. 
GOALS  
  The goal of this document is to improve the security of DOT Information  
  Systems by motivating system users to not only be aware of the need for  
  protecting system resources, but also to identify specific means of protecting  
  system resources that relate to their job.  
REFERENCES  
  All references and terms used in this document are listed and explained in DOT  
  H 1350.2.1, ISS References/Definitions, dated March 3, 1999. 
OVERVIEW – THE NEED FOR INFORMATION PROTECTION 
Background 
Hundreds of Information Systems operate within DOT, processing both classified  
and sensitive but unclassified (SBU) information. These systems are vulnerable  
to attacks by insiders, computer hackers, hostile intelligence agents, thieves,  
and individuals with malicious intent. Increasing reliance of most DOT  
activities on computers and computer networks has made security of these assets  
a major issue, both in terms of the safeguarding of the systems themselves, and  
most importantly, the data being transported, processed and/or stored on them. 
DOT’s Information Protection Program, as defined in the 1350.2 Series of Guides,  
is a unified approach to protecting classified and SBU information, and has been  
established to consolidate and focus DOT efforts in securing that information,  
and its associated systems and resources. A key element of this Program consists  
of Information Protection awareness, training and education. Awareness  
stimulates and motivates those being trained to care about security and to  
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remind them of important security practices. The purpose of training is to teach  
people those skills that will enable them to perform their jobs more securely.  
This includes teaching people both what they should do and how they should (or  
can) do it. Security education is more in-depth than security training and is  
targeted for security professionals and those employees whose jobs require  
specific expertise in security disciplines. 
What Information Protection Means To You 
As a DOT employee, you have been entrusted with departmental information. With  
this trust comes the responsibility and obligation to ensure that the  
information is used only for its intended business purpose. The responsibility  
is great. We use information on a day-to-day basis that if misused, could prove  
embarrassing to the government, public corporations or individuals, or lead to  
litigation. 
It is, therefore, very important that you understand and comply with all DOT  
security policies and procedures. Failure to do so may subject you to  
disciplinary action and penalties under the law. DOT Information System Security  
policy and procedures may be found in DOT H 1350.2 DOT Information Resources  
Management Manual (DIRMM), and in this Guide. Before you begin your use of DOT  
Information Systems, be sure that you understand and comply with all security  
requirements. Ask your Information Systems Security Officer (ISSO) if you have  
any questions. 
The remainder of this Guide describes what you need to know to be an active  
participant in the DOT information systems security program. 
DOT SYSTEM USER RESPONSIBILITIES 
  At DOT, Information is one of our most valuable assets, and needs to be  
  protected from loss, unauthorized changes, and disclosure. It appears in many  
  forms, such as: 
    Mainframe computer data  
    PC data,  
    Magnetic media, such as diskettes,  
    Printed documents,  
    Microfilm and microfiche, and  
    Conversation.  
The information you use every day must be protected. Whether you work with paper  
documents or data on a PC, or spend most of your day on the phone, you are part  
of DOT’s information systems security program. By preventing errors, security  
makes your job easier because you won't have to spend time fixing mistakes. Good  
security helps to keep your DOT missions and systems healthy by ensuring that  
the information you work with is accurate. Incorrect information can cause DOT  
to lose the confidence of the public it supports. 
For ease of organization, user system security responsibilities have been  
divided into four areas: procedural security, data security, communications  
security and physical security. These are described in the following paragraphs. 
  A. Procedural Security 
  Procedural security dictates how you operate and maintain your individual  
  system, to include: 
      Obtaining an information systems security briefing from your ISSO before  
      using your equipment for the first time.  
      Ensuring that your equipment is maintained with care (e.g., used properly,  
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      kept clean, etc.). The processing environment must also be kept as clean  
      as possible.  
      Operating your equipment according to your organization’s reference  
      manuals and posted security instructions.  
      Ensuring that your ISSO has approved and certified all software packages  
      before they are used. Personal copies of software are prohibited in the  
      workplace for use on Government-owned equipment.  
      Ensuring that no additional equipment is attached to your system without  
      the knowledge and written permission of your ISSO.  
      Honoring software copyright restrictions. No unauthorized copies of  
      copyrighted software may be made for office or personal use. Copyrighted  
      software may not be borrowed or removed from the workplace.  
      Not loading copyrighted software onto other systems unless authorized in  
      vendor agreements, approved by your supervisor, and agreed to, in writing,  
      by your ISSO.  
      Protecting against disaster by ensuring that backup copies of application  
      programs and data files are available for use. Update your backup copies  
      of data files regularly, and store them in a secure location separate from  
      your equipment Generally, information should be duplicated if you could  
      not afford to lose it, it would cost too much to recreate it, or it would  
      take too much time to recreate. If you are still concerned about what  
      should be duplicated, contact your supervisor for guidance as to exactly  
      what needs to be duplicated.  
      Safeguarding assigned user passwords. Do not reveal your passwords to  
      anyone, and do not store them in plain text on your equipment. If you are  
      able to choose your own password(s), refer to Figure 1 for some helpful  
      "dos" and "don’ts".  
      Reporting compromised passwords to your ISSO immediately.  
      Protecting equipment. Keep food, drink and electrical appliances away from  
      your equipment.  
      Protecting your equipment and data when unattended. Always log off your  
      system, or turn it off before leaving it unattended.  
      Protecting against viruses. Never bring unauthorized or personal software  
      to work, and do not share diskettes unless absolutely necessary for the  
      mission. If you suspect that your system is infected with a virus that has  
      not been detected by the internal virus protection software, notify your  
      ISSO immediately.  
      Reporting immediately any suspected system misuse or abuse to your ISSO.  
      Safeguarding your equipment should you need to use it outside of the  
      office. This is not recommended as a common practice. Personal computers  
      may be stolen or damaged when they are removed from the office. If you  
      must take equipment home, remember to get written approval from your  
      manager. Also, check out the process for restitution if the computer is  
      damaged while in your possession. Your Operating Administration's policy  
      may require replacement of damaged or lost equipment. If your Operating  
      Administration has a home-use system be sure you have a building  
      equipment/property pass. Make sure you use a surge protector on borrowed  
      equipment, and use extra care to protect the equipment from loss or theft.  
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      Limiting your personal use of DOT equipment. DOT employees are permitted  
      limited use of DOT office equipment for personal needs if the use does not  
      interfere with official business, does not result in loss of employee  
      productivity, and involves minimal additional expense to DOT. This limited  
      personal use of DOT office equipment should take place only during your  
      non-work time. Note that this privilege to use DOT office equipment for  
      non-DOT purposes may be revoked or limited at any time by appropriate DOT  
      officials. Note also that this privilege does not extend to modifying DOT  
      equipment, including loading personal software or making configuration  
      changes.  
      Not using DOT office equipment to maintain or support a personal private  
      business. Examples of this prohibition include employees using a  
      government computer and Internet connection to run a travel business or  
      investment service. This ban on using DOT office equipment to support a  
      personal private business also includes your using DOT office equipment to  
      assist relatives, friends, or other persons in such activities.  
      Bringing your home computer in to work is not recommended. If you are  
      allowed to do so, remember that your Operating Administration insurance  
      policy probably won't reimburse you for your equipment if anything happens  
      to it. Also, if the equipment is stolen, your Operating Administration  
      will not replace it. Remember, although the computer is yours, the  
      information on it belongs to your Operating Administration, and must be  
      protected.  
      
          Here are some password choices to AVOID:  
            Your name, nickname, or initials,  
            Your user identification code (user ID),  
            Special dates, especially those that appear on your driver's  
            license, or on a calendar you carry in your purse or wallet,  
            Consecutive keys on a keyboard, e.g., QWERTY or FGHJKL,  
            All the same character, e.g., CCCCCC or 9999999,  
            Your telephone number, employee number, or social security number,  
            and  
            Words that appear in a dictionary.  
          Here are some suggestions for choosing a GOOD password:  
            Combine letters and numbers such as the name and birthdate of a  
            relative or friend, e.g., LISA105,  
            Take the first or last letters from each word of a phrase, e.g.  
            IWADASN (It Was A Dark And Stormy Night) or EDESOEFT (wE holD thesE  
            truthS tO bE selF evidenT),  
            Remove all vowels from a common word or words, e.g. TPSCRT (ToP  
            SeCReT), and  
            Make it as long as possible. Passwords should be at least 8  
            characters long.  
 
 
    Figure 1, Password "Dos" and "Don’ts" 
  B. Data Security 
  Sensitive and mission-critical information requires protection from  
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  disclosure, alteration and loss. You should: 
    Protect data files. Establish and periodically review access privileges for  
    each sensitive file.  
    Protect data storage media. Lock up removable media and equipment that  
    contains fixed media.  
    Not attempt to access any data on any system connected to a LAN, unless such  
    access has been specifically authorized.  
    Label diskettes with the contents of the data stored on them, and the name  
    of the application program used. Handle diskettes carefully to avoid damage.  
    If you pass a diskette or other electronic media along to someone else,  
    reformat it first. Just deleting information does not mean that the  
    information has been erased. If the diskette contains highly sensitive data,  
    it should never be passed along. There will be some data that can be read  
    even after you have formatted the diskette.  
    Not process data that exceeds the accredited sensitivity level of the LAN.  
    If a question exists as to accreditation level of the LAN that a user is  
    operating on, this information should be obtained from your supervisor or  
    ISSO.  
    Dispose of waste containing sensitive information as if it were classified  
    waste (e.g., burning or shredding). Check with your manager or supervisor  
    about the approved method for disposing of trash. If your office has such a  
    program, place the document in a special collection bin for sensitive trash.  
    Someone else will collect it and make sure it's gets destroyed properly. If  
    you have other media to dispose of, e.g. CD’s or diskettes, check with your  
    manager, supervisor or ISSO on the proper disposal methodology.  
    Not allow any person outside your office to access system or data unless  
    that person has a "need-to-know" that has been verified by your ISSO.  
    Inspect data files for tampering. If you suspect that someone has tampered  
    with your files or the data in them, report it immediately to your ISSO.  
    Be careful when answering questions from outside individuals. Refer any  
    requests for information from the media (reporters) to the appropriate  
    people in your Operating Administration. This may be an office in charge of  
    public affairs/relations or senior managers. When asked to complete a survey  
    or questionnaire, ask your supervisor whether this is all right. If you  
    receive calls from employment search companies or vendors, take the  
    individual's name and number and pass this along to your supervisor. Do not  
    allow such people to have a copy of your Operating Administration's list of  
    employees or the DOT telephone book. This would only encourage them to make  
    calls which others in your Operating Administration may not welcome.  
    Be wary about speaking on the telephone. When speaking on the phone, you  
    could easily be fooled into thinking you are talking to a person with a real  
    need for some information. Be careful not to give out valuable information  
    to the wrong person. Try to verify the identity of the caller. If you can't  
    do this by asking some key question, then tell the caller, "I will need to  
    call you back on this." Verify the caller's need to know the requested  
    information. Be careful not to give out more information than requested.  
    Also, be aware of who is in the area that could overhear your conversation.  
            C. Communications Security 
  Government telecommunications systems and information systems connected to a  
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  network are subject to periodic security testing and monitoring, to ensure  
  that proper communications security (COMSEC) procedures are being observed.  
  Therefore, use of any system with any network connection constitutes consent  
  to security testing and COMSEC monitoring. An example of a Warning Banner used  
  to reinforce this restriction is shown in Figure 2. As regards DOT networks  
  and connected information systems, you must: 
    Ensure that information transmitted by modem (telecommunications) is not  
    classified or sensitive, and the transmission of the information type has  
    been approved by your ISSO. If in doubt as to what is sensitive, consult  
    with your ISSO.  
    Turn off your system, or disconnect it from the LAN when not in use. An  
    active system connected to a network can be accessed, and files,  
    applications and even the operating system can possibly be changed without  
    your knowledge.  
    Ensure that systems used to process ‘For Official Use Only’ (FOUO)  
    information are not left unattended.  
    Ensure that, in the event that you suspect that a system has been  
    penetrated, you should immediately contact your ISSO.  
    
        **WARNING**WARNING**WARNING** 
        This is a DOT computer system. DOT computer systems are provided for the  
        processing of Official U.S. Government information only. All data  
        contained on DOT computer systems may be monitored, intercepted,  
        recorded, read, copied, or captured in any manner and disclosed in any  
        manner, by authorized personnel. THERE IS NO RIGHT OF PRIVACY IN THIS  
        SYSTEM. System personnel may give to law enforcement officials any  
        potential evidence of crime found on DOT computer systems. USE OF THIS  
        SYSTEM BY ANY USER, AUTHORIZED OR UNAUTHORIZED, CONSTITUTES 
CONSENT TO  
 
        THIS MONITORING, INTERCEPTION, RECORDING, READING, COPYING, OR 
CAPTURING  
        and DISCLOSURE. 
        **WARNING**WARNING**WARNING**  
 
  Figure 2, Warning Banner Example 
 
    1. Use of the Internet  
    The Internet is an important tool for communicating with others outside of  
    DOT. But while it offers enormous benefits in terms of increased access to  
    information, it also generates a plethora of professional responsibilities  
    and legal issues. As an Internet user, you are therefore accountable for the  
    following use standards: 
      Use DOT Resources for Authorized Business Functions – It is relatively  
      easy for users to perceive the Internet as a public resource. You must  
      remember that DOT systems are available for authorized work only, --- that  
      is, activities sanctioned by management and position functions. If you are  
      uncertain about Internet use, ask your manager for specific guidance.  
      Avoid Offensive Material – The Internet provides easy, efficient access to  
      vast quantities of valuable information; however, it can also serve as a  
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      conduit for information that could be considered offensive. Access to  
      offensive material cannot be completely filtered without impacting  
      performance and cost. It is therefore your responsibility to maintain a  
      professional work environment at all times, --- immune from harassment,  
      intimidation and insult.  
      Respect Intellectual Property – The Internet was originally established as  
      an academic resource; it was designed to facilitate uninhibited exchange  
      of information. Today, it exists in a more diverse and competitive  
      environment. Easy access to information through the Internet begets easy  
      reuse of information derived from Internet sources. Unknowing users expose  
      themselves and DOT to liability when electronic information is reused  
      without regard for ownership. You should be aware of your legal obligation  
      to recognize and respect the intellectual property of others. Any original  
      work of authorship may be the subject of copyright protection, and can  
      only be copied or distributed with the permission of the copyright owner.  
      Such copyright-protected subject matter includes literary text or  
      information, software, and graphical or pictorial works.  
      Safeguard Private and Personal Information – You have a responsibility to  
      respect the privacy of others, and to safeguard personal information about  
      others that has been entrusted to you for legitimate work purposes. You  
      should not access files belonging to another user without permission, nor  
      should you transmit private or personal information over insecure, public  
      networks.  
      Obtain Public Release Authorization – Technical information posted to  
      public services requires pre-publication authorization. Who authorizes  
      publication depends on the type of information involved. You should always  
      solicit specific pre-publication guidance from your management.  
      Distinguish Opinion from Government Position – If you wish to express an  
      opinion on work-related subjects, you should obtain management approval,  
      and attach an explicit disclaimer that states the following: "The views  
      expressed are those of the author, and do not reflect the official policy  
      or position of the Department of Transportation, or the U.S. Government".  
      You should always express your own opinion judiciously, and refrain from  
      expressing personal opinion on subjects that are not work-related, such as  
      politics, religion and hobbies.  
      Protect Information Assets – Competitive advantage and financial success  
      rely heavily on timely access to accurate information, and on protection  
      of sensitive information. While Internet use offers enormous advantages,  
      there are significant security issues associated with Internet  
      communications. Secure system design and other security controls help  
      thwart active outsider threats to computer resources, but have minimal  
      effect on unintentional insider threats caused by human errors, accidents  
      and omissions. You may unintentionally expose Government information  
      systems to malicious intrusion by hackers and viruses, as well as other  
      security risks, needlessly impacting performance. You are therefore  
      responsible for implementing the security provisions shown in Figure 3.  
      Enforce CyberEthics – You are required to enforce the highest standards of  
      business ethics, regardless of the work environment, and to report known  
      and suspected violations of Government policy.  
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    For additional guidance concerning DOT Internet policy, refer to DOT H  
    1350.2 (DIRMM), Chapter 14-4 Interim DOT Internet Resources Policy. 
    Note that it is the policy of the Government to monitor Internet use.  
    Similarly, electronic files may be searched by Government Officials. Refer  
    to Section 7 of this Guide for a discussion of DOT user personal liability. 
    2. Use of E-mail 
    Electronic Mail (e-mail) is an official medium for transmitting official  
    correspondence, both within and outside of DOT. Official correspondence is  
    defined as correspondence having as its objective the accomplishment of DOT  
    missions or assignments, or the dissemination of information having direct  
    bearing on the accomplishment of DOT missions, or relating to DOT  
    activities. If uncertain as to what constitutes official correspondence, you  
    should consult with your manager for guidance. In general, you should adhere  
    to the standards detailed above as regards the overall use of e-mail within  
    DOT. For additional guidance concerning DOT e-mail policy, refer to DOT H  
    1350.2 (DIRMM), Chapter 14-3 Electronic Mail Policy. 
    
      National Security Information is not authorized on any public system;  
      information systems processing classified information require Security  
      Accreditation prior to use. 
      Proprietary information and intellectual property shall not be transmitted  
      over external networks unprotected; similarly, sensitive information  
      regarding DOT products or activities shall not be posted to open  
      environments, such as public news groups and bulletin boards, nor  
      discussed via Internet chat sessions. 
      Data, files and/or software from unknown or suspect sources shall not be  
      downloaded to Government systems. 
      Software that is legitimately downloaded from external sources shall be  
      scanned for malicious code prior to use on any Government system. 
      User passwords shall be protected from disclosure and changed often. 
      Internet access should always be accomplished through a Firewall. Access  
      by dual-homed devices, e.g., devices that are simultaneously connected  
      physically or logically to both an internal LAN and the Internet is  
      strictly forbidden. 
      DOT users shall not misrepresent themselves. 
 
Figure 3, Internet Security Provisions 
  It is important to understand that e-mail is provided to DOT users for  
  business use. However, DOT e-mail systems may be used for incidental personal  
  purposes provided that such use does not: 
    Directly or indirectly interfere with DOT e-mail services,  
    Burden DOT with noticeable incremental cost, or  
    Interfere with DOT user’s employment or other obligations to the Government.  
 
  Note that you may not use DOT e-mail facilities to harass, abuse or offend  
  others. Engaging in any outside fund-raising activity, endorsing any product  
  or service, participating in any lobbying activity, or engaging in any  
  prohibited partisan political activity via e-mail is also prohibited. Note  
  also that transmission of classified information is expressly forbidden on any  
  mail system within DOT unless that system has obtained proper security  
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  accreditation. Check with your ISSO if you are unsure as to what level of  
  sensitivity data you are permitted to transmit via e-mail. 
  You should be alert to two types of e-mail problems: Spoofed/Forged e-mail and  
  e-mail Spamming/Bombing. E-mail spoofing may occur in different forms, but all  
  have a similar result: a user receives e-mail that appears to have originated  
  from one source when it actually was sent from another source. E-mail spoofing  
  is often an attempt to trick the user into making a damaging statement or  
  releasing sensitive information (such as passwords). Examples of spoofed  
  e-mail that could affect the security of DOT include: 
    E-mail claiming to be from a system administrator requesting users to change  
    their passwords to a specified string and threatening to suspend their  
    account if they do not do this.  
    E-mail claiming to be from a person in authority requesting users to send  
    them a copy of a password file or other sensitive information.  
  E-mail "bombing" is characterized by abusers repeatedly sending an identical  
  e-mail message to a particular address. E-mail "spamming" is a variant of  
  bombing; it refers to sending e-mail to hundreds or thousands of users (or to  
  lists that expand to that many users). E-mail spamming can be made worse if  
  recipients reply to the e-mail, causing all the original addressees to receive  
  the reply. It may also occur innocently, as a result of sending a message to  
  mailing lists and not realizing that the list explodes to thousands of users,  
  or as a result of an incorrectly set-up responder message. 
  If you are in receipt of suspect e-mail, alert your ISSO immediately.  
  D. Physical Security 
  Physical security limits access to the information processing environment, and  
  provides security for a user’s own system, including its hardware, software  
  and the data it processes. You should: 
    Protect your work area. Recognize, politely challenge, and assist people who  
    do not belong in your area.  
    Limit access to your own equipment. Recognize those who are authorized to  
    use, service and repair your system.  
    During non-working hours, and when offices are left unattended, lock doors  
    to offices and rooms that house information systems equipment.  
    Ensure that system hardware and software are hand-receipted by serial number  
    to users. Hardware and software must have an accountability chain back to  
    the Property Manager.  
    Challenge persons carrying information systems equipment out of an office or  
    building.  
    Not allow any information systems hardware to be moved from its accredited  
    location without the knowledge and approval of your ISSO. This includes  
    turning in equipment for maintenance.  
  Remember, anyone not currently working in your office is a visitor. Use  
  caution when disclosing information in front of any visitor. This includes  
  former employees of your Operating Administration, vendors and salespeople,  
  and members of the public or other federal agencies. 
PERSONAL LIABILITY 
Finally, you should be aware that Federal law provides for punishment consisting  
of a fine under Title 18, U.S. Code and up to 10 years in jail for the first  
offense for anyone who:  
  Knowingly accesses an information system without authorization, or exceeds  
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  authorized access, and obtains information that requires protection against  
  unauthorized disclosure. (Note that the offense is for the access, and not  
  necessarily any disclosure).  
  Intentionally, without authorization, accesses a government information system  
  and, in so doing, affects the use of the government’s operation of that  
  system.  
  Intentionally accesses a government information system without authorization,  
  and alters, damages or destroys information or prevents authorized use of the  
  system.  
  Accesses a government information system without authorization, or exceeds  
  authorized access, and obtains anything of value.  
  The above prohibitions and punishments apply to mere attempts, even if  
  unsuccessful, to commit the listed crimes. Multiple accesses or multiple  
  attempts constitute multiple offenses for the purposes of determining  
  punishment. 
 
Chapter 11- Guide to Information Protectino for ContractorsU.S. DEPARTMENT OF  
TRANSPORTATION 
OFFICE OF THE SECRETARY  
DOT H 1350.273 
GUIDE TO 
INFORMATION PROTECTION 
FOR CONTRACTORS 
  
TABLE OF CONTENTS 
1. PURPOSE  
2. SCOPE  
3. GOALS 
4. REFERENCES 
5. OVERVIEW – THE NEED FOR INFORMATION PROTECTION 
  A. Background 
  B. What Information Protection Means To You 
6. DOT CONTRACTOR RESPONSIBILITIES 
  A. Procedural Security 
  B. Data Security 
  C. Communications Security 
    1) Use of the Internet 
    2) Use of E-mail 
  D. Physical Security 
7. PERSONAL LIABILITY 
  
PURPOSE 
  The purpose of this Guide is to provide DOT contractors with an increased  
  level of awareness of the importance of information system security, and  
  provide specific guidelines for safeguarding data and information as a part of  
  performing day-to-day workplace activities in support of DOT. 
SCOPE 
  The provisions of this document apply to all DOT contractors. 
GOALS 
  The goal of this document is to improve the security of DOT Information  



DTRS57-02-R-20032 

 317 

  Systems by motivating contractors to not only be aware of the need for  
  protecting DOT system resources, but also to identify specific means of  
  protecting DOT system resources that relate to their job.  
REFERENCES 
  All references and terms used in this document are listed and explained in DOT  
  H 1350.2.1, ISS References/Definitions, dated March 3, 1999. 
OVERVIEW – THE NEED FOR INFORMATION PROTECTION 
Background 
Hundreds of Information Systems operate within DOT, processing both classified  
and sensitive but unclassified (SBU) information. These systems are vulnerable  
to attacks by insiders, computer hackers, hostile intelligence agents, thieves,  
and individuals with malicious intent. Increasing reliance of most DOT  
activities on computers and computer networks has made security of these assets  
a major issue, both in terms of the safeguarding of the systems themselves, and  
most importantly, the data being transported, processed and/or stored on them. 
DOT’s Information Protection Program, as defined in the 1350.2 Series of Guides,  
is a unified approach to protecting classified and SBU information, and has been  
established to consolidate and focus DOT efforts in securing that information,  
and its associated systems and resources. A key element of this Program consists  
of Information Protection awareness, training and education. Awareness  
stimulates and motivates those being trained to care about security and to  
remind them of important security practices. The purpose of training is to teach  
people the skills that will enable them to perform their jobs more securely.  
 
This includes teaching people both what they should do and how they should (or  
can) do it. Security education is more in-depth than security training and is  
targeted for security professionals and those employees whose jobs require  
specific expertise in security disciplines.  
What Information Protection Means To You 
As a DOT contractor, you have been entrusted with departmental information. With  
this trust comes the responsibility and obligation to ensure that the  
information is used only for its intended business purpose. The responsibility  
is great. We use information on a day-to-day basis that if misused, could prove  
embarrassing to the government, public corporations or individuals, or lead to  
litigation. 
It is, therefore, very important that you understand and comply with all DOT  
security policies and procedures. Failure to do so may subject you to  
disciplinary action and penalties under the law. DOT Information System Security  
policy and procedures are found in DOT H 1350.2 and in this Guide. Before you  
begin your use of DOT Information Systems, be sure that you understand and  
comply with all security requirements set forth in your company’s contract with  
DOT. Contact your company’s Facility Security Officer (FSO) if you have any  
questions concerning these requirements. 
The remainder of this Guide describes what you need to know to be an active  
participant in the DOT information systems security program. 
DOT CONTRACTOR RESPONSIBILITIES 
  At DOT, information is one of our most valuable assets, and needs to be  
  protected from loss, unauthorized changes, and disclosure. It appears in many  
  forms, such as:  
    Mainframe computer data,  
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    PC data,  
    Magnetic media, such as diskettes,  
    Printed documents,  
    Microfilm and microfiche, and  
    Conversation.  
  The information you use every day must be protected. Whether you work with  
  paper documents or data on a PC, or spend most of your day on the phone, you  
  are part of DOT’s information systems security program. By preventing errors,  
  security makes your job easier because you won't have to spend time fixing  
  mistakes. Good security helps to keep DOT missions and systems healthy, by  
  ensuring that the information you work with is accurate. Incorrect information  
  can cause DOT to lose the confidence of the public it supports. If that were  
  to happen, your company’s contract, and hence your job could be affected. 
  For ease of organization, contractor system security responsibilities have  
  been divided into four areas: procedural security, data security,  
  communications security and physical security. These are described in the  
  following paragraphs. 
  A. Procedural Security 
  Procedural security dictates how you operate and maintain the DOT system that  
  you have been assigned to, and includes:  
    Obtaining an information systems security briefing from the applicable DOT  
    ISSO, as well as your company’s FSO, before using your assigned equipment  
    for the first time.  
    Ensuring that your assigned equipment is maintained with care (e.g., used  
    properly, kept clean, etc.). The processing environment must also be kept as  
    clean as possible. Remember, contractually your assigned equipment is  
    Government-Furnished Property (GFP), and under the terms of your company’s  
    contract, you and your company are responsible for keeping it in good  
    working order.  
    Operating your equipment according to the organization’s reference manuals  
    and posted DOT security instructions.  
    Ensuring that the appropriate DOT ISSO has approved and certified all  
    software packages before they are used. Personal copies of software are  
    prohibited in the workplace for use on Government-owned equipment.  
    Ensuring that no additional equipment is attached to your assigned system  
    without the knowledge and written permission of the appropriate DOT ISSO.  
    Honoring software copyright restrictions. No unauthorized copies of  
    copyrighted software may be made for office or personal use. Copyrighted  
    software may not be borrowed or removed from the workplace.  
    Not loading copyrighted software onto another system unless authorized in  
    vendor agreements, approved by supervisor, and in writing, by the  
    appropriate DOT ISSO.  
    Protecting against disaster by ensuring that backup copies of application  
    programs and data files are available for use. Update your backup copies of  
    data files regularly, and store them in a secure location separate from your  
    equipment. Generally, information should be duplicated if you could not  
    afford to lose it, it would cost too much to recreate it, or it would take  
    too much time to recreate. If you are still concerned about what should be  
    duplicated, ask your supervisor for guidance as to exactly what needs to be  
    duplicated.  
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    Safeguarding assigned passwords. Do not reveal your passwords to anyone,  
    either at your company or at DOT, and do not store them in plain text on  
    your equipment. If you are able to choose your own password(s), refer to  
    Figure 1 for some helpful "dos" and "don’ts".  
    Reporting compromised passwords to the appropriate DOT ISSO immediately.  
    Protecting equipment. Keep food, drink and electrical appliances away from  
    your assigned equipment.  
    Protecting your assigned equipment, and the data it contains, when  
    unattended. Always log off your system, or turn it off before leaving it  
    unattended.  
    Protecting against viruses. Never bring unauthorized company or personal  
    software to work, and do not share diskettes unless absolutely necessary. If  
    you suspect that your assigned system is infected with a virus that has not  
    been detected by the internal virus protection software, notify the  
    appropriate DOT ISSO immediately.  
    Reporting immediately any suspected system misuse or abuse to the  
    appropriate DOT ISSO.  
    Safeguarding your assigned equipment should you need to use it outside of  
    the office. This is not recommended as a common practice for DOT employees,  
    much less for DOT contractors. Personal computers may be stolen or damaged  
    when they are removed from the office. If you must take equipment home,  
    remember to get written approval from your company supervisor, as well as  
    from DOT. Also, check out the process for restitution if the computer is  
    damaged while in your possession. Your company’s policy may require  
    replacement of damaged or lost equipment. If applicable, be sure you have a  
    building equipment/property pass. Make sure you use a surge protector on  
    borrowed DOT equipment, and use extra care to protect that equipment from  
    loss or theft.  
    Limiting your personal use of DOT equipment. DOT contractors working on-site  
    at DOT office locations are permitted limited use of DOT office equipment  
    for personal needs if the use does not interfere with official business,  
    does not result in loss of contractor productivity, and involves minimal  
    additional expense to DOT. This limited personal use of DOT office equipment  
    should take place only during your non-work time. Note that this privilege  
    to use DOT office equipment for non-DOT purposes may be revoked or limited  
    at any time by appropriate DOT officials. Note also that this privilege does  
    not extend to modifying DOT equipment, including loading personal software  
    or making configuration changes.  
    Not using DOT office equipment to maintain or support a personal private  
    business. Examples of this prohibition include employees using a government  
    computer and Internet connection to run a travel business or investment  
    service. This ban on using DOT office equipment to support a personal  
    private business also includes your using DOT office equipment to assist  
    relatives, friends, or other persons in such activities.  
    Bringing your company computer in to work at DOT is not allowed, unless  
    special arrangements are made with DOT.  
  B. Data Security 
  Sensitive and mission-critical information requires protection from  
  disclosure, alteration and loss. You should:  
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    Protect data files. Establish and periodically review access privileges for  
    each sensitive file.  
    Protect data storage media. Lock up removable media and equipment that  
    contains fixed media.  
    Not attempt to access any data on any system connected to a DOT LAN, unless  
    such access has been specifically authorized.  
    Label diskettes with the contents of the data stored on them, and the name  
    of the application program used. Handle diskettes carefully to avoid damage.  
    If you pass a diskette or other electronic media along to someone else,  
    reformat it first. Just deleting information does not mean that the  
    information has been erased. If the diskette contains highly sensitive data,  
    it should never be passed along. There will be some data that can be read  
    even after you have formatted the diskette.  
    Not process data that exceeds the accredited sensitivity level of the LAN.  
    If you have a question regarding the accreditation level of the LAN you are  
    operating on, check with the appropriate DOT ISSO for guidance.  
    Dispose of waste containing sensitive information as if it were classified  
    waste (e.g., burning or shredding). Check with the appropriate DOT manager  
    or ISSO about the approved method for disposing of trash. If the office you  
    are working in has such a program, place the document in a special  
    collection bin for sensitive trash. Someone else will collect it and make  
    sure it's gets destroyed properly. If you have other media to dispose of,  
    e.g. CD’s or diskettes, check with the appropriate DOT ISSO on the proper  
    disposal methodology.  
    Not allow any person outside your office to access your system or its data  
    unless that person has a "need-to-know" that has been verified by the  
    appropriate DOT ISSO.  
        Here are some password choices to AVOID:  
          Your name, nickname, or initials,  
          Your user identification code (user ID),  
          Special dates, especially those that appear on your driver's license,  
          or on a calendar you carry in your purse or wallet,  
          Consecutive keys on a keyboard, e.g., QWERTY or FGHJKL,  
          All the same character, e.g., CCCCCC or 9999999,  
          Your telephone number, employee number, or social security number, and  
          Words that appear in a dictionary.  
        Here are some suggestions for choosing a GOOD password:  
          Combine letters and numbers such as the name and birthdate of a  
          relative or friend, e.g., LISA105,  
          Take the first or last letters from each word of a phrase, e.g.  
          IWADASN (It Was A Dark And Stormy Night) or EDESOEFT (wE holD thesE  
          truthS tO bE selF evidenT),  
          Remove all vowels from a common word or words, e.g. TPSCRT (ToP  
          SeCReT), and  
          Make it as long as possible. Passwords should be at least 8 characters  
          long.  
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  Figure 1, Password "Dos" and "Dont's" 
    
    Inspect data files for tampering. If you suspect that someone has tampered  
    with your files or the data in them, report it immediately to the  
    appropriate DOT ISSO.  
    Be careful when answering questions from outside individuals. Refer any  
    requests for information from the media (reporters) to the appropriate DOT  
    manager. When asked to complete a survey or questionnaire, ask your company  
    supervisor whether this is all right. If you receive calls from employment  
    search companies or vendors, take the individual's name and number and pass  
    this along to your company supervisor. Do not allow such people to have a  
    copy of any DOT list of employees or DOT telephone book. This would only  
    encourage them to make calls that DOT may not welcome.  
    Be wary about speaking on the telephone. When speaking on the phone, you  
    could easily be fooled into thinking you are talking to a person with a real  
    need for some information. Be careful not to give out valuable information  
    to the wrong person. Try to verify the identity of the caller. If you can't  
    do this by asking some key question, then tell the caller, "I will need to  
    call you back on this." Verify the caller's need to know the requested  
    information. Be careful not to give out more information than requested.  
    Also, be aware of who is in the area that could overhear your conversation.  
  C. Communications Security 
  Government telecommunications systems and information systems connected to a  
  network are subject to periodic security testing and monitoring, to ensure  
  that proper communications security (COMSEC) procedures are being observed.  
  Therefore, use of any system with any network connection constitutes consent  
  to security testing and COMSEC monitoring. An example of a Warning Banner used  
  to reinforce this restriction is shown in Figure 2. As regards DOT networks  
  and connected information systems, you must:  
    Ensure that information transmitted by modem (telecommunications) is not  
    classified or sensitive, and the transmission of the information type has  
    been approved by the appropriate DOT ISSO. If in doubt as to what is  
    sensitive, consult with the ISSO and your company FSO.  
    Turn off your system, or disconnect it from the LAN when not in use. An  
    active system connected to a network can be accessed, and files,  
    applications and even the operating system can possibly be changed without  
    your knowledge.  
    Ensure that systems used to process ‘For Official Use Only’ (FOUO)  
    information are not left unattended.  
    Ensure that, in the event that you suspect that a system has been  
    penetrated, you immediately contact the appropriate DOT ISSO.  
        **WARNING**WARNING**WARNING** 
        This is a DOT computer system. DOT computer systems are provided for the  
        processing of Official U.S. Government information only. All data  
        contained on DOT computer systems may be monitored, intercepted,  
        recorded, read, copied, or captured in any manner and disclosed in any  
        manner, by authorized personnel. THERE IS NO RIGHT OF PRIVACY IN THIS  
        SYSTEM. System personnel may give to law enforcement officials any  
        potential evidence of crime found on DOT computer systems. USE OF THIS  
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        SYSTEM BY ANY USER, AUTHORIZED OR UNAUTHORIZED, CONSTITUTES 
CONSENT TO  
 
        THIS MONITORING, INTERCEPTION, RECORDING, READING, COPYING, OR 
CAPTURING  
        and DISCLOSURE. 
        **WARNING**WARNING**WARNING**  
 
  Figure 2, Warning Banner Example 
    1. Use of the Internet 
    The Internet is an important tool for communicating with others outside of  
    DOT. But while it offers enormous benefits in terms of increased access to  
    information, it also generates a plethora of professional responsibilities  
    and legal issues. As an Internet user working at DOT, you are therefore  
    accountable for the following use standards:  
      Use DOT Resources for Authorized Business Functions – It is relatively  
      easy for users to perceive the Internet as a public resource. You must  
      remember that DOT systems are available for authorized work only, --- that  
      is, activities sanctioned by management and position functions. If you are  
      uncertain about Internet use, ask your company supervisor for specific  
      guidance.  
      Avoid Offensive Material – The Internet provides easy, efficient access to  
      vast quantities of valuable information; however, it can also serve as a  
      conduit for information that could be considered offensive. Access to  
      offensive material cannot be completely filtered without impacting  
      performance and cost. It is therefore your responsibility to maintain a  
      professional work environment at all times, --- immune from harassment,  
      intimidation and insult.  
      Respect Intellectual Property – The Internet was originally established as  
      an academic resource; it was designed to facilitate uninhibited exchange  
      of information. Today, it exists in a more diverse and competitive  
      environment. Easy access to information through the Internet begets easy  
      reuse of information derived from Internet sources. Unknowing contractors  
      expose themselves, their company and DOT to liability when electronic  
      information is reused without regard for ownership. You should be aware of  
      your legal obligation to recognize and respect the intellectual property  
      of others. Any original work of authorship may be the subject of copyright  
      protection, and can only be copied or distributed with the permission of  
      the copyright owner. Such copyright-protected subject matter includes  
      literary text or information, software, and graphical or pictorial works.  
      Check with your company FSO for more information.  
      Safeguard Private and Personal Information – You have a responsibility to  
      respect the privacy of others, and to safeguard personal information about  
      others that has been entrusted to you for legitimate work purposes. You  
      should not access files belonging to another user without permission, nor  
      should you transmit private or personal information over insecure, public  
      networks.  
      Obtain Public Release Authorization – Technical information posted to  
      public services requires pre-publication authorization. Who authorizes  
      publication depends on the type of information involved. You should always  
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      solicit specific pre-publication guidance from your company supervisor and  
      DOT.  
      Distinguish Opinion from Government Position – If you wish to express an  
      opinion on work-related subjects, you should obtain approval from DOT as  
      well as your company supervisor, and attach an explicit disclaimer that  
      states the following: "The views expressed are those of the author, and do  
      not reflect the official policy or position of the Department of  
      Transportation, or the U.S. Government". You should always express your  
      own opinion judiciously, and refrain from expressing personal opinion on  
      subjects that are not work-related, such as politics, religion and  
      hobbies.  
      Protect Information Assets – Competitive advantage and financial success  
      rely heavily on timely access to accurate information, and on protection  
      of sensitive information. While Internet use offers enormous advantages,  
      there are significant security issues associated with Internet  
      communications. Secure system design and other security controls help  
      thwart active outsider threats to computer resources, but have minimal  
      effect on unintentional insider threats caused by human errors, accidents  
      and omissions. You may unintentionally expose Government information  
      systems to malicious intrusion by hackers and viruses, as well as other  
      security risks, needlessly impacting performance. You are therefore  
      responsible for implementing the security provisions shown in Figure 3.  
      Enforce CyberEthics – You are required to enforce the highest standards of  
      business ethics, regardless of the work environment, and to report known  
      and suspected violations of Government policy to the appropriate DOT ISSO.  
 
      National Security Information is not authorized on any public system;  
      information systems processing classified information require Security  
      Accreditation prior to use. 
      Proprietary information and intellectual property shall not be transmitted  
      over external networks unprotected; similarly, sensitive information  
      regarding DOT products or activities shall not be posted to open  
      environments, such as public news groups and bulletin boards, nor  
      discussed via Internet chat sessions. 
      Data, files and/or software from unknown or suspect sources shall not be  
      downloaded to Government systems. 
      Software that is legitimately downloaded from external sources shall be  
      scanned for malicious code prior to use on any Government system. 
      User passwords shall be protected from disclosure and changed often. 
      Internet access should always be accomplished through a Firewall. Access  
      by dual-homed devices, e.g., devices that are simultaneously connected  
      physically or logically to both an internal DOT LAN and the Internet is  
      strictly forbidden. 
      DOT contractors shall not misrepresent themselves. 
 
Figure 3, Internet Security Provisions 
    For additional guidance concerning DOT Internet policy, refer to DOT H  
    1350.2 (DIRMM), Chapter 14-4 Interim DOT Internet Resources Policy. 
    Note that it is the policy of the Government to monitor Internet use.  
    Similarly, electronic files may be searched by Government Officials. Refer  



DTRS57-02-R-20032 

 324 

    to Section 7 of this Guide for a discussion of DOT contractor personal  
    liability. 
    2. Use of E-mail 
    Electronic Mail (e-mail) is an official medium for transmitting official  
    correspondence, both within and outside of DOT. Official correspondence is  
    defined as correspondence having as its objective the accomplishment of DOT  
    missions or assignments, or the dissemination of information having direct  
    bearing on the accomplishment of DOT missions, or relating to DOT  
    activities. If uncertain as to what constitutes official correspondence, you  
    should consult with your company supervisor for guidance. In general, you  
    should adhere to the standards detailed above, as well as your own company  
    standards, as regards the overall use of e-mail within DOT. For additional  
    guidance concerning DOT e-mail policy, refer to DOT H 1350.2 (DIRMM),  
    Chapter 14-3 Electronic Mail Policy.  
    Note that you may not use DOT e-mail facilities to harass, abuse or offend  
    others. Engaging in any outside fund-raising activity, endorsing any product  
    or service, participating in any lobbying activity, or engaging in any  
    prohibited partisan political activity via e-mail is also prohibited. Note  
    also that transmission of classified information is expressly forbidden on  
    any mail system within DOT unless that system has obtained proper security  
    accreditation. Check with the appropriate DOT ISSO if you are unsure as to  
    what level of sensitivity data you are permitted to transmit via e-mail  
    while at DOT. It is important to understand that e-mail is provided to  
    on-site DOT contractors for business use only.  
    You should be alert to two types of e-mail problems: Spoofed/Forged e-mail  
    and e-mail Spamming/Bombing. E-mail spoofing may occur in different forms,  
    but all have a similar result: a user receives e-mail that appears to have  
    originated from one source when it actually was sent from another source.  
    E-mail spoofing is often an attempt to trick the user into making a damaging  
    statement or releasing sensitive information (such as passwords). Examples  
    of spoofed e-mail that could affect the security of DOT include: 
      E-mail claiming to be from a system administrator requesting users to  
      change their passwords to a specified string and threatening to suspend  
      their account if they do not do this.  
      E-mail claiming to be from a person in authority requesting users to send  
      them a copy of a password file or other sensitive information.  
      E-mail "bombing" is characterized by abusers repeatedly sending an  
      identical e-mail message to a particular address. E-mail "spamming" is a  
      variant of bombing; it refers to sending e-mail to hundreds or thousands  
      of users (or to lists that expand to that many users). E-mail spamming can  
      be made worse if recipients reply to the e-mail, causing all the original  
      addressees to receive the reply. It may also occur innocently, as a result  
      of sending a message to mailing lists and not realizing that the list  
      explodes to thousands of users, or as a result of an incorrectly set-up  
      responder message.  
      If you are in receipt of suspect e-mail, alert the appropriate DOT ISSO  
      immediately.  
  D. Physical Security 
  Physical security limits access to the information processing environment, and  
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  provides security for a contractor’s assigned system, including its hardware,  
  software and the data it processes. You should:  
    Protect your work area. Recognize, politely challenge, and assist people who  
    do not belong in your area.  
    Limit access to your assigned equipment. Recognize those who are authorized  
    to use, service and repair that system.  
    Challenge persons carrying information systems equipment out of an office or  
    DOT building.  
    Not allow any information systems hardware to be moved from its accredited  
    location without the knowledge and approval of the appropriate DOT ISSO.  
    This includes turning in equipment for maintenance.  
    Remember, anyone not currently working in your DOT office is a visitor. Use  
    caution when disclosing information in front of any visitor.  
PERSONAL LIABILITY 
    Finally, you should be aware that Federal law provides for punishment  
    consisting of a fine under Title 18, U.S. Code and up to 10 years in jail  
    for the first offense for anyone who:  
    Knowingly accesses an information system without authorization, or exceeds  
    authorized access, and obtains information that requires protection against  
    unauthorized disclosure. (Note that the offense is for the access, and not  
    necessarily any disclosure).  
    Intentionally, without authorization, accesses a government information  
    system and, in so doing, affects the use of the government’s operation of  
    that system.  
    Intentionally accesses a government information system without  
    authorization, and alters, damages or destroys information or prevents  
    authorized use of the system.  
    Accesses a government information system without authorization, or exceeds  
    authorized access, and obtains anything of value.  
  The above prohibitions and punishments apply to mere attempts, even if  
  unsuccessful, to commit the listed crimes. Multiple accesses or multiple  
  attempts constitute multiple offenses for the purposes of determining  
  punishment. Be sure that you discuss these matters thoroughly with your  
  company FSO. 
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ATTACHMENT J. 6 - ELECTRONIC POLICIES AND PROCEDURES FORMAT 
 
 
ISSUE STATEMENT 
 
The (name of Agency) requires the (installation, upgrade, repair of network server, repair of 
desktop hardware and software, etc.). 
 
 
GOAL OF PROCEDURE 
 
 
APPLICABILITY 
 
These procedures apply to . 
 
 
ROLES AND RESPONSIBILITY 
 
(Name of Individual) shall: 
 
 
(Name of Individual) shall: 
 
 
STANDARD OPERATING PROCEDURE (SOP) 
 
Procedures shall be in place to                       . The procedures shall                        
 
 
The following practices shall be documented and maintained for all :  
 
 
All procedures shall be in accordance with                   , and the (name of Agency)’s policy. 
 
 
Compliance 
 
 
SUPPLEMENTARY INFORMATION 
 
 
POINTS OF CONTACT  
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 1. CLEARANCE AND SAFEGUARDING 
DEPARTMENT OF DEFENSE a. FACILITY CLEARANCE REQUIRED 

CONTRACT SECURITY CLASSIFICATION SPECIFICATION  
(The requirements of the DoD Industrial Security Manual apply b. LEVEL OF SAFEGUARDING REQUIRED 

to all security aspects of this effort.)               SECRET 
2. THIS SPECIFICATION IS FOR:  (X and complete as applicable) 3. THIS SPECIFICATION IS:  (X and complete as applicable) 
 a. PRIME CONTRACT NUMBER   Date (YYMMDD) 

  X a. ORIGINAL (Complete date in all cases)  
 b. SUBCONTRACT NUMBER  b. REVISED (Supersedes Revision No. Date (YYMMDD) 

    all previous specs)   
 c. SOLICITATION OR OTHER NUMBER Due Date (YYMMDD)   Date (YYMMDD) 

X DTRS57-02-R-20032   c.  FINAL  (Complete Item 5 in all cases)  
4. IS THIS A FOLLOW-ON CONTRACT?    X YES  NO.  If Yes, complete the following: 

 Classified material received or generated under DTRS57-97-C-00107 (Preceding Contract Number) is transferred to this follow-on contract. 
   

5. IS THIS A FINAL DD FORM 254?  YES    X NO.  If Yes, complete the following: 

 In response to the contractor's request dated  , retention of the classified material is authorized for the period   

   
6. CONTRACTOR  (Include Commercial and Government Entity (CAGE) Code) 
a. NAME, ADDRESS, AND ZIP CODE b. CAGE CODE c. COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code) 

   

7. SUBCONTRACTOR 
a. NAME, ADDRESS, AND ZIP CODE b. CAGE CODE c. COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code) 

   

8. ACTUAL PERFORMANCE 
a. LOCATION b. CAGE CODE c. COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code) 

 
See Block 13. 

  

9. GENERAL IDENTIFICATION OF THIS PROCUREMENT 
 

10. CONTRACTOR WILL REQUIRE ACCESS TO: YES NO 11. IN PERFORMING THIS CONTRACT, THE CONTRACTOR WILL: YES NO 
a. COMMUNICATIONS SECURITY (COMSEC) INFORMATION  X a. HAVE ACCESS TO CLASSIFIED INFORMATION ONLY AT ANOTHER CONTRACTOR'S 

FACILITY OR A GOVERNMENT ACTIVITY X  
b.  RESTRICTED DATA  X b. RECEIVE CLASSIFIED DOCUMENTS ONLY  X 
c. CRITICAL NUCLEAR WEAPON DESIGN INFORMATION  X c. RECEIVE AND GENERATE CLASSIFIED MATERIAL  X 
d. FORMERLY RESTRICTED DATA  X d. FABRICATE, MODIFY, OR STORE CLASSIFIED HARDWARE  X 
e. INTELLIGENCE INFORMATION   e. PERFORM SERVICES ONLY  X 

(1) Sensitive Compartmented Information (SCI)  X f. HAVE ACCESS TO U.S. CLASSIFIED INFORMATION OUTSIDE THE U.S., PUERTO 
RICO, U.S. POSSESSIONS AND TRUST TERRITORIES  X 

(2) Non-SCI X  g. BE AUTHORIZED TO USE THE SERVICES OF DEFENSE TECHNICAL INFORMATION 
CENTER (DTIC) OR OTHER SECONDARY DISTRIBUTION CENTER  X 

f. SPECIAL ACCESS INFORMATION  X h. REQUIRE A COMSEC ACCOUNT  X 
g. NATO INFORMATION  X i. HAVE TEMPEST REQUIREMENTS  X 
h. FOREIGN GOVERNMENT INFORMATION  X j. HAVE OPERATIONS SECURITY (OPSEC) REQUIREMENTS  X 
i. LIMITED DISSEMINATION INFORMATION  X k. BE AUTHORIZED TO USE THE DEFENSE COURIER SERVICE  X 
j. FOR OFFICIAL USE ONLY INFORMATION X  l. OTHER (Specify)   
k. OTHER (Specify)  X    

DD Form 254, DEC 90 (EG)   Previous editions are obsolete.   (MS Word 4/96) 
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12. PUBLIC RELEASE Any information (classified or unclassified) pertaining to this contract shall not be released for public dissemination except as provided by the 

Industrial Security Manual unless it has been approved for public release by appropriate U.S. Government authority.  Proposed public releases shall be submitted for 
approval prior to release 

  Direct X Through (Specify) 

 
    the individual indicated in block 16e to the Directorate for Freedom of Information and Security Review, Office of the 
Assistant Secretary of Defense (Public Affairs)* for review.  In the case of non-DoD Sponsoring agencies, requests for 
disclosure shall be submitted to that agency. 
  

13. SECURITY GUIDANCE. The security classifiection guidance needed for this classified effort is identified below.  If any difficulty is encountered in applying this 
guidance or if any other contributing factor indicates a need for changes in this guidance, the contractor is authorized and encouraged to provide recommended 
changes; to challenge the guidance or the classification assigned to any information or material furnished or generated under this contract; and to submit any questions 
for interpretation of this guidance to the official identified below.  Pending final decision, the information involved shall be handled and protected at the highest level of 
classification assigned or recommended.  (Fill in as appropriate for the classified effort.  Attach, or forward under separate correspondence, any 
documents/guides/extracts referenced herein.  Add additional pages as needed to provide complete guidance.) 

Specific and complete classification guidance will be provided by Volpe Center Sponsoring agencies if and when 
services requiring clearance are performed. 
 
When accessing “For Official Use Only” information, the Contractor shall safeguarded the information as specified in 
Chapter 13, Section 6, Industrial Security Manual.  

14.  ADDITIONAL SECURITY REQUIREMENTS.   Requirements, in addition to ISM requirements, are established for this   Yes X No 
contract.  (If Yes, identify the pertinent contractual clauses in the contract document itself, or provide an appropriate statement which 
identifies the additional requirements.  Provide a copy of the requirements to the cognizant security office.  Use Item 13 if additional space is 
needed.) 

    

 

15.  INSPECTIONS.   Elements of this contract are outside the inspection responsibility of the cognizant security office.  (If Yes, explain   Yes X No 
and identify specific areas  or elements carved out and the activity responsible for inspections.  Use Item 13 if additional space is needed.)     

 

16.  CERTIFICATION AND SIGNATURE.  Security requirements stated herein are complete and adequate for safeguarding the classified information to be released 
or generated under this classified effort.  All questions shall be referred to the official named below. 

a. TYPED NAME OF CERTIFYING OFFICIAL b. TITLE c. TELEPHONE (Include Area Code) 

MICHAEL J. LEARY CONTRACTING OFFICER (617)494-2673 

d.  ADDRESS (Include Zip Code) 17.  REQUIRED DISTRIBUTION 

DOT/RSPA/Volpe National Transportation Systems Center X a.  CONTRACTOR 

55 Broadway X b.  SUBCONTRACTOR 

Cambridge, MA    02142 X c.  COGNIZANT SECURITY OFFICE FOR PRIME AND SUBCONTRACTOR 

e.  SIGNATURE  d.  U.S. ACTIVITY RESPONSIBLE FOR OVERSEAS SECURITY ADMINISTRATION 

 X e.  ADMINISTRATIVE CONTRACTING OFFICER 

  f.  OTHERS AS NECESSARY 

DD Form 254 Page Two, Dec 90 (EG) (MS Word 4/96)
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ATTACHMENT J. 8 - U.S. DEPARTMENT OF LABOR WAGE DETERMINATIONS 
 
94-2255 MA, BOSTON                    U.S. DEPARTMENT OF LABOR 
                                       |         WASHINGTON D.C.  20210 
                                       | 
                                       | 
                                       | 
                                       | Wage Determination No.: 1994-2255 
William W.Gross          Division of   |           Revision No.: 18 
Director            Wage Determinations|  Date Of Last Revision: 06/06/2002 
_______________________________________|_______________________________________ 
Applicable in the state of Massachusetts in the areas listed below: 
 
BRISTOL COUNTY: Mansfield, Norton, Rayham 
 
ESSEX COUNTY: Lynn, Lynnfield, Nahant, Saugus 
 
MIDDLESEX COUNTY: Entire County 
 
NORFOLK COUNTY: Bellingham, Braintree, Brookline, Canton, Cohasset, Dedham, Dover, 
Foxborough, Franklin, Holbrook, Medfield, Medway, Millis, Milton, Needham, Norfolk, 
Norwood, Quincy, Randolph, Sharon, Stoughton, Walpole, Wellesley, Westwood, Weymouth, 
Wrentham 
 
PLYMOUTH COUNTY: Carver, Duxbury, Hanover, Hanson, Hingham, Hull, Kingston, Lakeville, 
Marshfield, Middleborough, Norwell, Pembroke, Plymouth, Plympton, Rockland, Scituate 
 
SUFFOLK COUNTY: Entire County 
 
WORCESTER COUNTY: Berlin, Bolton, Harvard, Hopedale, Lancaster, Mendon, Milford, 
Southborough, Upton 
 
_______________________________________________________________________________ 
 
          **Fringe Benefits Required Follow the Occupational Listing** 
 
OCCUPATION TITLE                                             MINIMUM WAGE RATE 
 
Administrative Support and Clerical Occupations 
  Accounting Clerk I                                               11.44 
  Accounting Clerk II                                              12.48 
  Accounting Clerk III                                             13.58 
  Accounting Clerk IV                                              16.61 
  Court Reporter                                                   14.95 
  Dispatcher, Motor Vehicle                                        14.95 
  Document Preparation Clerk                                       12.96 
  Duplicating Machine Operator                                     12.96 
  Film/Tape Librarian                                              14.60 
  General Clerk I                                                  10.34 
  General Clerk II                                                 11.62 
  General Clerk III                                                13.73 
  General Clerk IV                                                 15.03 
  Housing Referral Assistant                                       16.97 
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  Key Entry Operator I                                             12.59 
  Key Entry Operator II                                            15.38 
  Messenger  (Courier)                                              9.74 
  Order Clerk I                                                    10.51 
  Order Clerk II                                                   12.59 
  Personnel Assistant (Employment) I                               12.41 
  Personnel Assistant (Employment) II                              13.94 
  Personnel Assistant (Employment) III                             15.21 
  Personnel Assistant (Employment) IV                              18.04 
  Production Control Clerk                                         16.97 
  Rental Clerk                                                     13.89 
  Scheduler, Maintenance                                           14.07 
  Secretary I                                                      14.31 
  Secretary II                                                     14.97 
  Secretary III                                                    16.64 
  Secretary IV                                                     18.39 
  Secretary V                                                      25.30 
  Service Order Dispatcher                                         13.89 
  Stenographer I                                                   11.95 
  Stenographer II                                                  13.89 
  Supply Technician                                                18.39 
  Survey Worker (Interviewer)                                      14.72 
  Switchboard Operator-Receptionist                                12.23 
  Test Examiner                                                    14.97 
  Test Proctor                                                     14.97 
  Travel Clerk I                                                   12.09 
  Travel Clerk II                                                  13.08 
  Travel Clerk III                                                 14.09 
  Word Processor I                                                 13.78 
  Word Processor II                                                15.03 
  Word Processor III                                               17.78 
Automatic Data Processing Occupations 
  Computer Data Librarian                                          13.85 
  Computer Operator I                                              12.94 
  Computer Operator II                                             14.47 
  Computer Operator III                                            17.55 
  Computer Operator IV                                             22.08 
  Computer Operator V                                              24.72 
  Computer Programmer I (1)                                        19.09 
  Computer Programmer II (1)                                       21.78 
  Computer Programmer III (1)                                      25.86 
  Computer Programmer IV (1)                                       27.62 
  Computer Systems Analyst I (1)                                   26.90 
  Computer Systems Analyst II  (1)                                 27.62 
  Computer Systems Analyst III (1)                                 27.62 
  Peripheral Equipment Operator                                    12.94 
Automotive Service Occupations 
  Automotive Body Repairer, Fiberglass                             18.90 
  Automotive Glass Installer                                       17.82 
  Automotive Worker                                                16.24 
  Electrician, Automotive                                          17.02 
  Mobile Equipment Servicer                                        14.72 
  Motor Equipment Metal Mechanic                                   17.75 
  Motor Equipment Metal Worker                                     16.24 
  Motor Vehicle Mechanic                                           17.31 
  Motor Vehicle Mechanic Helper                                    13.91 
  Motor Vehicle Upholstery Worker                                  15.45 
  Motor Vehicle Wrecker                                            16.24 
  Painter, Automotive                                              17.02 
  Radiator Repair Specialist                                       16.24 
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  Tire Repairer                                                    14.22 
  Transmission Repair Specialist                                   17.75 
Food Preparation and Service Occupations 
  Baker                                                            13.05 
  Cook I                                                           11.80 
  Cook II                                                          13.01 
  Dishwasher                                                        9.22 
  Food Service Worker                                               9.22 
  Meat Cutter                                                      14.72 
  Waiter/Waitress                                                   9.79 
Furniture Maintenance and Repair Occupations 
  Electrostatic Spray Painter                                      17.02 
  Furniture Handler                                                13.14 
  Furniture Refinisher                                             17.02 
  Furniture Refinisher Helper                                      13.91 
  Furniture Repairer, Minor                                        15.45 
  Upholsterer                                                      17.02 
General Services and Support Occupations 
  Cleaner, Vehicles                                                10.30 
  Elevator Operator                                                10.60 
  Gardener                                                         13.57 
  House Keeping Aid I                                               9.53 
  House Keeping Aid II                                             10.60 
  Janitor                                                          10.60 
  Laborer, Grounds Maintenance                                     11.26 
  Maid or Houseman                                                 11.80 
  Pest Controller                                                  13.62 
  Refuse Collector                                                 10.60 
  Tractor Operator                                                 12.81 
  Window Cleaner                                                   11.39 
Health Occupations 
  Dental Assistant                                                 14.34 
  Emergency Medical Technician (EMT)/Paramedic/Ambulance Driver    12.60 
  Licensed Practical Nurse I                                       14.04 
  Licensed Practical Nurse II                                      15.76 
  Licensed Practical Nurse III                                     17.45 
  Medical Assistant                                                11.65 
  Medical Laboratory Technician                                    12.82 
  Medical Record Clerk                                             11.65 
  Medical Record Technician                                        14.04 
  Nursing Assistant I                                               8.29 
  Nursing Assistant II                                              9.32 
  Nursing Assistant III                                             9.80 
  Nursing Assistant IV                                             11.41 
  Pharmacy Technician                                              12.64 
  Phlebotomist                                                     11.14 
  Registered Nurse I                                               21.05 
  Registered Nurse II                                              23.44 
  Registered Nurse II, Specialist                                  23.44 
  Registered Nurse III                                             29.17 
  Registered Nurse III, Anesthetist                                29.17 
  Registered Nurse IV                                              34.97 
Information and Arts Occupations 
  Audiovisual Librarian                                            19.61 
  Exhibits Specialist I                                            18.46 
  Exhibits Specialist II                                           23.47 
  Exhibits Specialist III                                          28.71 
  Illustrator I                                                    17.87 
  Illustrator II                                                   22.71 
  Illustrator III                                                  27.77 
  Librarian                                                        27.49 
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  Library Technician                                               14.72 
  Photographer I                                                   14.03 
  Photographer II                                                  18.37 
  Photographer III                                                 23.35 
  Photographer IV                                                  28.55 
  Photographer V                                                   34.54 
Laundry, Dry Cleaning, Pressing and Related Occupations 
  Assembler                                                         8.08 
  Counter Attendant                                                 8.08 
  Dry Cleaner                                                      10.72 
  Finisher, Flatwork, Machine                                       8.08 
  Presser, Hand                                                     8.08 
  Presser, Machine, Drycleaning                                     8.08 
  Presser, Machine, Shirts                                          8.08 
  Presser, Machine, Wearing Apparel, Laundry                        8.08 
  Sewing Machine Operator                                          11.43 
  Tailor                                                           11.96 
  Washer, Machine                                                   8.98 
Machine Tool Operation and Repair Occupations 
  Machine-Tool Operator (Toolroom)                                 17.22 
  Tool and Die Maker                                               20.35 
Material Handling and Packing Occupations 
  Forklift Operator                                                13.52 
  Fuel Distribution System Operator                                16.19 
  Material Coordinator                                             16.87 
  Material Expediter                                               16.87 
  Material Handling Laborer                                        11.65 
  Order Filler                                                     12.48 
  Production Line Worker (Food Processing)                         14.87 
  Shipping Packer                                                  13.90 
  Shipping/Receiving Clerk                                         13.90 
  Stock Clerk (Shelf Stocker; Store Worker II)                     12.54 
  Store Worker I                                                   10.58 
  Tools and Parts Attendant                                        14.87 
  Warehouse Specialist                                             14.26 
Mechanics and Maintenance and Repair Occupations 
  Aircraft Mechanic                                                19.53 
  Aircraft Mechanic Helper                                         15.30 
  Aircraft Quality Control Inspector                               20.26 
  Aircraft Servicer                                                16.99 
  Aircraft Worker                                                  17.86 
  Appliance Mechanic                                               17.33 
  Bicycle Repairer                                                 14.22 
  Cable Splicer                                                    21.24 
  Carpenter, Maintenance                                           21.53 
  Carpet Layer                                                     20.55 
  Electrician, Maintenance                                         23.62 
  Electronics Technician, Maintenance I                            13.99 
  Electronics Technician, Maintenance II                           19.38 
  Electronics Technician, Maintenance III                          21.60 
  Fabric Worker                                                    15.45 
  Fire Alarm System Mechanic                                       19.53 
  Fire Extinguisher Repairer                                       16.19 
  Fuel Distribution System Mechanic                                19.53 
  General Maintenance Worker                                       16.24 
  Heating, Refrigeration and Air Conditioning Mechanic             20.03 
  Heavy Equipment Mechanic                                         20.20 
  Heavy Equipment Operator                                         22.90 
  Instrument Mechanic                                              21.42 
  Laborer                                                          12.85 
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  Locksmith                                                        17.02 
  Machinery Maintenance Mechanic                                   20.06 
  Machinist, Maintenance                                           20.12 
  Maintenance Trades Helper                                        13.91 
  Millwright                                                       19.53 
  Office Appliance Repairer                                        19.06 
  Painter, Aircraft                                                17.19 
  Painter, Maintenance                                             17.02 
  Pipefitter, Maintenance                                          22.32 
  Plumber, Maintenance                                             21.53 
  Pneudraulic Systems Mechanic                                     19.53 
  Rigger                                                           19.53 
  Scale Mechanic                                                   17.86 
  Sheet-Metal Worker, Maintenance                                  21.69 
  Small Engine Mechanic                                            16.24 
  Telecommunication Mechanic I                                     21.69 
  Telecommunication Mechanic II                                    23.30 
  Telephone Lineman                                                21.24 
  Welder, Combination, Maintenance                                 17.75 
  Well Driller                                                     17.75 
  Woodcraft Worker                                                 17.75 
  Woodworker                                                       15.31 
Miscellaneous Occupations 
  Animal Caretaker                                                 10.48 
  Carnival Equipment Operator                                      11.14 
  Carnival Equipment Repairer                                      11.80 
  Carnival Worker                                                   9.22 
  Cashier                                                          11.25 
  Desk Clerk                                                       13.70 
  Embalmer                                                         17.18 
  Lifeguard                                                        12.23 
  Mortician                                                        21.74 
  Park Attendant (Aide)                                            15.30 
  Photofinishing Worker (Photo Lab Tech., Darkroom Tech)           12.66 
  Recreation Specialist                                            19.09 
  Recycling Worker                                                 12.81 
  Sales Clerk                                                      12.23 
  School Crossing Guard (Crosswalk Attendant)                       9.22 
  Sport Official                                                   12.23 
  Survey Party Chief (Chief of Party)                              19.15 
  Surveying Aide                                                   12.67 
  Surveying Technician (Instr. Person/Surveyor Asst./Instr.)       17.41 
  Swimming Pool Operator                                           13.19 
  Vending Machine Attendant                                        11.28 
  Vending Machine Repairer                                         13.19 
  Vending Machine Repairer Helper                                  11.28 
Personal Needs Occupations 
  Child Care Attendant                                             11.94 
  Child Care Center Clerk                                          13.30 
  Chore Aid                                                        11.80 
  Homemaker                                                        19.09 
Plant and System Operation Occupations 
  Boiler Tender                                                    19.90 
  Sewage Plant Operator                                            18.72 
  Stationary Engineer                                              19.90 
  Ventilation Equipment Tender                                     15.30 
  Water Treatment Plant Operator                                   17.02 
Protective Service Occupations 
  Alarm Monitor                                                    14.13 
  Corrections Officer                                              19.04 
  Court Security Officer                                           19.04 
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  Detention Officer                                                19.04 
  Firefighter                                                      18.69 
  Guard I                                                           9.62 
  Guard II                                                         15.12 
  Police Officer                                                   22.29 
Stevedoring/Longshoremen Occupations 
  Blocker and Bracer                                               18.67 
  Hatch Tender                                                     18.67 
  Line Handler                                                     18.67 
  Stevedore I                                                      16.32 
  Stevedore II                                                     18.24 
Technical Occupations 
  Air Traffic Control Specialist, Center (2)                       29.50 
  Air Traffic Control Specialist, Station (2)                      20.34 
  Air Traffic Control Specialist, Terminal (2)                     22.40 
  Archeological Technician I                                       17.51 
  Archeological Technician II                                      19.60 
  Archeological Technician III                                     24.26 
  Cartographic Technician                                          22.08 
  Civil Engineering Technician                                     21.30 
  Computer Based Training (CBT) Specialist/ Instructor             24.87 
  Drafter I                                                        12.68 
  Drafter II                                                       14.57 
  Drafter III                                                      19.09 
  Drafter IV                                                       24.26 
  Engineering Technician I                                         14.28 
  Engineering Technician II                                        16.04 
  Engineering Technician III                                       19.35 
  Engineering Technician IV                                        22.88 
  Engineering Technician V                                         23.75 
  Engineering Technician VI                                        26.29 
  Environmental Technician                                         21.48 
  Flight Simulator/Instructor (Pilot)                              27.62 
  Graphic Artist                                                   21.99 
  Instructor                                                       24.19 
  Laboratory Technician                                            17.15 
  Mathematical Technician                                          19.04 
  Paralegal/Legal Assistant I                                      14.80 
  Paralegal/Legal Assistant II                                     18.72 
  Paralegal/Legal Assistant III                                    22.74 
  Paralegal/Legal Assistant IV                                     27.51 
  Photooptics Technician                                           20.87 
  Technical Writer                                                 27.55 
  Unexploded (UXO) Safety Escort                                   18.75 
  Unexploded (UXO) Sweep Personnel                                 18.75 
  Unexploded Ordnance (UXO) Technician I                           18.75 
  Unexploded Ordnance (UXO) Technician II                          22.68 
  Unexploded Ordnance (UXO) Technician III                         27.19 
  Weather Observer, Combined Upper Air and Surface Programs (3)    19.43 
  Weather Observer, Senior  (3)                                    21.57 
  Weather Observer, Upper Air (3)                                  19.43 
Transportation/ Mobile Equipment Operation Occupations 
  Bus Driver                                                       15.89 
  Parking and Lot Attendant                                         9.98 
  Shuttle Bus Driver                                               15.21 
  Taxi Driver                                                      12.03 
  Truckdriver, Heavy Truck                                         18.40 
  Truckdriver, Light Truck                                         13.84 
  Truckdriver, Medium Truck                                        17.18 
  Truckdriver, Tractor-Trailer                                     19.04 
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________________________________________________________________________________ 
 
ALL OCCUPATIONS LISTED ABOVE RECEIVE THE FOLLOWING BENEFITS: 
 
HEALTH & WELFARE: $2.15 an hour or $86.00 a week or $372.67 a month 
 
VACATION: 2 weeks paid vacation after 1 year of service with a contractor or 
successor; 3 weeks after 5 years, and 4 weeks after 15 years.  Length of service 
includes the whole span of continuous service with the present contractor or 
successor, wherever employed, and with the predecessor contractors in the performance 
of similar work at the same Federal facility.  (Reg. 29 CFR 4.173) 
 
HOLIDAYS: A minimum of eleven paid holidays per year:  New Year's Day, Martin Luther 
King Jr's Birthday, Washington's Birthday, Good Friday, Memorial Day, Independence 
Day, Labor Day, Columbus Day, Veterans' Day, Thanksgiving Day, and Christmas Day.  A 
contractor may substitute for any of the named holidays another day off with pay in 
accordance with a plan communicated to the employees involved.)  (See 29 CFR 4.174) 
 
THE OCCUPATIONS WHICH HAVE PARENTHESES AFTER THEM RECEIVE THE FOLLOWING BENEFITS (as 
numbered): 
 
1)  Does not apply to employees employed in a bona fide executive, administrative, or 
professional capacity as defined and delineated in 29 CFR 541.  (See CFR 4.156) 
 
2)  APPLICABLE TO AIR TRAFFIC CONTROLLERS ONLY - NIGHT DIFFERENTIAL:  An employee is 
entitled to pay for all work performed between the hours of 6:00 P.M. and 6:00 A.M. at 
the rate of basic pay plus a night pay differential amounting to 10 percent of the 
rate of basic pay. 
 
3)  WEATHER OBSERVERS - NIGHT PAY & SUNDAY PAY:  If you work at night as part of a 
regular tour of duty, you will earn a night differential and receive an additional 10% 
of basic pay for any hours worked between 6pm and 6am.  If you are a full-time 
employed (40 hours a week) and Sunday is part of your regularly scheduled workweek, 
you are paid at your rate of basic pay plus a Sunday premium of 25% of your basic rate 
for each hour of Sunday work which is not overtime (i.e. occasional work on Sunday 
outside the normal tour of duty is considered overtime work). 
 
 
HAZARDOUS PAY DIFFERENTIAL: An 8 percent differential is applicable to employees 
employed in a position that represents a high degree of hazard when working with or in 
close proximity to ordinance, explosives, and incendiary materials.  This includes 
work such as screening, blending, dying, mixing, and pressing of sensitive ordnance, 
explosives, and pyrotechnic compositions such as lead azide, black powder and 
photoflash powder.  All dry-house activities involving propellants or explosives.  
Demilitarization, modification, renovation, demolition, and maintenance operations on 
sensitive ordnance, explosives and 
incendiary materials.  All operations involving regrading and cleaning of artillery 
ranges. 
 
A 4 percent differential is applicable to employees employed in a position that 
represents a low degree of hazard when working with, or in close proximity to 
ordnance, (or employees possibly adjacent to) explosives and incendiary materials 
which involves potential injury such as laceration of hands, face, or arms of the 
employee engaged in the operation, irritation of the skin, minor burns and the like; 
minimal damage to immediate or adjacent work area or equipment being used.  All 
operations involving, unloading, storage, and  
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hauling of ordnance, explosive, and incendiary ordnance material other than small arms 
ammunition.  These differentials are only applicable to work that has been 
specifically 
designated by the agency for ordnance, explosives, and incendiary material 
differential pay. 
 
** UNIFORM ALLOWANCE ** 
 
If employees are required to wear uniforms in the performance of this contract (either 
by the terms of the Government contract, by the employer, by the state or local law, 
etc.), the cost of furnishing such uniforms and maintaining (by laundering or dry 
cleaning) such uniforms is an expense that may not be borne by an employee where such 
cost reduces the hourly rate below that required by the wage determination. The 
Department of Labor will accept payment in accordance with the following standards as 
compliance: 
 
The contractor or subcontractor is required to furnish all employees with an adequate 
number of uniforms without cost or to reimburse employees for the actual cost of the 
uniforms.  In addition, where uniform cleaning and maintenance is made the 
responsibility of the employee, all contractors and subcontractors subject to this 
wage determination shall (in the absence of a bona fide collective bargaining 
agreement providing for a different amount, or the furnishing of contrary affirmative 
proof as to the actual cost), reimburse all employees for such cleaning and 
maintenance at a rate of $3.35 per week (or 
$.67 cents per day).  However, in those instances where the uniforms furnished are 
made of "wash and wear" materials, may be routinely washed and dried with other 
personal garments, and do not require any special treatment such as dry cleaning, 
daily washing, or commercial laundering in order to meet the cleanliness or appearance 
standards set by the terms of the Government contract, by the contractor, by law, or 
by the nature of the work, there is no 
requirement that employees be reimbursed for uniform maintenance costs. 
 
                         ** NOTES APPLYING TO THIS WAGE DETERMINATION ** 
 
Source of Occupational Title and Descriptions: 
 
The duties of employees under job titles listed are those described in the "Service 
Contract Act Directory of Occupations," Fourth Edition, January 1993, as amended by 
the Third Supplement, dated March 1997, unless otherwise indicated.  This publication 
may be obtained from the Superintendent of Documents, at 202-783-3238, or by writing 
to the Superintendent of Documents, U.S. Government Printing Office, Washington, D.C. 
20402.  Copies of specific job descriptions may also be obtained from the appropriate 
contracting officer. 
 
REQUEST FOR AUTHORIZATION OF ADDITIONAL CLASSIFICATION AND WAGE RATE {Standard Form 
1444 (SF 1444)} 
 
Conformance Process: 
 
The contracting officer shall require that any class of service employee which is not 
listed herein and which is to be employed under the contract (i.e., the work to be 
performed is not performed by any classification listed in the wage determination), be 
classified by the contractor so as to provide a reasonable relationship (i.e., 
appropriate level of skill comparison) between such unlisted classifications and the 
classifications listed in the wage determination.  Such conformed classes of employees 
shall be paid the monetary wages and furnished the fringe benefits as are determined.  
Such conforming process shall be initiated by the contractor prior to the performance 
of contract work by 
such unlisted class(es) of employees.  The conformed classification, wage rate, and/or 
fringe benefits shall be retroactive to the commencement date of the contract. {See 
Section 4.6 (C)(vi)}  When multiple wage determinations are  
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included in a contract, a separate SF 1444 should be prepared for each wage 
determination to which a class(es) is to be conformed. 
 
The process for preparing a conformance request is as follows: 
 
1) When preparing the bid, the contractor identifies the need for a conformed 
occupation)and computes a proposed rate). 
 
2) After contract award, the contractor prepares a written report listing in order 
proposed classification title), a Federal grade equivalency (FGE) for each proposed 
classification), job description), and rationale for proposed wage rate), including 
information regarding the agreement or disagreement of the authorized representative 
of the employees involved, or where there is no authorized representative, the 
employees themselves.  This report should be submitted to the contracting officer no 
later than 30 days after such unlisted class(es) of employees performs any contract 
work. 
 
3) The contracting officer reviews the proposed action and promptly submits a report 
of the action, together with the agency's recommendations and pertinent information 
including the position of the contractor and the employees, to the Wage and Hour 
Division, Employment Standards Administration, U.S. Department of Labor, for review.  
(See section 4.6(b)(2) of Regulations 29 CFR Part 4). 
 
4) Within 30 days of receipt, the Wage and Hour Division approves, modifies, or 
disapproves the action via transmittal to the agency contracting officer, or notifies 
the contracting officer that additional time will be required to process the request. 
 
5) The contracting officer transmits the Wage and Hour decision to the contractor. 
 
6) The contractor informs the affected employees. 
 
Information required by the Regulations must be submitted on SF 1444 or bond paper. 
 
When preparing a conformance request, the "Service Contract Act Directory of 
Occupations" (the Directory) should be used to compare job definitions to insure that 
duties requested are not performed by a classification already listed in the wage 
determination.  Remember, it is not the job title, but the required tasks that 
determine whether a class is included in an established wage determination.  
Conformances may not be used to artificially split, 
combine, or subdivide classifications listed in the wage determination. 
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ATTACHMENT J.9 - PERFORMANCE EVALUATION PLAN 
 
 
 
 
 
 
 
 
 
 

PERFORMANCE EVALUATION PLAN 
 

FOR 
 
Contract No. _________________________________ 
 
With  _________________________________ 
 
 
 
 
 
 
 
 
APPROVED BY:  
 
 
______________________________________________________ 
(Signature)     (Date)  
Fee Determination Official 
 
 
_______________________________________________________ 
(Typed Name)     (Title) 
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Introduction 
 
This plan covers the administration of the award fee provisions for Contract Management and 
Administration (Contract Line Item Number (CLIN) 0002); Network and Desktop Support 
Administration (CLIN 0003); Facility Management Services (CLIN 0004); and System Development, 
System Planning, and Information Systems Security (CLIN 0005), of Contract No. 
___________________, dated ____________________, with ______________________.   
 
The estimated cost of each CLIN covered by this plan and the maximum available award fee are in the 
table below.  (The base fee is zero.) 
 
 

CLIN Estimated Cost Maximum Award Fee Available 
CLIN 0002 -   
CLIN 0003 -   
CLIN 0004 -   
CLIN 0005 -   

 
 
The estimated cost and award fee are subject to equitable adjustments arising from changes or other 
contract modifications.  The award fee payable will be determined periodically by the Fee Determination 
Official in accordance with this plan.  Fee not earned during any given evaluation period will be 
accumulated and will be available for allocation in subsequent periods.  Award fee for each Task Order 
(TO) issued under the contract may be accumulated through the end of the performance period for that 
particular TO.  The final award fee payable for that TO will be established by application of the Award 
Fee Factor approved by the Fee Determination Official for the rating period during which the TO 
performance is completed.   
 
The following table provides two examples of Award Fee calculations. 
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EXAMPLES OF AWARD FEE CALCULATIONS 
 

   
Example 1 
   

TO XXX  Period of Performance:  5/1/03-10/31/04  
       
ESTIMATED COST $500,000     
Provisional Award Fee $40,000     
   Evaluation Period  
   5/1/03-10/31/03 11/1/03-4/30/04 5/1/04-10/31/04  
Available Award Fee $13,333 $18,000 $18,373  
Award Fee Factor Satisfactory - 65 Very Good - 72 Very Good - 85 Total Award Fee 
Award Fee Earned $8,666 $12,960 $15,617 $37,243 
 

   
Example 2 
   

TO YYY  Period of Performance:  9/1/03-3/31/04  
       
Estimated Cost $150,000     
Provisional Award Fee $12,800     
   Evaluation Period   
   5/1/03-10/31/03 11/1/03-4/30/04   
Available Award Fee $6,400 $7,552   
Award Fee Factor Very Good - 82 Satisfactory - 73  Total Award Fee 
Award Fee Earned $5,248 $5,513  $10,761 

 
 
Award fee determinations are not subject to the Disputes clause of the contract.  The Fee Determination 
Official may unilaterally change the matters in this plan, unless otherwise requiring mutual agreement 
under the contract, provided the Contractor receives notice of the changes at least 45 calendar days prior 
to the beginning of the evaluation period to which the changes apply.  
 
Organizational Structure for Award Fee Administration  
 
The following organizational structure is established for administering the award fee provisions of the 
contract.  
 
Fee Determination Official (FDO)  
 
The FDO is the XXX.  Primary FDO responsibilities are: (1) determining the award fee earned and 
payable for each evaluation period; and (2) changing the matters covered in this plan when appropriate.  
 
Chair, Performance Evaluation Board (Board)  
 
The Chair of the Board is the XXX. The Chair will appoint Board members prior to the start of each 
evaluation period.  Primary responsibilities of the Board are: (1) conducting periodic evaluations of  
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Contractor performance and submitting a written report to the FDO covering the Board's findings and 
recommendations for each evaluation period; and (2) recommending changes to this plan to the FDO to 
improve the process or enhance the performance of the Contractor.  
 
Evaluation Methods 
 
The evaluation periods, factors, weights, and criteria are attached to this plan as indicated below.  
 

Requirement Attachment 
Evaluation Periods  A 
Evaluation Criteria for CLIN 0002 B.1 
Evaluation Criteria for CLIN 0003 B.2 
Evaluation Criteria for CLIN 0004 B.3 
Evaluation Criteria for CLIN 0005 B.4 

 
The Board will assess the Contractor’s performance and assign a rating for each evaluation criterion.  The 
Board will create a summary performance rating, expressed as a percentage from 0 percent to 100 percent 
for each CLIN.  Rating levels and descriptions for both the evaluation factors and summary evaluation are 
listed below. 
 

Adjectival Rating Description 
Excellent Exceptional merit exhibited against CLIN/ task order requirements; 

achievement of distinguished results; numerous strengths observed; no 
performance deficiencies or weaknesses observed. 

Very Good Fully responsive and compliant with all CLIN/ task order requirements; 
highly effective results; a number of strengths; no more than one or two 
performance weaknesses observed; no performance deficiencies noted; 
weaknesses have no impact on overall contract performance. 

Satisfactory Fully responsive with all CLIN/ task order requirements; adequate results; 
either no strengths but no weakness noted or some strengths observed and 
some performance weaknesses noted; few, if any, deficiencies noted; 
deficiencies have only a limited impact on overall work performance. 

Poor While responsive to CLIN/ task order requirements, results are less than 
adequate; performance weaknesses and/or deficiencies noted with a clear 
impact on overall contract performance; no strengths observed; a number 
of weaknesses and deficiencies noted; risk of unacceptable performance 
in future is high. 

Unacceptable Inadequate or limited results in meeting CLIN/ task order requirements; 
significant reportable deficiencies noted which adversely impact overall 
contract performance.  Immediate corrective action required. 

 
For purposes of assigning ratings, the following definitions are provided: 
 
Performance Strength 
 
A performance feature which substantially exceeds the Government’s requirements of the CLIN/ task 
order with regards to quality, effort, costs, schedule, and impact. 
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Performance Weakness 
 
Performance that only marginally meets the Governments requirements as stated in the CLIN/ task order. 
 
Performance Deficiency 
 
Failure to address, perform, and/or meet CLIN/ task order requirements or performance evaluation 
criteria. 
 
Summary performance ratings will form the basis for the award fee determination.  The chart below 
provides guidance for converting the summary rating to a fee determination. 
 

Summary Rating Percentage of Fee 
Excellent 90 – 100 

Very Good 71 – 89 
Satisfactory 31 – 70 

Poor 10 – 30 
Unacceptable 0 

 
 
The fee percentage indicated in the above conversion table is a quantifying device.  Its purpose is to 
provide guidance in arriving at an  assessment of the amount of award fee earned.  In no way does it 
imply an arithmetical precision to any judgmental determination of the Contractor's overall performance 
and amount of award fee earned.  
 
Method for Determining Award Fee  
 
A determination of the award fee earned for each evaluation period will be made by the FDO within 60 
days after the end of the period.  The method to be followed in monitoring, evaluating, and assessing 
Contractor performance during the period, as well as for determining the award fee earned or paid, is 
described below.  
 
The Chair will convene the Board prior to the start of each performance period.  Board members will 
review the Performance Evaluation Plan and establish a plan for monitoring performance of each 
evaluation factor.  Board members will be selected on the basis of their expertise relative to performance 
areas of emphasis.  The Chair will ensure that each Board member receives a current copy of this plan and 
appropriate orientation and guidance.  The Chair will request and obtain additional performance 
information from other units or personnel normally involved in observing Contractor performance, as 
appropriate. 
 
Promptly after the end of each evaluation period, the Board will meet to consider all the performance 
information it has obtained.  At the meeting, the Board will assign a summary rating based upon its 
preliminary findings and recommendations.  The Board may then meet with the Contractor to discuss the 
preliminary findings and recommendations.  At this meeting, the Contractor is given an opportunity to 
submit information on its behalf, including an assessment of its performance during the evaluation period. 
After meeting with the Contractor, the Board will consider matters presented by the Contractor and 
finalize the summary rating and fee recommendations for the evaluation report. 
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The Chair will prepare the final report for the period and submit it to the FDO for use in determining the 
award fee earned.  The Contractor may be notified of the Board’s recommendation.  The Contractor may 
provide additional information for consideration by the FDO.  When submitting the report, the Chair will 
inform the FDO whether the Contractor desires to present any matters to the FDO before the award fee 
determination is made.  
 
The FDO will consider the evaluation report and discuss it with the Chair and other personnel, as 
appropriate.  The FDO will consider the recommendations of the Board; information provided by the 
Contractor, if any; and any other pertinent information in determining the amount of award fee to be paid 
for the period.  The FDO's determination of the amount of award fee to be paid and the basis for this 
determination will be stated in writing.  
 
The Contractor will be notified of the FDO's determination by the Contracting Officer (CO).  Upon 
request, the Contractor will be provided with a debriefing.  
 
Changes in Plan Coverage  
 
Right to Make Unilateral Changes  
 
Any matters covered in this plan not otherwise requiring mutual agreement under the contract may be 
changed unilaterally by the FDO prior to the beginning of an evaluation period by timely notice (45 days) 
to the Contractor in writing.  The changes will be made without formal modification of the contract.  
 
Method for Changing Plan Coverage 
 
Personnel involved in the administration of the award fee provisions of the contract are encouraged to 
recommend plan changes with a view toward changing management emphasis, motivating higher 
performance levels, or improving the award fee determination process.  Recommended changes should be 
sent to the Board for consideration and drafting.   
 
Prior to the end of each evaluation period, the Board will submit its recommended changes, if any, 
applicable to the next evaluation period for approval by the FDO with appropriate comments and 
justification.  
 
Forty-five (45) calendar days before the beginning of each evaluation period, the CO will notify the 
Contractor in writing of any changes to be applied during the next period.  If the Contractor is not 
provided with this notification, or if the notification is not provided within the agreed-to number of 
working days before the beginning of the next period, then the existing plan will continue in effect for the 
next evaluation period.  
 

Action Schedule (Calendar days) 
Board drafts proposed changes  Ongoing 
Board submits recommended changes to FDO for    
approval  

75 days prior to end of each period. 

Through CO, FDO notifies Contractor as to whether or 
not there are changes  

45 days before start of the applicable period. 
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ATTACHMENT A 
EVALUATION PERIODS 

 
 
Contract No. __________________________ 
 
With __________________________________ 
 
 

Period 
Number 

Start Date End Date 

1  May 1, 2003  October 31, 2003 
2  November 1, 2003  April 30, 2004 
3  May 1, 2004  October 31, 2004 
4  November 1, 2004  April 30, 2005 
5  May 1, 2005  October 31, 2005 
6  November 1, 2005  April 30, 2006 
7  May 1, 2006  October 31, 2006 
8  November 1, 2006  April 30, 2007 
9  May 1, 2007  October 31, 2007 

10  November 1, 2007  April 30, 2008 
 
Determination of Award Fee 
 
Each board member will use the evaluation criteria identified in Attachment B.1 – B.4 and assign a rating 
for each overall CLIN.  Board members will include detailed narratives to specifically identify the 
strengths, weaknesses, and deficiencies of the Contractor’s performance during the specified award fee 
period.   
 
After all Board members have completed and documented their evaluation of the Contractor’s 
performance for CLIN 0002 – CLIN 0005 using the evaluation criteria identified in Attachment B.1 – B.4 
and have assigned a rating for each, they will (a) meet as a group under the direction of the Chair to 
discuss individual evaluations, and (b) arrive at a written consensus report, which includes the overall 
rating of the Contractor’s performance during the specified award fee period.  This overall rating factor 
will be applied to each TO for which work was performed during the rating period. 
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ATTACHMENT B.1 

EVALUATION CRITERIA FOR CLIN 0002 – CONTRACT MANAGEMENT AND 
ADMINISTRATION 

 
 
Item Description:  Technical and administrative management and administrative support services 
required for effective contract performance. 
 
Factors to Consider:  
 
• Provides strong technical leadership 
• Task order staffing  
• Contract cost control 
• Contract quality control 
• Contracting operations 
• Administrative functions support 
• Proactive initiatives 
 
Evaluation Criteria: 
 
• Contractor’s information technology support is instrumental in achieving Volpe Center organizational 

excellence 
• Tasks are efficiently and effectively staffed with appropriately skilled and motivated staff whose 

performance enhances task outcomes 
• Contractor conducts analyses and continually implements cost effective strategies for meeting 

CLIN/task order requirements 
• Contractor provides effective quality control processes and oversight to assure high caliber task order 

deliverables 
• Contractor performs contract operations and administrative support functions efficiently and 

effectively 
• Contractor provides insight into new information technology products and state-of-the-art products. 
 
Basis for Measuring Performance:  
 
• Survey (formal and/or ad hoc) of contract users 
• Monthly activity reports 
• Monthly Contract Labor reports 
• Semi-annual cost analyses 
• Quality control plans and accomplishments 
• Regular performance observations and discussions 
• Administrative deliverables 
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ATTACHMENT B.2 
EVALUATION CRITERIA FOR CLIN 0003 – NETWORK AND DESKTOP SUPPORT 

ADMINISTRATION 
 
Item Description: Network and Desktop Support Administration required for effective contract 
performance 
 
Factors to Consider:  
 
• Provides strong desktop hardware and software support 

• Installation and configuration of desktops 
• Desktop maintenance and trouble shooting 
• Current desktop policies and procedures 
• Current desktop hardware and software inventory 
• Proactive desktop and hardware and software initiatives 

• Provides strong e-mail support services 
• Strong management of MS Exchange mail system operation and performance 
• MS Exchange mail system maintenance and trouble shooting 
• Strong MS exchange user installation and support 
• Current desktop policies and procedures 
• Current MS Exchange hardware and software inventory 
• Proactive MS Exchange e-mail initiatives 

• Provides strong helpdesk services 
• Strong management of helpdesk services 
• MS Exchange mail system maintenance and trouble shooting 
• Strong MS exchange account installation and support 
• Up to date MS Exchange mail policies and procedures 
• Proactive Helpdesk responses. 

 
Evaluation Criteria: 
 
• Contractor’s desktop, MS Exchange mail and helpdesk support is instrumental in achieving Volpe 

Center organizational excellence 
• Contractor’s responses to trouble calls and issues are timely 

• Tasks are efficiently and effectively staffed with appropriately skilled and motivated staff whose 
performance enhances task outcomes 

• Contractor conducts analyses and continually implements cost effective strategies for meeting 
CLIN/task order requirements 

• Contractor provides effective quality control processes and oversight to assure high caliber network 
and desktop deliverables 

• Contractor performs contract network and desktop support administrative functions efficiently and 
effectively 

 
Basis for Measuring Performance:  
 

• Survey (formal and/or ad hoc) of contract users 
• Monthly activity reports 
• Monthly Contract Labor reports 
• Semi-annual cost analyses 
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• Regular performance observations and discussions 
• Network uptime performance  
• Network preventive maintenance activity and performance  
• Network system and data backup activity and performance  
• Number of new accounts established  
• Brief description of network upgrades accomplished  
• Configuration change activity  
• Desktop installation, upgrade activity and performance  
• Desktop trouble call activity and performance  
• E-Mail system uptime performance  
• Number of new E-Mail accounts established  
• E-Mail system and data backup activity and performance  
• Number of helpdesk calls 
• Helpdesk response performance  
• Network and desktop deliverables 
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ATTACHMENT B.3 
EVALUATION CRITERIA FOR CLIN 0004 – FACILITY MANAGEMENT SERVICES 

 
Item Description:  Facility Management Services required for effective contract performance 
 
Factors to Consider:  
 
• Provides strong operations, system administration, and support services 

• Installation and configuration of new system platforms and required software 
• Upgrades and new host operating system installation and configuration 
• System maintenance and trouble shooting 
• System performance 
• Physical security implementation and safety procedures 
• Operation and maintenance of peripheral subsystems 
• Logs and records of all systems 
• Implementation of backups 
• Proactive operations, system administrative and support initiatives 

• Provides strong user services 
• Strong management of system user accounts 
• Monitoring of system activities 
• Response to outstanding problems 
• Proactive user support initiatives 

• Provides strong hardware and software maintenance 
• Preventative maintenance schedules 
• Testing and trouble shooting of software updates and security patches 
• Strong management of monthly service contract costs 
• Installation of new hardware and software 
• Documentation of physical infrastructure 
• Proactive hardware and software maintenance initiatives 

 
Evaluation Criteria: 
 
• Contractor’s facility management service is instrumental in achieving Volpe Center organizational 

excellence 
• Contractor’s responses to trouble calls and issues are timely 

• Tasks are efficiently and effectively staffed with appropriately skilled and motivated staff whose 
performance enhances task outcomes 

• Contractor conducts analyses and continually implements cost effective strategies for meeting 
CLIN/task order requirements 

• Contractor provides effective quality control processes and oversight to assure high caliber facilities 
management deliverables 

• Contractor performs facilities management service functions efficiently and effectively 
 
Basis for Measuring Performance:  
 

• Survey (formal and/or ad hoc) of contract users 
• Monthly activity reports 
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•  
• Monthly Contract Labor reports 
• Semi-annual cost analyses 
• Regular performance observations and discussions 
• New platform activity and performance  
• New software activity and performance  
• Preventive maintenance activity and performance  
• Peripheral equipment activity and performance  
• Institutional user account activity and performance  
• HW/SW Preventive maintenance activity and performance  
• HW/SW update activity and performance  
• Maintenance contractor activity and performance  
• New hardware installation activity and performance  
• System enhancement planning advice provided  
• Documentation update activity  
• Facilities management services deliverables 
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ATTACHMENT B.4 
EVALUATION CRITERIA FOR CLIN 0005 – SYSTEM DEVELOPMENT, SYSTEM 

PLANNING, AND INFORMATION SYSTEMS SECURITY 
 
 
 
Item Description:  System Development, System Planning, and Information System Security 
support required for effective contract performance 
 
Factors to Consider:  
 
• Provides strong administrative system development support 

• Documentation of applications 
• System development project management 
• Completion of tasks and major milestones 
• Application completeness and performance 
• Software Development configuration management 
• Application maintenance 
• Application of Federal IS standards 
• Application security implementation  
• Proactive system development initiatives 

• Provides strong system planning 
• System Planning methods 
• Near and long term System planning 
• Response to federal IS policy and guidelines 
• Proactive system planning initiatives 

• Provides Information System Security Support 
• Documentation and implementation of Systems Security policy and procedures 
• Testing and trouble shooting of Information Systems security  
• Response to Federal Information Systems Security policies and guidelines 
• Proactive Information Systems Security support initiatives 

 
Evaluation Criteria: 
 
• Contractor’s administrative application development, system planning and Information Systems 

Security support  is instrumental in achieving Volpe Center organizational excellence 
• Contractor’s responses to administrative application development and maintenance issues are timely 
• Contractor’s responses to application planning task orders are timely 
• Contractor’s responses to Information Systems Security policies, guidelines and issues are timely 

• Tasks are efficiently and effectively staffed with appropriately skilled and motivated staff whose 
performance enhances task outcomes 

• Contractor conducts analyses and continually implements cost effective strategies for meeting 
CLIN/task order requirements 

• Contractor provides effective quality control processes and oversight to assure high caliber system 
development, system planning, and Information Systems security deliverables 



DTRS57-02-R-20032 

 351 

• Contractor performs system development, system planning, and Information Systems Security 
functions efficiently and effectively 

 
Basis for Measuring Performance:  
 

• Survey (formal and/or ad hoc) of contract users 
• Monthly activity reports 
• Monthly Contract Labor reports 
• Semi-annual cost analyses 
• Regular performance observations and discussions 
• System Development activities, project management, and schedules  
• System Development configuration management performance  
• System Documentation  
• System Planning activities and schedules 
• Information Systems Security planning, documentation and implementation performance  
• Information Systems Security standard operating procedures  
• System development, system planning, and information systems security deliverables 
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